Lreenbone

Securrty ViaRager

Greenbone
with Security

Greenbone 0S 4 MENRETC

User Manual @






Greenbone

Sustainable Resilience

Greenbone Networks GmbH
Neumarkt 12
49074 Osnabriick Germany
http://www.greenbone.net


http://www.greenbone.net

Status: GOS 4, April 4, 2018

This is the manual for the Greenbone Security Manager with Greenbone 0S (GOS) version
4. Due to the numerous functional and other differences between GOS 4 and previous ver-
sions, this manual should not be used with older versions of GOS.

The Greenbone Security Manager is under constant development. This manual attempts
to always document the latest software release. It is, however, possible that latest func-
tionality has not been captured in this manual.

Should you have additional notes or error corrections for this manual please send an email
to support (mailto:support@greenbone.net).

Contributers to this manual are:
+ Greenbone Networks GmbH
+ OpenSource Training Ralf Spenneberg

- Alexander Rau, arX IT Services

The copyright for this manualis held by the company Greenbone Networks GmbH. Greenbone and the
Greenbone-logo are registered trademarks of Greenbone Networks GmbH. Other logos and registered
trademarks used within this manual are the property of their respective owners and are used only for
explanatory purposes.


mailto:support@greenbone.net

Contents

Introduction 1
Read Before Use 3
GSM Overview 5
31 Enterprise class (GSM 5300/6400) . . . . . . v i it i e 6
3.2 Midrange class (GSM 400/600/650) . . . . v v v v v v et e e 6
33 SMEclass (GSMT00) . . . vttt e e e e e e e 7
3.4 Sensors (GSM 25/25V) . o o o o o e e 7
3.5 GSMONE . . o e 8
3.6 GSMCE . . o e 8
Migrating from GOS 3 to GOS 4 n
41 GSMONE . . o 1
4.2 GSM 25V . o e 1
43 GSM25and GSMT00 . . . . . o o e e 1
4.4 GSMA00up-toB400 . . . . . o o e e 12
4.5 Changesofdefaultbehaviour. . . . . .. . . . . . . e 12
lwantto... 15
System Administration 17
6.1 Introduction . . . . .. e 17
6.1.1 Loginasadmin . . . .. . . e e e 17
Authorization Concept . . . . . . . . o 17

UserLevel ACCeSS . . . . . o o i e 18

System Administration Level Access . . . . . . . .. e 18

6.1.2 System Administration Access . . . . .. ... o 18

6.1.3 CommittingChanges . . . . . . .. . . .. . . e 18

6.2 Setup Menu . . . .. e e 20
6.21 Users Management . . . . . . . . o i i i i i i e 20
System Administrator passwordchange . . ... ... ... ... . ... .. . ... 20
ManagingWeb Users . . . . . . . . . 20

6.2.2 Networkconfiguration . . ... ... ... ... . . . ... 22
Network Interfaces . . . . . . . . . . e 22

DNS server . . . .. 24
GlobalGateway . . . . . . . . e e e 25
Hostname/Domainname. . . . . . . . . . . i i i e e 25
Management IP Addresses . . . . . . . . . . e 25

Display MAC/IP addresses . . . . . . . oo i it e e e e e e 25

Expert Mode . . . . . . . e e e e e 27

B.2.3  SerVICES . . . . e 28
HTTPS . o e 28




GV e 34

SNMP . 36

6.2.4 Dataimport. . . . . . . e 37

6.25 Backup. .. .. .. e e 38

6.2.6  Feed . . .. ... 38

KeY . o e 39
Synchronization . . . . . . . .. 39

SYNC POt . . e e e e e 41

SYNC PIOXY v v o o e e e e e e e e e e e e e e e e e 41

Cleanup . . . . o e e e 41

6.2.7 TimeSynchronization. . . . . . . . . . . . e 41

6.2.8 Keyboard . .. .. ... 43

6.2.9 MailServer . . . . . . e e 43
6.210 CentralloggingServer . . . . . . . i e 44

B.21T TimMe . . . o e 45

6.3 Maintenance . . . . . . . . 45
6.31 Selfcheck . .. ... . . . 45

6.3.2 BackupandRestore . . . . . .. . . ... 46

6.3.3 Upgrade Management . . . .. .. . . . . e 47

6.3.4 FeedManagement. . . . . . . . . i e e 47

6.3.5 PowerManagement. . . . . . . . e 48
Shutdown . . . . o o 48

Reboot . . . . . e 48

6.4 Advanced . . . . ... e 49
6.4  Support . .. e 49
SUPBIUSEI . v v v v e e e e e e e e e e e e 49

SUPPOI . o o e e 50

Shell . . . o 51

GUI Introduction 53
71 GUICONCEPES . . o o e e e e e e 53
711 Dashboard . . . . . . . . e e 53

Main Dashboard . . . . . . . . . . e 53
Scandashboard . . . . . . . .. 54
Assetsdashboard . . . . . . . .. 54
Secinfodashboard . . . .. .. ... ... . 55

Charts . . . e e 55

71.2 ICONS . . e 56

713 Powerfilter . . . . . . e e 57
Components . . . . o oo e e e 58

Savingand Management. . . . . . . . e e e e e 60

7 - == 61

7.2 My Settings. . . . . . e 62
GUI Administration 65
81 UserManagement . . .. . .. . . . . . e 65
8.11 Creatingand ManagingUsers . . . . . . . . . . . . . i 65

812 Simultaneouslogin. . . . . . . . . . e 67

8.2 UserRoles . .. .. .. 67
8.21 Guestlogin . . . . i e e 69

8.2.2 Super Admin . . . .. e 69
Super Permissions . . . . . .. e e e e 70

GetUsers Role for Observers . . . . . . . . . . . i e 72

8.3  GroUPS . . o e e e 72
8.4 Permissions . . . . ... e 73
8.41 Sharing Individual Objects for OtherUsers . . . ... ... ... ... ........ 74

8.5 CentralUserManagement. . . . . . . . . . . i 75




851  LDAP . o e 75

8.5.2 LDAPwith SSL/TLS . . . . . 76

8.53 RADIUS . . . e 77

9 Vulnerability Management 79
91  SCanniNg . . . . e e 79
911 SimpleScan. . . . . .. 79
Wizard . . . . e 79

Advanced Wizard . . . . . . . . . . e 83

Manual Configuration . . . . . . . . . . . e 83

9.1.2 Authenticated Scan using Local SecurityChecks . . . . .. .... ... ....... a1

Pros and Cons of AuthenticatedScans . . . . ... ... ... ... ... ... ..., 92

Credentials . . . . . . . e e 92
Requirements on Target Systems with Windows . . . ... ... ........... 94
Requirements on Target Systems with Linux/UNIX . . . ... ............. 105
Requirements on Target Systemswith ESXi . ... ... ... ... ... ....... 105
Requirements on Target Systems with CiscoOS . . . .. ... ............. 106

9.2 ScanConfiguration . . . . . . . . m
9.21 Creatinga New Scan Configuration. . . . . ... ... ... ... ... ........ 13

9.2.2 ScannerPreferences . .. .. .. .. . ... 14
General Preferences . . . . . . . . . . . 7

Ping Preferences . . . . . . . . . . . 17

Nmap NASL Preferences . . . . . . . . . . o i e 118

9.3 ObstacleswhileScanning . . . . . . . . . . 119
9.31 Hostsnotfound . ... ... .. . . .. 119

9.3.2 LongsScanperiods . . . . . . i e 120

933 NVTnotused . .. ... ... e 120

9.4 Scheduled Scan . . . . . e e 120
9.5  Alerts . . . e e 121
9.6 Reports and Vulnerability Management. . . . . . . . ... ... . .. . e 124
9.6.1 ReadingoftheReports . . ... ... . . . . . . . . e 126

9.6.2 Results . ... . . . 127

0.6.3 NOteS . . . i i e e e e 127
Creatingnotes . . . . . . . . . e 128
Generalizing Notes . . . . . . . . . e e 128

Managing Notes . . . . . . . . . o e e 130

9.6.4 Overrides and False Positives . . . . . ... ... . ... . . . 130
Whatis afalse positive? . . . . . . . . . . 131

Creatingan Override . . . . . . . . . . e 131

Disabling and Enabling Overrides . . . . . . ... ... . .. ... .. ... 131

Automatic False Positives . . . . . . . . . . 131

9.7 AssetManagement . . . . . .. e e e e 133
9.71 Dashboard . . . . . . . . 134

072 HostsView . . . . o e e 134

9.7.3 MadifyingHosts . . . . . . . 135

9.7.4 AddingHosts . . . . . . . 135

975 HostDetails . . ... .. . . 135
Operating Systems View . . . . . . . . e e 136

Classic Asset Management . . . . ... . . . . i i 136

976 Prognosis . . . . . .. e 139

9.8 Secinfo Management . . . . . . . . . . e 139
9.81 SecinfoPortal . .. ... ... . ... 141

9.8.2 NetworkVulnerability Tests . . . . . . ... . . . e 141

9.8.3 Security Content Automation Protocol (SCAP) . . . ... ... ... .. . ... ... 141

CVE . . 142

CPE . . 144

OVAL . . o 145

CVSS L 146




9.8.4 DFEN-CERT . . . o o
9.85 CERT-Bund . ... ..

10 Reports
101 DeltaReports . . . . o o i e e
10.2 ReportPlUgins . . . . . . e
10.21 Import of additionalplugins . . . . . . . ...

11 Compliance and special scans

111 GenericPolicyScans . . . . . . 0 o
111 FileContent . . . . . . . o e
Patterns . . . . . . e

Severity . . e e

EXample . . . e e e

T11.2 RegistryContent . . . . . . . . . e e
Registry ContentPattern. . . . . . .. .. . . . . .

SeVeritY . . e e e e

EXample . . . . e e e

T11.3  FileChecksums . . . . . e
Checksum Patterns . . . . . . . . . . e

SeVerity . . v

Example . . . . e e

Windows . . . . . e e

Example Windows . . . . . . . e e e e e

T4 CPE-based . . . . . . e
CPE-based, simple checks for security policies . . . . ... ..............

Checking policy compliance . . . . . . . . . . . . e

Finding problematicproducts . . . . . . . . . . . . .. . e

Detecting absence of importantproducts . . .. ... ... .. ... .. .......

1.2 Standard Policies . . . . . . . . .
11.21  IT-Grundschutz . . . . . . . e
Checking IT-Grundschutz . . . . . . . . . . . . ..

Import of results into a spreadsheet application . ... ... .............

Import of results into IT-Grundschutztools . ... ... ... .............

Result classes of IT-Grundschutzchecks . . . .. ... ... ... ... ... . ....

Supported Measures . . . . . . o v it e e e e e e e

T1.2.2  PCIDSS . .
Payment Card Industry Data Security Standard . . . . . ... ... ... .......

Greenbone Security Managerand PCIDSS . . . ... ... ... ... .. .......

Policy Monitoring . . . . . . o o e e e e

11.2.3 BSI TR-03116: Kryptographische Vorgaben fir Projekte der Bundesregierung . .

1.3 SpecialPolicies . . . . . . .
11.31 DMailserver Online Test . . . . . . . . . . e

T TLS-Map . . o o e e
T11.47  Preparations . . . . . o e e e
11.4.2 Checking forTLS . . . . . o 0 o o e e e
11.4.3 Exportingthescanresults . . . . ... . ... .

1.5 ConfickerSearch. . . . . . .
11.51 Search methods for vulnerability and infection . . . ... ... ...........
11.5.2 Execute search for vulnerability and Conficker . . . . . ... ... ... .. .....

1.6 OVAL System Characteristics . . . . . . . . . o e e e e
11.6.1 Collecting Scan Resultsas OVALSCs . . . . . . . . . ittt e e
11.6.2 Exporting OVALSCS . . . . . . .
11.6.3 Example: Using OVALSCswithovaldi . ... .. ... ... ... ... .. ......

12 Greenbone Management Protocol
121 Activatingthe GMP Protocol. . . . . . . . . . o
12.2 Accesswith gvm—cli.exe . . . . . . i i i e e e
12.21 Configuringthe Client . . . . . . . . . . . . e




13

14

15

16

17

12.2.2 StartingaScanusinggvm-cli . . . . . . ... e
12.3 gvme-pyshell . . . . . e e e
12.31 Startinga Scanusinggvm-pyshell . . . .. ... ... ... . ... .. L.
124 Example Scripts . . . o o 0 e e
12470 StatusCodes . . . . . . . e e e
Master Setup
131 Setup oftheremotescanner . . . .. . . . . . . . . . e
T3.2 SeNSOr. . . . e e
13.21 Communicating withtheSensors. . . . . . . . . . . . . . . .
Performance
141 ScanPerformance. . . . . . . . . e
1411 SelectingaPortlistforaScan .. ... ... ... . . . . . ...
About Ports . . . . . . e e e
Which Port List forwhichScanTask . . . ... ... ... ... .. . . ... ... ...
ScanDuration . . . . . . . e
TotalSecurity . . . . . e
141.2 ScanConfiguration . . . . . . . . e
T40.3 Tasks . . . o o
14.2 Backend Performance . . . . . . . . . . . e e e
14.3 Appliance Performance . . . . . . . . . i e e e
Integration with other Systems
151 Integration with third-partyvendors . . . . . .. . ... ... ...
151701 OSPScanner . . . . . . e
15.2 Verinice . . . . . . e e
15.21 IT Security Management . . . . . . . . . i e e e
Importing oftheISM Scan . . . . . . . . .. .. . . e
Creationof Tasks . . . . . . . . e e
Remediation of Vulnerabilities . . .. ... ... ... ... . ... . . . . ... . ...
15.2.2 ITSecurityBaseline . . . . . . . . . . e
Importing of the ITGScan . . . . . . . . . . e e
15.3 NagIOS . . . v e e e e
15.31 ConfigurationoftheGSMUser . . .. ... ... . .. . .. . ...
15.3.2 Configuringthe Plugin . . . . . . . . . .
15.3.3 Cachingand Multiprocessing . . . . . . . . i i e e
15.4 Firepower ManagementCenter. . . . . . . . . . i e
15.41 Installation of the Report Plugin . . . . . .. ... .. .. . . ... . . . . . ...,
15.4.2 Configuration of the Host-Input-APlclients . . .. ... ...............
15.4.3 Configuration of AlertsontheGSM . . . . . . . ... ... . . ... . .. ... ...
T5.5 Splunk . o oo
15.51 Configuration of the SplunkAlert . . . . . . . .. ... .. . . .. ... ... .....
15.5.2 Accessing the InformationinSplunk . . . . . . ... ... . . ... .. . . . ...,
Tools
161 GVM-TOOLS . . o
T6.2 CheCK _gmMP oDV « v v v v v vt e e e e e e e e e e e e
16.3 Splunk Application . . . . . . . . e
Setup Guides
T71 GSMONE . . o
1711 Requirements . . . . . . e
Resources . . . . . . e
Supported Hypervisor . . . . . . . e e e
Verificationof Integrity . . . . . . . . . . . .
Deployment . . . . . e
171.2  Importing of the Virtual Appliance . . . . . . .. . . . . o
Importinto VirtualBox . . . . . . . . . . ..




18

19

Generalsystemsetup . . . . . . . o o e

171.3 Logintothe Webinterface . . . . . . . . ... .. . . . . . .

171.4  GSM ONE troubleshooting . . . . . . . . .. o o

T7.2 GSM 25V . o
17.20  Requirements . . . . . e e e e
Resources . . . . . .

Supported Hypervisor . . . . . . . e e e e
Deployment . . . . . . .

17.2.2 Installation of the GSM 25V . . . . . . . . .
Generalsystemsetup . . . . . . . . e e

T7.3 GSM 25 o
1737 Installation . . . . . . .
17.3.2 SerialPort . . . . . . e e
17.3.3 Startup . . . e e
Generalsystemsetup . . . . . . . . e e

T7.4 GSMT00 . . . . o e
17.470 Installation . . . . .
17.4.2 SerialPort. . . . .
T7.4.3 Startup . . . o e e
Generalsystemsetup . . . . . . . . e e

17.4.4 Llogintothe Webinterface . . . . . .. .. . . .. . . . . . . . e

175 GSM500/5T0/550 . . . . o o o
1751 Installation . . . . . . o e
17.5.2 SerialPort . . . . . . e e
1753 Startup . . . o e
Firmware Notice . . . . . . . . . . e
Generalsystemsetup . . . . . . . . e

17.5.4 Logintothe Webinterface . . . .. .. ... . . . . . . . . e

176 GSM 400/600/650 . . . o v o e
17.61 Installation . . . . . . . . e
17.6.2 SerialPort. . . . . .
17.6.3  Startup . . . . e e
Generalsystemsetup . . . . . . . . o e

17.6.4 Logintothe Webinterface . . . .. ... ... .. . . . . . . i

177 GSM5300/6400 . . . . ot e
1771 Installation . . . . . . . e
1772 SerialPort. . . . . .

T7.7.3  Startup . . o e
Generalsystemsetup . . . . . . . e e

1774 LogintotheWebinterface . . . . ... .. ... . .. . . . .

Architecture

181 Protocols . . . . o o

18.2 Security Gateway Considerations . . . . .. .. .. . . . .
18.21 Standalone/Master GSM . . . . . . . . . e e e
18.2.2 Sensor GSM . . . . . . . e e e

Frequently Asked Questions

191 Whatis the difference between a scan sensorandascanslave? .. ............
19.2 Scanprocessveryslow . . . . . e e e
19.3 Scantriggers alarm at othersecuritytools . . . . . . . . . .. ... . ... o
19.4 Onscanned target systems appearsaVNCdialog . ........ ... ... ... ....
19.5 After Factory Reset neither Feed-Update nor System-Upgrade works . . . ... ... ..

20 Glossary

2000 HOSt . . o e
20.2 Quality of Detection (QoD) . . . . . . . v i i i
20.3 Severity . . .o e e
20.4 Solution Type . . . o i e e e e

vi



Index 277

Vii



viii



CHAPTER 1

Introduction

Vulnerability management is a core element in modern information technology (IT) compliance. IT
compliance is defined as the adherence to legal, corporate and contractual rules and regulations as
they relate to IT infrastructures. Within its context IT compliance mainly relates to information secu-
rity, availability, storage and privacy. Companies and agencies have to comply with many legal obli-
gations in this area.

The controland improvement in IT security is an ongoing process that consists at a minimum of these
three steps:

- Discovery of the current state
- Taking actions to improve the current state
- Review of the measures taken

The Greenbone Security Manager (GSM) assists companies and agencies with automated and inte-
grated vulnerability assessment and management. Its task is to discover vulnerabilities and security
gaps before a potential attacker would. GSM can achieve this through different perspectives of an
attacker:

External The GSM attacks the network externally. This way it can identify badly configured or mis-
configured firewalls.

DMZ Here the GSM can identify actual vulnerabilities. These could be exploited by attackers if they
get past the firewall.

Internal Many attacks are executed internally by insiders through methods of social engineering or
a worm. This is why this perspective is very important for the security of the IT infrastructure.

For DMZ and internal scans it can be differentiated between authenticated and non-authenticated
scans. When performing an authenticated scan the GSM uses credentials and can discover vulnera-
bilities in applications that are not running as a service but have a high risk potential. This includes
web browsers, office applications or PDF viewers. For a further discussion on the advantages and
disadvantages on authenticated scans see section Pros and Cons of Authenticated Scans (page 92).

Due to new vulnerabilities being discovered on a daily basis, regular updates and testing of systems
are required. The Greenbone Security Feed ensures that the GSM is provided with the latest testing
routines and can discover the latest vulnerabilities reliably. Greenbone analyzes CVE ' messages and
security bulletins of vendors and develops new testing routines daily.

With a scan using the Greenbone Security Manager, staff responsible for IT, receive a list of vulnera-
bilities that have been identified on the network. Especially if no vulnerability management has been
practiced, the list is often extensive. For the selection of remediation measures a prioritization is in-
evitable. Most important are the measures that protect against critical risks and remediate those
respective security holes.

1 The Common Vulnerability and Exposures (CVE) project is a vendor neutral forum for the identification and publication of
new vulnerabilities.
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The GSM utilizes the Common Vulnerability Scoring System (CVSS). CVSS is an industry standard for
the classification and rating of vulnerabilities. This assists in prioritizing the remediation measures.

To deal with vulnerabilities fundamentally two options exist:

1. Removal of the vulnerability through updating the software, removal of the component or a
change in configuration.

2. Implementation of a rule in a firewall or intrusion prevention system (virtual patching).

Virtual patching is the apparent remediation of the vulnerability through a compensating control. The
realvulnerability still exists. The attacker can still exploit the vulnerability if the compensating control
fails or by utilizing an alternate approach. An actual patch/update of the affected software is always
preferred over virtual patching.

The Greenbone Security Manager supports the testing of the implemented remediation measures
as well. With its help responsible IT staff can document the current state of IT security, recognize
changes and document these changes in reports. To communicate with management the GSM offers
abstraction of technical details in simple graphics or in the form of a traffic light that displays the state
of security in the colours red, yellow and green. This way the IT security process can be visualized in
a simplified way.

2 Chapter 1. Introduction



CHAPTER 2

Read Before Use

The Greenbone Security Manager (GSM) includes a full-featured Vulnerability Scanner. While the vul-
nerability scanner is designed to have a minimalinvasive impact on your network environment, it still
needs to interact and communicate with the target systems which are analyzed during a vulnerability
scan.

Remember that it is the fundamental task of this solution to find and identify otherwise undetected
vulnerabilities. The scanner must behave to a certain extent like a real attacker would.

While the default and recommended settings reduce the impact of the vulnerability scanner to the
environment to a minimum, unwanted side effects may still occur. The scanner settings allow the
controland refinement of the scanner's effects. Please be aware of the following general side effects:

- Log and alert messages may show up on the target systems triggered by the probes of the vul-
nerability scanner.

- Log and alert messages may show up on firewalls and intrusion detection and prevention sys-
tems.

- Scans may increase latency on the target and/or the network being scanned, in extreme cases
resulting in situations similar to a denial of service (DoS) attack.

- Scans may trigger bugs in fragile or insecure applications resulting in faults or crashes.

- Scans may result in user accounts being locked due to the testing of default user-
name/password combinations.

- Embedded systems and elements of operational technology with weak network stacks are es-
pecially subject to possible crashes or even broken devices.

Remember that triggering faults, crashes or locking with default settings means that an attacker can
do the very same at unplanned times and to an unplanned extent. Finding out about it earlier than the
attacker is the key to resilience.

While these side effects are very rare when using the default and recommended settings, the vulner-
ability scanner allows the configuration of invasive behavior and thus will increase the probability of
the above listed effects.

Before using the GSM to scan the target systems in your environment please be aware of these facts
and verify that you are authorized to execute such scans.
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CHAPTER 3

GSM Overview

The Greenbone Security Manager is a dedicated appliance for vulnerability scanning and vulnerability
management. It is a specifically developed platform optimized for vulnerability management. It is
offered in different performance levels.

GSM 6400 GSM 5300 GSM 6350 GSM 600 GSM 400 GSM 100 GSM 25 GSM 25V GSM One

Use Case Sensor for ]
Large Large Medium Medium Medium SvEs Smal Vanaged Virtual Sean | Special usel
=nterpr g P Enterpr Branch Location | Services/ Sensor Training/ Audit-
Senvice Providers | Service Providers | Branch Location | Branch Location | Branch Location via-Laptop
Branch Scans
Target IP Addresses 5000-50,000 | 3,000-30,000 | 500-10,000 500-6,000 300-2,000 50-500 20300 20-300 20300
Ports
Management/ Feed Toutofband | 1 out of band 1 1 1 1 1 NIA N/A
management management
Scan GbE-Base-TX 0-24 Ports 0-24 Ports 6 Ports 6 Ports 6 Ports 4Ports 4Ports NA NIA
Scan SFP 0-24 Ports 0-24 Ports 2Ports 2 Ports 2Ports - - NIA NiA
Scan 10 GbE XFP 0-6 Ports 0-6 Ports B = - - - N/A N/A
Virtual Ports NIA NIA NIA NIA NIA NIA NIA 1 1
T port 1 port
I 1 management, | 1 management, 8 ports 8 ports 8 ports 4ports 4ports managoment | management
others dynamic | others dynamic dynamic dynamic dynamic dynamic dynamic
scan/ update scan/ update
256 per 256 per 128 per 128 per 64 per 64 per 64 per
VLAN Support Ethemet Port | EthemetPort | EthemetPort | EthemetPort | EthemetPort | EthemetPort | EthemetPort " e
Fan speed control N/A N/A
Redundant Fan NA NiA
Redundant P/S - - NA NIA
Redundant HDD - - - - - NIA NiA
Hot-Swap PIS - - - - - NA NiA
Hot-Swap HDD - - - - - NA NA
Hot-Swap Fan - - NIA NiA
- - NIA NiA

Master Mode up to 50 upto 30 upto 12 upto 12 wpto2 . . . .
(Scan & Management) sensors sensors sensors sensors sensors

Slave Sensor Mode
(Managed via Master)

USB, FTP FTP

Airgap Master USB, FTP USB, FTP UsB, FTP USB, FTP

Airgab Slave

USB, FTP

USB, FTP USB, FTP UsB, FTP USB, FTP USB, FTP

Greenbone OS

SSH v2 support

HTTPS (GUI)
SNMP v2

Syslog (UDP/ TCP/TLS)

Alerts (SMTP, HTTP,...)

Report Plugins
IPV6 support

Certificate Management

VM Snapshot | VM Snapshot
via Hypervisor | via Hypervisor

Backup/ Restore

USB, Periodic USB, Periodic
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3.1 Enterprise class (GSM 5300/6400)

The GSM 5300 and GSM 6400 are designed for the operation in large companies and agencies. The
GSM 6400 can control sensors in up to 50 security zones and is recommended for up to 50,000 moni-
tored IP addresses. The GSM 5300 can control sensors in up to 30 security zones and is recommended
forup to 30,000 monitored IP addresses. The appliances themselves can be controlled as a slave sen-
sor by another master.

Fig. 3.1: The GSM 6400 supports up to 50,000 IP addresses

The appliances in the enterprise class come in a 2U 19" chassis for easy integration into the data cen-
ter. For easy installation and monitoring they are equipped with a two line, 16 characters per line
LCD display. For uninterruptible operation they have redundant, hot swappable power supplies, hard
drives and fans.

For management of the appliance, in addition to an out-of-band management Ethernet port, a serial
port is available. The serial port is setup as a Cisco compatible console port.

To connect to the monitored systems both appliances can be equipped with three modules. The fol-
lowing modules can be used in any order:

- 8 Port Gigabit Ethernet 10/100/1000 Base-TX (copper)
- 8 Port Gigabit Ethernet SFP (small-form factor-pluggable)
+ 2 Port 10-Gigabit Ethernet XFP

Up to 512 VLANS can be configured and managed per port for the GSM 6400 (total of 24576), up to 256
per port for the GSM 5300 (total of 12288).

3.2 Midrange class (GSM 400/600/650)

The GSM 400, GSM 600 and GSM 650 are designed for mid-sized companies and agencies as well as
larger branch offices. The GSM 650 can controlsensorsin up to 12 security zones and is recommended
for up to 10,000 monitored IP addresses. The GSM 600 can also control sensors in up to 12 security
zones and is recommended for up to 6,000 monitored IP addresses. The GSM 400 can control 2 sen-
sors and is recommended for up to 2,000 monitored IP addresses. The appliances themselves can be
controlled as a slave sensor by another master.

Aside from the current GSM 400, GSM 600 and GSM 650 appliances, Greenbone is still fully supporting
the older appliances in this class. The GSM 500, GSM 510 and GSM 550 appliances were replaced by
more up to date hardware in 2014.

The appliances in the midrange class comein a 1U 19" chassis for easy integration into the data center.
For easy installation and monitoring they are equipped with a two line, 16 characters per line LCD dis-
play. Foruninterruptible operation the appliances come with redundant fans. However, hot-swapping
during operation is not possible.

For management of the appliance, in addition to a management Ethernet port, a serial portis available.
The serial port is setup as a Cisco compatible console port.
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Fig. 3.2: The GSM 650 supports up to 10,000 IP addresses

To connect to the monitored systems both appliances are equipped with eight ports in total, which
are pre-configured and set up as follows:

- 6 Port Gigabit Ethernet 10/100/1000 Base-TX (copper)
- 2 Port Gigabit Ethernet SFP (small-form factor-pluggable)

A modular configuration of the ports is not possible. Up to 64 VLANs can be configured and managed
per port for the GSM 650 and GSM 600 (total of 512), 16 VLANSs per port for GSM 400 (total of 128). One
of these ports is also used as management port.

3.3 SME class (GSM 100)

The GSM 100 is designed for smaller companies and agencies as well as branches. The GSM 100 is rec-
ommended for the monitoring of up to 100 IP addresses. Controlling sensors in other security zones
is not considered. However, the GSM 100 itself can be controlled as a slave-sensor by another master.

The appliance comes as 1U steel chassis. For easy integration into the data center an optional rack kit
can be used. The appliance does not come with a display.

Fig. 3.3: The GSM 100 intended for smaller companies

For management of the appliance, in addition to a management Ethernet port, a serial portis available.
The serial port is setup as a Cisco compatible console port.

To connect to the monitored systems the appliance comes with four 10/100/1000 Gigabit Ethernet
Ports (RJ45) in total. These ports support up to 8 VLANSs. One of these ports is also used as manage-
ment port.

3.4 Sensors (GSM 25/25V)

The GSM 25 is designed as sensor for smaller companies and agencies as well as branches. The GSM
25 is recommended for up to 300 monitored IP addresses and requires the control of an additional
appliance in master mode. The GSM of the midrange an enterprise class (GSM 500 and up) can be
utilized as controllers for the GSM 25/25V.

The GSM 25 appliance comes as a 1U steel chassis. For easy integration into the data centeran optional
rack kit can be used. The appliance does not come with a display.

3.3. SME class (GSM 100) 7
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Fig. 3.4: The GSM 25 is a sensor and can only be operated with a GSM

For management of the appliance, inaddition to a management Ethernet port, a serial portis available.
The serial port is setup as a Cisco compatible console port.

To connect to the monitored systems the appliance comes with four 10/100/1000 Gigabit Ethernet
Ports (RJ45) in total. These ports support up to 8 VLANSs. One of these ports is also used as manage-
ment port.

The GSM 25V is a virtual Appliance and provides a simple and cost effective option to monitor virtual
infrastructures. In contrast to the GSM 25 the virtual version only comes with one virtual port for
management, scanning and updates.

3.5 GSM ONE

The GSM ONE is designed for specific requirements such as audit using a laptop or educational pur-
poses. The GSM ONE is recommended for up to 300 monitored IP addresses and can neither control
other sensors nor be controlled as a sensor by a larger appliance.

The GSM ONE only comes with one virtual port that is used for management, scan and updates. This
port does not support the use of VLANSs.

Fig. 3.5: The GSM ONE is a virtual instance.

The GSM ONE has all the functions of the larger systems except for the following:
« Master Mode: the GSM ONE cannot control other appliances as sensors.

- Slave Mode: the GSM ONE cannot be controlled as a slave sensor by other master-mode appli-
ances.

+ Alerts: the GSM ONE cannot send any alerts via SMTP, SNMP, syslog or HTTP.
+ VLANSs: the GSM ONE does not support VLANs on the virtual port.

3.6 GSM CE

The Greenbone Security Manager Community Edition (GSM CE) is a derivative of the GSM ONE for eval-
uation purposes. The GSM CE may be deployed using VirtualBox on Microsoft Windows, MacOS and
Linux systems.

8 Chapter 3. GSM Overview
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In contrast to the commercial version the GSM CE uses the OpenVAS Community Feed instead of
the Greenbone Security Feed. While the commercial versions support seamless updates of the op-
erating systems new versions of the GSM CE are provided as I1SO images requiring a new full in-
stallation. Further differences between the other GSM models and the GSM CE are explained on
https://www.greenbone.net/en/community-edition/.

Both the Community Edition and the GSM ONE are optimized for the usage on a mobile computer.
Features required for enterprise vulnerability management like schedules, alerts and remote scan
engines are only available on the full featured appliances.

3.6. GSM CE 9
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CHAPTER 4

Migrating from GOS 3 to GOS 4

Version 4 of the Greenbone operating system is the most extensive overhaul compared to any prior
version. Many internal functions and features were redesigned. This is also true for the graphical
web interface and the command line interface for the administration. The following sections briefly
explain the steps required during the migration of the appliances and the changes of default behaviour
between version 3 and 4 you should be aware of.

With increasing complexity of a GSM setup, the migration can get complex as well. Customers are
encouraged to plan and execute the migration in close coordination with the Greenbone Support.

4.1 GSM ONE

This section covers the migration of your data from a GSM ONE using GOS 3.1to a GSM ONE using GOS
4. An usual update of the system like in the past is not supported. This is attributed to the extensive
modifications in the system and the new database management system. The migration is achieved in
three steps:

- Backup of the user data on the GSM ONE using GOS 3.1
- Export of the backup file
+ Import and restore of the backup on the GSM ONE using GOS 4

Please contact the Greenbone Support and request a virtual image of GSM ONE with GOS 4. Provide
your subscription key ID. You will receive a virtual image with GOS 4 and a guide for the migration.

4.2 GSM 25V

The virtual sensors are replaced by new virtual images. Please contact the Greenbone Support Team
to receive GOS 4 images of the GSM 25V and provide the subscriptions key IDs for the respective sen-
sors.

Because sensors do not store scan data, the setup and configuration of the sensor will be solely done
in GOS 4. No migration steps are required.

4.3 GSM 25 and GSM 100

The small hardware appliances GSM 25 and GSM 100 require a migration of the user data via a USB
Stick. GOS 4 eliminates this limitation for future upgrades.

Before starting the migration process please contact Greenbone Support. You will receive a detailed
guide for the migration as well as advice tailored to your specific setup.

11
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If you intend to keep the user data of the GSM, it is mandatory to create a userdata backup via USB
Stick and store the settings as well, which could be done via copy & paste. In case you have no phys-
ical access to the GSM, please contact the Greenbone Support for an alternative procedure involving
additional manual steps.

A pre-condition for the migration of a GSM is that it has direct access to the Greenbone Security Feed
service. If it doesn't (for example Airgap or separate security zones), please contact Greenbone Sup-
port for an alternative procedure involving additional manual steps.

To start the migration, your appliance needs to be at least at GOS version 3.1.42 or newer. Earlier GOS
versions do not offer a migration. Note that you should have physical or at least console access to
the system(s) in question. It might be necessary to configure some initial settings to reintegrate the
GSM into the network.

In GOS 4 you are offered a guided setup. Via the Setup menu the userdata backup is imported with
item Data Import.

4.4 GSM 400 up-to 6400

Allhardware appliances offer a seamless migration from GOS 3.1to GOS 4. The user data willbe moved
to the new version and your system settings will be kept for the most part, although there are excep-
tions. Especially complex setups like Master-Slave, Airgap or Expert-Net should be carefully planned
accordingly.

Before starting the migration process please contact Greenbone Support. You will receive a detailed
guide for the migration as well as advice tailored to your specific setup.

As a general guideline, you should begin by creating a user data backup and store it on a USB Stick.
While your user data should be moved automatically during the migration, a backup is a safety mea-
sure that should always be undertaken.

A pre-condition for the migration of a GSM is that it has direct access to the Greenbone Security Feed
service. If it doesn't (for example Airgap or separate security zones), please contact Greenbone Sup-
port for an alternative procedure involving additional manual steps.

To start the migration, your appliance needs to be at least at GOS version 3.1.42 or newer. Earlier GOS
versions do not offer a migration. Note that you should have physical or at least console access to
the system(s) in question. It might be necessary to configure some initial settings to reintegrate the
GSM into the network.

In GOS 4 you are offered a guided setup and migration. You have the option to restore the migrated
user data from 3.1. This is a one-time offer. If you deny, the data will be deleted from the appliance
and the only copy left is the backup on your USB Stick.

4.5 Changes of default behaviour

The following list displays the changes of default behaviour from GOS 3 to GOS 4. Depending on the
current features used, these changes may apply to the currently deployed setup. Please check the
following list to decide whether changes to the currently deployed setup are required. Greenbone
Support may help during this process.

+ NVTs: Starting with GOS 4.2 policy violation NVTs now have a score of 10 by default (see section
Compliance and special scans (page 157)). In the past these NVTs had a score of 0 and overrides
were required (see section Severity (page 160), Severity (page 163), Severity (page 164), etc.)

« GMP: The OpenVAS Management Protocol has been replaced with the Greenbone Management
Protocol. The major difference is the transport channel used. While OMP uses a SSL-encrypted
channel on port 9390/tcp GMP uses ssh. Therefore the older omp . exe tool cannot connect to
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GOS 4 appliances. The new appliances require the GVM-Tools (see section Greenbone Manage-
ment Protocol (page 205)). The GVM-Tools are compatible with GOS 3.1, so that you can migrate
your scripts prior to migrating the GSM.

« GMP: The Greenbone Management Protocol changed the API lightly. New commands are avail-
able and some commands have changed their usage. The complete reference guide and the
changes are available at http://docs.greenbone.net/API/OMP/omp-7.0.html#changes.

- TLS: If an external CA should be used (see section Certificate (page 29)), the certificate requests
generated by the GOS menu option now generate 3072 bit keys. Some CAs do not support such
long keys yet. In those cases the PKCS12 import still support keys with a key length of 2048 bits.

- Master/Slave: While deployment using GOS 3.1 require two ports for a master/slave setup start-
ing with GOS 4.2 only one port is required. The port 22/tcp is used for controlling the slave and
the synchronization of updates and feeds. The former used port 9390/tcp for the remote control
of the slaves by the master is not used anymore. In addition, as a security measure, the identity
of all linked master/slave appliances is now validated via a key exchange in GOS 4. It will be nec-
essary to perform this key exchange when migrating old GOS 3.1 slaves or sensors. Note that on
GOS 4, slaves are regarded a special type of scanners and are configured in the web interface
under the respective section.

+ Report Format Plugins: In contrast to GOS 3.1, Report Format Plugins in GOS 4 connected to an
Alert will not be executed if the RFP was set to disabled.

- Report Format Plugins: All Report Format Plugins (RFPs) which were uploaded manually in GOS
3.1 or which were created by cloning another RFP will be automatically disabled during the mi-
gration to GOS 4. Some might not work on GOS 4 anymore. If they are not used anywhere,
you should remove them. For some RFPs we meanwhile have advanced versions in the pre-
configured set of RFPs and you should switch to those if you want to use them for example in
an Alert. Before re-activating a RFP, test it with a report and make sure it is not automatically
used with an Alert in the background while you are testing it. If in doubt, you can also ask the
Greenbone Support what to do with a certain RFP.

. Expert-Net: If you had Expert networking mode (Expert-Net) enabled in GOS 3.1, the network
configuration will be reset after upgrading to GOS 4. Please contact Greenbone Support for fur-
ther details and be prepared to configure your GSM without remote network access.

4.5. Changes of default behaviour 13
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CHAPTER 5

| want to ...

This chapter will guide you to different areas of the manual to complete simple single tasks.
lwantto ...
- do my first scan. Please see section Simple Scan (page 79).

- do an authenticated scan. Please see section Authenticated Scan using Local Security Checks
(page 91).

- upgrade the GSM. Please see section: Upgrade Management (page 47).

- setup centralauthentication using LDAP. Please see section Central User Management (page 75).
- connect verinice to the GSM. Please see section Verinice (page 224).

- connect OMD/Check_MK/Nagios to the GSM. Please see section Nagios (page 231).

- use notes to manage the results. Please see section Notes (page 127).

- manage false positives using overrides. Please see section Overrides and False Positives
(page 130).

- manage and use report formats. Please see section Report Plugins (page 152).
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CHAPTER 6

System Administration

The administration of the Greenbone Operating System (GOS) version 4 is fully achieved through a
menu based console access. The administrator does not need any commandline or shell access to
fulfill the configuration or maintenance tasks. Only for support and troubleshooting purposes shell
access is provided. To access the system administration interface you need to login as admin on the
console. This chapter is organized based on the system administration menu structure. First the
Setup, then the Maintenance and finally the Advanced submenu is covered.

6.1 Introduction

6.1.1 Log in as admin

Once turned on the appliance will boot. The boot process can be monitored via serial console. The
boot process of the virtual appliance can be monitored in the hypervisor (VirtualBox or VMWare).

elcome to Greenbone 03 4.0

he web interface is awvailable at:

https:rr192.168.222.77

jysm login: _

Fig. 6.1: Boot screen of the appliance

After the boot process is completed you can log into the system locally using the console. The default
login is user: admin with password: admin. After the login (if not already configured) the GSM may
remind you that the setup has not been completed yet.

Authorization Concept

The GSM offers two different levels of access. There is a user level and a system level. The user
level (Web Admin) access is available via the graphical web interface or the Greenbone management

17
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protocol (GMP). The system level (GSM Admin) is only available via console or secure shell protocol
(SSH).

User Level Access

The user level access does support the management of users, groups and fine-grained permis-
sions via either the web interface or GMP. Further details may be found in section User Management
(page 65). While the user level may be access either via the web interface or the Greenbone manage-
ment protocol (GMP) the GMP access is turned of by default on all devices but sensors. Furthermore
in its delivery state no account has been defined on all GSM devices for accessing the user level. Thus
no unauthorized access is possible between the commissioning and the configuration of the device.

System Administration Level Access

The system administration interface is only available via the console or SSH. Only one account is sup-
ported: admin. This account is to be used for all system administration of the GSM. This unprivileged
user may not directly modify any system files but can only instruct the system to modify some con-
figurations.

When delivered by Greenbone the user admin is assigned the password admin. During the first setup
this password should be changed. Trivial passwords are declined. This includes the password admin
as well. All network interfaces are disabled by default and no IP address is assigned. The SSH service
is disabled as well. To use SSH for accessing the GSM the network interfaces and the SSH service need
to be enabled first. The Greenbone Security Manager Community Edition (GSM CE) and the GSM ONE
enables the network interfaces using DHCP immediately after the installation but the SSH service is
disabled as well.

If the SSH service is enabled only admin may login remotely.

6.1.2 System Administration Access

The CLI can be accessed via serial console or SSH. However, SSH access is possibly deactivated and
has to be enabled using the serial console first (see section SSH (page 32)).

Access via SSH from UNIX/Linux can be done directly via command line:

$ ssh admin@<gsm>

Replace gsm with the IP address or DNS name of the GSM appliance. To verify the host-key, its check-
sum can be displayed via serial port prior. To do this change into the submenu Setup followed by
Services and SSH and select Fingerprint.

Access to the command line via serial port is described in the respective section of the setup guide.
Login is preformed with user admin (see section Log in as admin (page 17)). The factory default pass-
word is admin. Alternatively SSH can be used to log in (see section SSH (page 32)).

6.1.3 Committing Changes

All changes introduced through the system administration menus are not saved and activated imme-
diately. Rather the menu is modified and a new Save option is added if you have any pending modifi-
cations.

If you exit the menu without saving any pending modification a warning is displayed. You may choose
to go back (ESC), save (Yes) or discard (No) the modifications.
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Greenbone 03 Administration

isable Dizsable the ssh daemon

Fig. 6.2: Save pending modifications

Greenbone 03 Administration

Fig. 6.3: Discard pending modifications
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6.2 Setup Menu

6.2.1 Users Management

The system administration interface allows the management of users and passwords. In particular, it
offers the possibility to change the password of the system administrator and to manage web users.
These web users may be administrators (scan administrator respectively), guests and Super Admin.

System Administrator password change

The password of the system administrator may be changed. This is especially important during the
first base configuration. The factory setting admin/admin is not suitable for a production environ-
ment.

The respective function is available in the Setup menu. Here you will find the user management in the
User submenu.

The following users can be configured (see section Authorization Concept (page 17)):
1. GSM-Admin: This is the administrator which can log into via command line (i.e. via serial port).
2. Web-Admin: This is the administrator which can log into the web interface.

To change the GSM-Admin password select the option Password. You will be asked to enter the cur-
rent (UNIX) password of the administrator. Afterwards you must enter the new password twice.

This change is effective immediately. Acommit of the change is not required. Arollback is not possible
either.

User management
Manage the different user accounts of your GSH

hange the password of the current user

Passuord|
Web Users Manage the web users

< Back >

[Enter new UNIX password:
[Retype new UNIX password: _

Fig. 6.4: Changing of the GSM administrator password

Note: Trivial passwords are being rejected. This includes the default password admin.

Managing Web Users
To be able to use the GSM appliance a web administrator must be set up. This user is being referred
to as scan administrator in some documentation and by some applications.

The set-up of the first web admin is only possible through the system administration interface. Within
Setup menu switch to the User option and select Web Users. Several new options are displayed.

- List Users - This displays a list of the current web users.
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Greenbone 03 Administration

ist Users Bhow a list of all users

Fig. 6.5: Web users management

- Admin User - This creates a new web administrator. The first web admin has to be defined using
the system administration interface. Once logged in the web admin may be used to add further
web administrator or normal web users.

- Enable Guest - This enables the guest user. This may not be done using the web interface but
only the system administration interface.

+ Super Admin - This creates the super admin. Only one super admin may be defined. The super
admin may only be defined using the system administration interface.

- Delete Account - This option may be used to delete a web user.
- Change Password - This option may be used to change the password of any web user.

More than one user with administrative rights can be set up. Further configuration of the users using
the system administration interface is not possible. It is only possible to display the existing users or
delete them if applicable.

To edit the existing users, or add users with less permissions, use the web-interface.

The following screen shot displays the creation of a web administrator:

Greenbone 03 Administration

webadmin
et

Lo 6 336 26 3636 36

Fig. 6.6: Web admin creation

To create the user use the <Enter> key. To navigate from field to field use the cursor keys.
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6.2.2 Network configuration

The network configuration menu offers the following options:
- Configure the Network Interfaces
- Configure the Domain Name Servers
- Global Gateway (IPv4 and IPv6)
+ Hostname and Domainname
- Management IP addresses (IPv4 and IPv6)
« Display MAC and IP addresses
- Enable Expert Mode

Any change within the network configuration has to be saved via the Menu and the GSM needs to be
rebooted for the change to be fully effective.

Network Interfaces

The GSM may have up to 24 network interfaces. At least one network interface must be configured to
access the GSM via the network. Usually the first network adapter et h0 is used for this purpose. The
admin has to configure this network interface and to attach the appliance to the network.

Depending on the actual model the first network interface may be preconfigured:
- GSM ONE: DHCP
+ All other models: no IP address set

IPv6 is disabled on all models by default.

To configure the adapter enter the Setup menu and navigate to the Network submenu. Here choose
the option Configure the Network Interfaces.

You will be able to configure the network interface et ho.

Greenbone 0S Administration
Network Interface eth®
Please configure the Network Interface.

IPv4: (192.168.222.115)
Enable DHCP
Static IP enabled
Disable IPv4
No MTU set
IPv6:
Enable DHCP
Enable Router-advertisement
Setup a static IP

IPv6 is disabled

Configure the VLAN interface§ on this interface

Fig. 6.7: Configuration of ethO

To setup a static IP address choose the appropriate option, remove the text dhcp from the configura-
tion line and replace it with the correct IP address including the prefix length.

To configure a network interface to use DHCP choose the option Enable DHCP. This option is only avail-
able if currently a static IP address is configured.
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Greenbone 03 Administration

Fig. 6.8: Entering a static IP address

To configure the MTU of the interface use the appropriate option from the menu. To use the default
values leave the field in the dialogue empty.

When configuring IPv6 addresses the admin has the choice of:
- Stateful DHCPvb6
+ Router Advertisement
- StaticIP
Depending on the mechanism used the gateway and the dns server need to be configured manually.

This menu supports the configuration of VLANs as well. To configure a VLAN subinterface choose the
option Configure the VLAN interfaces on this interface and enter the VLAN number.

Greenbone 0S Administration

Change 'ID of the new VLAN interface®
New setting for 'ID of the new VLAN interface’

Value of the ID of the VLAN. Should be a number between 1
and 4094

Default value: [['1']]

To unset the variable lefave the field empty

{1

<Cancel>

Fig. 6.9: Creating a new VLAN subinterface

The next screen will display a success message. After acknowledgement of this message the interface
may be configured using IPv4 and/or IPv6 using the usual dialogue.

Additional VLAN subinterfaces may be added.

Always ensure that any changes are saved before exiting the menu. If pending modifications are de-
tected you will be warned appropriately.
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Greenbone 0S Administration
Network Interface eth.3
Please configure the Network Interface. By
disabling both the IPv4 and IPv6 interface, you
will delete this interface.

IPv4:
Enable DHCP
Setup a static IP
IPv4 is disabled
IPv6:
Enable DHCP
Enable Router-advertisement
Ll Setup a static IP)
IPv6 is disabled
Save

Fig. 6.10: Configuring the VLAN subinterface eth0.3

DNS server

In order to receive the feed and updates the GSM requires a reachable and functioning DNS server
for name resolution. If the GSM uses a proxy to download the feed and updates this setting is not
required.

If DHCP is used for the configuration of the network interfaces, the DNS servers provided by the DHCP
protocol will be used.

The GSM appliance supports up to three DNS servers. At least one DNS server is required. Additional
servers will only be used at an outage of the first server. To configure the DNS servers enter the Setup
menu and choose the submenu Network. Here choose Configure the Domain Name Servers.

You will be able to configure three different DNS servers. These servers can be configured using either
an IPv4 or an IPv6 address.

Greenbone 03 Administration

. Domain Name Server is not set \

Fig. 6.11: Setup DNS servers

Any change has to be committed by choosing Save in the menu.

If the DNS servers can be reached and are functional is shown by the Selfcheck (see section Selfcheck
(page 45))
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Global Gateway

The global gateway may be automatically obtained using DHCP or router advertisements. If the GSM
is configured to use static IP addresses the global gateway has to be configured manually. Separate
options are available for IPv4 and IPv6.

The global gateway is often called the default gateway as well. To configure the global gateway use
the option Global Gateway for IPv4 and Global Gateway (IPv6) for IPv6 within the Network submenu.

When using DHCP to assign IP addresses the global gateway will also be set via DHCP unless the global
gateway has been set explicitly.

Greenbone 03 Administration

Fig. 6.12: Configuring the global gateway

Hostname/Domainname

While the GSM does not require a special hostname the hostname is an important item when creat-
ing certificates and sending emails. The options Hostname and domainname may be used to modify
the fully qualified domainname of the appliance. While the hostname is used to configure the short
hostname the domainname option is used for the domain suffix. The factory default values are:

- Hostname: gsm

- Domainname: gbuser.net

Management IP Addresses

These options allow the configuration of the management interfaces for IPv4 and IPv6 access. If these
options are not configured the administrative interfaces will be available on all network interfaces.
To restrict the access enter either the IP address or the name of the network interface (e.g. eth0) in the
dialogue. All administrative access (SSH, HTTPS, GMP) will be restricted to the appropriate interface
and will not be available on the other interfaces any more.

Display MAC/IP addresses

These menu options provide a simple overview on the use MAC addresses and the currently con-
figured IP addresses of the appliance. These options do not support the configuration of the MAC
addresses.
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Greenbone 0S Administration

Management IP (v4)
Set the Management IP (v4). This is the IP where the
administrative interface will be available. When left
empty, the administrative interface will be available
on all IPs of the GSM. Alternatively, you can enter
the name of a network interface (e.g 'eth0'), and the
currently configured IP on that interface will be
taken as value.

l192.168.222.115

< 0K <Cancel>

Fig. 6.13: Restricting management access

Greenbone 0S Administration

MAC Addresses
are the MAC addresses of the interfaces of your GSM:

1 00:10:f3:5F:9e: 3
1 00:10:f3:5F:9e: T4
: 00:10:f3:5F:9e: 5
: 00:10:f3:5f:9e: 6
: 00:10:f3:5F:9e:f7

: 00:10:f3:5F:9e:f8
: 00:10:f3:5f:9e: 9
1 00:10:f3:5f:9e:fa

Fig. 6.14: Display the MAC addresses
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Expert Mode

While most network configuration tasks can be handled via the menus, very complex setups using dif-
ferent static routes require further configuration. While the configuration of VLANSs is now supported
multiple static routes are currently not possible using the menus.

For the respective changes in the configuration an expert mode is provided. Please only use this mode,
if your setup actually requires it.

The expert mode requires the configuration of these settings in separate files for each network card
underneath the directory /etc/network/interfaces.d in the filesystem.

The creation, editing and activation of these settings is covered in this section.

To use the expert mode it must be activated first. Enter the Setup menu. Navigate to Network and
choose Expert.

A new menu will be displayed.
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Toggle Expert mode
In the Expert mode, you have to configure the network manually by editing
the files under:

/etc/network/interfaces.d
This should only be done if you have very specialized needs that aren't

feasible via the menu optiojs.
Do you want to enable the Expert mode?

Fig. 6.15: Enable Expert Mode

To revert back to normal mode at the later date use the menu option Expert. The network service will
be immediately restarted. All manually made changes in Expert Mode are reverted back and are lost!
Some settings like hostname are currently not supported in Expert Mode. Currently best practice is
to setup all required settings in normal mode and then change to Expert Mode.

When enabling the Expert Mode the admin starts with the current configuration of the network cards.
Once the modeis enabled a new menu option Edit is displayed instead of the interfaces submenu. This
options drops the admin user in a shell in the /etc/network/interfaces.d directory.

The syntax of the files adhere to the Debian standard. To call an additional command when enabling
the network card the keyword up may be used. To achieve the same task while disabling the card the
keyword down is used.

Additional IP addresses

The menus only support the configuration of one IP address per network card. To add additional ad-
dresses to the same card the expert mode may be used. To add an additional address use the com-
mand ip with the addr argument

iface eth0 inet static
address 192.168.222.115/24
up ip addr add 192.168.222.200/24 dev ethO
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Use this shell to edit the network configuration.
You can use the 'nano' utility for that
The network service will be restarted once you exit the shell.

Type ~D (Ctrl-D), or 'exit' to return to the Greenbone 0S Administration menu.

admin@gsm:/etc/network/interfaces.d$ 1s
eth@ ethl eth2 eth3 eth4 eth5 eth6 eth?
admin@gsm:/etc/network/interfaces.d$ cat etho

auto etho

iface eth® inet static
address 192.168.222.115
netmask 255.255.255.0
gateway 192.168.222.1

admin@gsm:/etc/network/interfaces.d$

Fig. 6.16: Depending on the model several configuration files are available

Static Routing

Most networks only have one gateway. This gateway often is referred to as default gateway. Some-
times historically grown networks use different routers for different destinations. If these routers do
not communicate data through dynamic routing protocols client systems often require static routes
for those destinations. The expert configuration allows for configuration of unlimited static routes.

To set a route use the ip command with the route argument

iface eth0 inet static

up ip route add default via 192.168.81.1
up ip -f inet6 route add default via 2607:£0d40:2001::1

6.2.3 Services

To access the GSM appliance remotely basically two options are available

HTTPS Thisis the usual option for the creation, execution and analysis of the vulnerability scans. This
option is activated by default and cannot be deactivated. Configuration is only possible for the
timeout of the automatic logout when the HTTPS session is inactive.

SSH This option allows the possibility to access the command line, CLI and GOS-Admin-Menu of the
GSM appliance. This access is deactivated by default and must be activated first. This can be
done via serial console for example.

GMP (Greenbone Management Protocol) The Greenbone Management Protocol (GMP) allows for
the communication with other Greenbone products (i.e. an additional GSM). This protocol is
based on the OpenVAS Management Protocol. It can also be used for the communication of in-
house software with the appliance (see section Greenbone Management Protocol (page 205)).

SNMP SNMP Read access of the GSM is possible via SNMPv3 (see section SNMVP (page 36))
HTTPS
Timeout

The timeout value of the web interface can be set via Setup/Services/HTTPS/Timeout.

The value of the timeout can be between 1and 1440 minutes (1 day). The default is 15 minutes.
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Ciphers

The HTTPS ciphers may be configured. The current setting allows only secure ciphers using at least
128 Bit key length explicitly disallowing AES-128-CBC, Camellia-128-CBC and the cipher suites used by
SSLv3 and TLSv1.0.

The string used to define the ciphersis validated by GNUTLS and has to conform to the corresponding
syntax.

Certificate

This menu option supports the generation of self-signed HTTPS certificates or the import of certifi-
cates signed by external certificate authorities.

The menu offers the following choices:
- Download: Download the current HTTPS certificate for import in your browser
« CSR: Generate a Certificate Signing Request for the HTTPS certificate
- Generate : Auto-generate a new self-signed HTTPS certificate
+ PKCS12: Import a PKCS#12 file as new HTTPS certificate
- Certificate: Import a certificate signed by an external certificate authority
These different options are explained in the following sections.
The GSM appliance basically can use two types of certificates:
- Self-signed certificates
- Certificates issued by an external certificate authority

The use of self-signed certificates is the easiest way. It poses, however, the lowest security and more
work for the user:

- The trust of a self-signed certificate can only be checked manually by the user through manual
import of the certificate and examination of the finger print of the certificate.

- Self-signed certificates cannot be revoked. Once they are accepted by the user in the browser
they are stored permanently in the browser. If an attacker gains access to the corresponding
private key a man-in-the -middle attack on the connection protected by the certificate can be
launched.

The use of a certificate issued by a certificate authority has several advantages:

+ All clients trusting the authority can verify the certificate directly and establish a security con-
nection. No warning is displayed in the browser.

- The certificate can be revoked easily by the certificate authority. If the clients have the ability
to check the certificate status they can decline a certificate that may still be within its validity
period but has been revoked. As mechanisms the Certificate Revocation Lists (CRLs) or Online
Certificate Status Protocol (OCSP) can be used.

- Especially when multiple systems within an organization serve SSL protected information the
use of an organizational CA simplifies the management drastically. All clients simply have to
trust the organizational CA to accept all of the certificates issued by the CA.

All modern operating systems support the creation and management of their own certificate author-
ity. Under Microsoft Windows Server the Active Directory Certificate Services support the adminis-
trator in the creation of a root CA?. For Linux systems various options are available. One option is
described in the IPSec-Howto?.

2 https://technet.microsoft.com/en-us/library/cc731183.aspx
3 http://www.ipsec-howto.org/x600.html
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When creating and exchanging certificates it needs to be considered that the admin verifies how the
systems are accessed later before creating the certificate. The IP address or the DNS name respec-
tively, is stored when creating the certificate. Additionally after creating the certificate a reboot is
required so that all services can use the new certificate. This needs to be taken into consideration
when changing certificates.

Greenbone 03 Administration

Download Https Certificate
Open your web-browser, and go to the following address:

http:rr10.2.2.2:37770~

There, you will be able to download the HTTPS certificate.

(Press Ctrl-C to abort the process.)

Fig. 6.17: Downloading the certificate

Self-signed certificates To support a quick setup the GSM supports self-signed certificates. How-
ever, by factory default of many variants such a certificate is not pre-installed and must be created
by the administrator. The GSM ONE, however, already comes with a pre-installed certificate.

Self-signed certificates can be easily created using the Option Generate (see section Generate
(page 31)). After creating the certificate a reboot is required so all services can use the new certificate.

Certificate by an external certificate authority To import a certificate by an external certificate
authority two options are available:

- Generate a CSR on the GSM, sign it using an external CA and import the certificate
- Generate the CSR and the certificate externally and import both using a PCKS#12 file

The next step depends on whether you require a certificate signing request (CSR) which will be sub-
sequently signed by a certificate authority or whether you already have a key and signed certificate
you would like to use for this GSM.

If you need to create a new CSR use the menu option CSR (see section CSR (page 31)). Then sign the
request and use the menu option Certificate to import the signed certificate (see section Certificate
(page 32)).

If you already have a key and a signed certificate you would like to use for this GSM, the menu option
PKCS12 must be used instead to transfer the key and certificate to the GSM. The command expects
the key and certificate in PKCS#12 format (see section PKCS12 (page 31)).

Download Using this option the GSM will start an additional webserver running on an unprivileged
port offering just the HTTPS certificate file for download. The URL and the port used are displayed in
the console.

After the successful download the fingerprint of the certificate is displayed for verification within the
browser.
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Fig. 6.18: Downloading the certificate signing request

CSR If you choose the option to generate a new certificate signing request you are warned that the
creation of a new CSR will overwrite the current key. After confirmation the CSR will be offered for
download on an unprivileged port. The URL to use including the port is displayed on the console.

After downloading the certificate signing request (CSR) use an external certificate authority to sign
the CSR and proceed to upload the certificate again (see section Certificate (page 32)).
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Fig. 6.19: Uploading the PKCS#12 container

Generate By choosing the option Generate you create a new self-signed certificate. The old private
key and certificate are overwritten. You will be warned during the process that these old credentials
willbe lost after the process. Once the processis finished a message is displayed proposing the import
of the certificate within the browser using the Download option (see section Download (page 30)).

To enable the new certificate a Reboot of the GSM is required (see section Reboot (page 48)).

PKCS12 To import both a private key and a signed certificate the option PKCS512 may be used. The
private key and the certificate need to be formatted as PKCS#12 file. The file may be protected using
an export password.

To import the PKCS#12 file choose the menu option. The GSM will start an upload server on an unpriv-
ileged port. The URL to use including the port will be displayed in the console (see figure Uploading
the PKCS#12 container (page 31)). Enter the URL in a browser, choose the file containing the PKCS#12
container and upload the file to the GSM.
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If an export password was used to protect the PKCS#12 container you will be prompted to enter the
password.

The certificate will be activated after a reboot (see section Reboot (page 48)).

Certificate Use the option Certificate to upload a certificate signed by an external authority. You will
be warned that the old certificate will be overwritten in the process. After confirmation the GSM will
start an upload server on an unprivileged port. The URL to use including the port will be displayed in
the console. Enter the URL in a browser, choose the file containing the certificate in Baseb4 format
and upload the file to the GSM.

Greenbone 03 Administration

Fig. 6.20: Uploading the signed certificate

Once the certificate is retrieved by the GSM the console will display the fingerprint of the certificate
for verification. Check the fingerprint and confirm the certificate.

The certificate will be activated after a reboot (see section Reboot (page 48)).

Fingerprints

To check and display the fingerprints of the certificate used by the GSM the menu option Fingerprints
may be used. This option will just display the following fingerprints of the currently active certificate:

+ SHAT1
- SHA256
- BB

SSH
SSH access can also be configured in the GOS-Admin-Menu (Setup/Services/SSH). This menu offers
three different options:

- Enable

- Fingerprint

+ Admin key
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Fig. 6.21: TLS Fingerprints
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Fig. 6.22: SSH Fingerprints
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Enable

This option enables the SSH Server embedded in the GSM appliance. To activate the setting you need
to save the configuration setting using the menu. A reboot of the appliance is not required!

Greenbone 03 Administration

Fig. 6.23: Public key upload

Fingerprint

The GSM provides different host key pairs for its own authentication. The client decides which key
pair to use. In the GOS menu on the console you may display the fingerprint of the public keys used by
the SSH server of the appliance (see figure SSH Fingerprints (page 33)). The MD5 fingerprints of the
following keys are displayed:

- DSA

- ECDSA
- ED25519
- RSA

Admin key

GOS 4 offers the upload of public keys for the key-based authentication of the admin user. Once the
appropriate optionis selected in the menu the GSM will start a web page on an unprivileged port. This
page will support the upload of a public key used for the authentication of the admin user via SSH (see
figure Public key upload (page 34)).

Once the key is uploaded the console will display the following notice:

Of course, the SSH server needs to be enabled to login to the appliance. These keys may be generated
using the command ssh-keygen when using OpenSSH on Linux or puttygen . exe when using Putty
on Windows.

GMP

The Greenbone Management Protocol may be activated via the menu. Navigate to Setup followed by
Services. Here the option GMP may be used.
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Fig. 6.24: Public key accepted
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Configure GMP
This is the configuration menu for GMP.

If enabled, the manager service on your GSHM
will be available via network.

l Make GMP externally available

Fig. 6.25: Enabling the Greenbone Management Protocol
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SNMP
The GSM appliance supports SNMP. The SNMP support can both be used for sending of traps through
alerts as well as the monitoring of vital parameters of the appliance.

The supported parameters are specified in a Management Information Base (MIB) file. The current
MIB is available from the Greenbone tech [doc] portal®.

The GSM appliance supports SNMP version 3 for read access and SNMPv1 for traps.
To configure the SNMPv3 navigate to Setup followed by Services. Here the option SNMP is available.
The menu supports:

- Enabling/disabling of the SNMP service

- Setting location and contact

- Configuration of username, authentication and privacy passphrase for SNMPv3
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Configure SNMP
This is the configuration menu for the SNMP service

SNMP Enable/Disable the SNMP service
Location Set the location

Contact Set the contact

Username Set the user name

Authentication Set the user authentication passphrase

Set the user privacy passphrase

Fig. 6.26: SNMPv3 configuration

When configuring the authentication and privacy passphrase please be aware of the fact that the GSM
uses SHA-1and AES128 respectively.

Afterwards test read access of the SNMP service under Linux/Unix with snmpwalk:

$ snmpwalk -v 3 -1 authPriv -u user -a sha -A password -x aes —-X key 192.168.222.115
iso .3.6.1.2.1.1.1.0 = STRING: "Greenbone Security Manager"
iso .3.6.1.2.1.1.5.0 = STRING: "gsm"

The following information may be gathered:
- Uptime
- Network interfaces
« Memory
- Harddisk
- Load

- CPU
“4 http://docs.greenbone.net/APl/SNMP/snmp-gos-4.1.en.html
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6.2.4 Data import

If you are currently using a GSM running an older version of the GOS a direct upgrade is not possi-
ble. Rather than just installing an upgrade package like in the past, a complete reinstall of the GSM
is required. This path is required because the underlying database system has been completely ex-

changed and depending on the model you are using the filesystem of the GSM is now encrypted as
well.

To upgrade the GSM you now need to backup your data on the old GSM. After installing the new
firmware you may import the backup using this option.

If you choose this option you are first warned that the import will overwrite all existing configuration
on the GSM.
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Upload userdata backup 7
By using this menu, you can import an older 'userdata backup’
file as generated on gos 2.x or gos 3.x. (a .gsmb file)
In the next menu, you will be asked to upload that file, then
the import will happen in the background.
Importing an older userdata backup will erase all user
information on your GSM?! You might want to perform a backup

first.

<Continue’

Fig. 6.27: Data import warning message

Once you have confirmed the warning the GSM will start a webservice to upload the backup file.
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Upload Userdata Backup
Open your web-browser, and go to the following address:

http:-,192.168.222.77:40780/

There, you will be able to upload the userdata backup.

(Press Ctrl-C to abort the process.)

Fig. 6.28: Data import upload message

The import of the backup will take several minutes. During this period the GSM will not allow any web
access. Adetailed upgrade manual depicting the upgrade to GOS 4 from older versions for your model
is available. Please contact the Greenbone Support.
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6.2.5 Backup
The Greenbone Security Manager supports automatic backups. These backups may be stored locally
or remote. The backups will be performed daily. Backups will be stored using the following schema:
- Last 7 daily backups
- Last 5 weekly backups
- Last 12 monthly backups
Backups older than one year will be automatically deleted. In factory state the backups are disabled.

To enable the backups navigate to Setup followed by Backup.
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Incremental Backup Management
Configure the backup parameters

Enable the periodic backups|

Remote Store the backups remotely

Fig. 6.29: Configuring Backups

By default the backups are stored locally. To store the backups on a remote server the server has to
be setup appropriately. The GSM uses the SFTP protocol supported by the secure shell to transfer the
backups. The remote server is therefore provided using a URL like the following:

username@hostname [ :port]/directory

The optional port may be omitted if the server uses port 22.

The GSM will verify the identity of the remote server before logging in. To identify the remote server
the GSM will use the public key of the remote host. To upload this public key use the menu option and
a web browser.

The GSM uses a SSH private key to logon on the remote server. To enable this logon process the public
key of the GSM must be enabledinthe authorized_keys file onthe remote server. To GSM generates
such a private/public key pair. To download the public key use the menu option and download the key
using a web browser.

If several GSM appliances upload their backups to the same remote server the files must be distin-
guishable. The admin has to set a unique backup identifier in these cases on each GSM appliance. If
this value is not set the hostname will be used. If the hostname was modified from the default and is
unique the backup files will be distinguishable as well.

Since the setup of the remote backup including the keys might be error-prone a test routine is avail-
able. This option will test the successful login to the remote system.

6.2.6 Feed

The Feed menu underneath Setup support the configuration and setup of the Greenbone feed. The
Greenbone feed provides updates to the network vulnerability tests (NVT), the SCAP data (CVE and
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Error
Something went wrong testing the connection. Please make sure that your
backup location and keys are correctly configured.

sftp -i /opt/greenbone/valuable/system/gsm-backup/backup_rsa -o
StrictHostKeyChecking=yes -o
UserKnownHostsFile=/opt/greenbone/backups/ssh_known_host -o BatchMode=yes
root@192.168.200.100 i

ssh: connect to host 192.168.200.100 port 22: No route to host

Couldn't read packet: Connection reset by peer

Fig. 6.30: Testing the remote backup

CPE) and the advisories from the CERT-Bund and DFN-CERT. Additionally the feed provides updates
to the GOS operating system.

To use the Feed a subscription key is required. This key entitles your GSM to download the commercial
feed provided by Greenbone.

If no valid subscription key is stored on the appliance the appliance will use only the public Greenbone
community feed and not the commercial grade Greenbone security feed.

To configure the feed several options are available:
- Key Upload and Editor
- Enable/Disable Synchronization
- Sync port
- Sync proxy
- Cleanup

These options are further explained in the following sections. Whenever configuring any of these
options you will need to save the configuration.

Key

These menu options are used to store a new Greenbone security feed (GSF) subscription key on the
appliance. Either HTTP upload or Copy/Paste may be used. Please use this option carefully because
the new key will overwrite any key already stored on the device. You will be warned when selecting
this option.

If the warning is confirmed the GSM will start a webserver for uploading. You can then use your
Browser to upload the new key.

Synchronization

This options supports the enabling and disabling of the automatic feed synchronization. If your GSM
does not have any internet access and you do not want the GSM to try to access the Greenbone ser-
vices on the Internet this feature may be disabled. If the synchronization has been disabled it may be
enabled again using the same menu option.

The time of the feed synchronization may be changed using Setup/Time (see section Time (page 45)).
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Fig. 6.31: The new key will overwrite any stored key.

Greenbone 03 Administration

Fig. 6.32: Enabling the feed synchronization happens after saving.
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Sync port

The Greenbone security feed is provided by Greenbone on two different ports:
- 24/tcp
- 443/tcp

While port 24/tcp is the default port many firewall setups do not allow traffic to pass to this port on
the Internet. Therefore this menu option allows the modification of the port to 443/tcp. This port is
most often allowed.
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Fig. 6.33: The sync may use either 24/tcp or 443/tcp

Note: The port 443/tcp is usually used by https traffic. While the GSM may use this port the actual
trafficis not https but ssh. The GSM uses rsync embedded in ssh to retrieve the feed. Firewalls support
deep inspection and application awareness may still reject the traffic if these features are enabled.

Sync proxy

If the security policy does not allow for direct Internet access the GSM may deploy a https proxy ser-
vice. This proxy must not inspect the SSL traffic but must support the CONNECT method. The traffic
passing through the proxy is not https but ssh encapsulated in http-proxy.

To set the proxy the menu option Sync proxy may be used. Please ensure the following syntax when
defining the proxy:

| http://proxy:port

Cleanup

This option removes the GSF subscription key. This option is useful if an appliance is at the end of
life and needs to be removed from production. The cleanup ensures that no licenses are left on the
device. Without the GSF subscription key the GSM will only retrieve the Community Feed. You will be
warned accordingly when choosing this option.

6.2.7 Time Synchronization

To synchronize the appliance with central time servers the GSM appliance supports the NTP-Protocol.
Up to four different NTP servers can be configured. The appliance will choose the most suitable server.
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Fig. 6.34: The sync may use a http proxy

Greenbone 05 Administration

Fig. 6.35: Cleanup will remove the GSF key
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During an outage of one server the other server will be used automatically.

Both IP addresses and DNS names are supported.
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Time synchronisation configuration

Time synchronisation Switch Time synchronisation to disabled
First time s@rver: ptbtimel.ptb.de}

Time server 2 Second time server: ptbtime2.ptb.d

Time server 3 Third time server: Unset

Time server 4 Fourth time server: Unset

Fig. 6.36: Up to four NTP servers are supported.

6.2.8 Keyboard

This menu displays the current keyboard layout of the appliance and if necessary supports the mod-
ification to your required needs and locale.

In Setup menu select the option Keyboard using the arrow keys and confirm with Enter. Select the
desired layout in the new dialog.
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Erman

Fig. 6.37: Keyboard layout selection

After confirming the selection you will be prompted if you really want to change the keyboard layout.
Confirmed your choice with Yes or discard it using No. The change will be confirmed with the message
Keyboard layout set to

6.2.9 Mail Server

If you want to send reports after completion of a scan automatically via email the appliance needs to
be configured with a mail server. This server is called a mailhub or smart host. The appliance itself
does not come with a mail server.
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Change 'mailhub’
New setting for 'mailhub’

Used mailhub for mail alerts.
This value is unset per default.
To unset the variable leave the field empty

bnail.example.com

L3
< OK <Cancel>

Fig. 6.38: Configuring the smart host

Confirm that the mail server that the mail server accepts emails sent form the appliance. The appli-
ance does not store emails in case of delivery failure. A second delivery attempt at a later time will
not be attempted. On the mail server possible spam protection such as grey listing must be deacti-
vated for the appliance. Authentication using a username and password is also not supported by the
appliance. The authentication must be done IP based!

To configure the mail server use the Mail option within the Setup menu.
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Change 'Security Syslog"
New setting for 'Security Syslog'

Syslog-Server URL to send all security related information to.
[tcp|udp]l://[syslogserver-ip]:[port]

This value is unset per de¥ault.
To unset the variable leave the field empty

{tcp://192.168.222.5:2000

< 0K <Cancel>

Fig. 6.39: Configuring the remote syslog server

6.2.10 Central Logging Server

The GSM appliance supports the configuration of a central logging server for the collection of the logs.
Either only the security relevant logs or all syslog logs may be sent to a remote logging server. The
security relevant logs contain

- user authentication
- user authorization

The GSM appliance uses the Syslog protocol. Central collection of the logs allows for central analysis,
management and monitoring of logs. Additionally the logs are always also stored locally.
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One logging servers can be configured for each kind of log (security or full). Both are used. As transport
layer both UDP (default) and TCP can be used. TCP ensures delivery of the logs even when packet loss
occurs. If packet loss occurs during a transmission via UDP the log messages will be lost.

To setup the log server use the option Remote Syslog within Setup. Choose either Security orFull
and enter the remote syslog server.

If no port is specified the default port 514 will be used. If the protocolis not specified UDP will be used.
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Fig. 6.40: At maintenance time the feed synchronization happens.

6.2.11 Time

This option displays and supports the modification of the maintenance time. During maintenance
the daily feed synchronization takes place. You may choose any time during the day but from 10:00
to 13:00 UTC. During this period Greenbone itself updates the feed and disables the synchronization
services.

If you are located in a different time zone please convert the time to UTC before entering in the dia-
logue.

6.3 Maintenance

The Maintenance option in the menu covers the main maintenance tasks:
- Selfcheck
« Manual Backup and Restore
- Upgrade Management
+ Manual Feed Management

« Power Management like shutdown and reboot

6.3.1 Selfcheck

The selfcheck option checks the setup of the appliance. The selfcheck will display wrong or missing
configuration details which might prevent the correct function of the appliance. The following items
are checked:

« Network connection
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Selftest failed! Please use the following information to correct
the problem.
If you need help, please contact the Greenbone Support

Check for the presence of a web-user failed!

Severity: High
Solution: Create a web user

<K >

Fig. 6.41: Selfcheck checks the user configuration

- DNS resolution

- Feed reachability
- Available Updates
- User configuration

Any found problems are listed on the result page.

6.3.2 Backup and Restore

While the Setup lists a backup option supporting scheduled local and remote backups the option
within the Maintenance menu supports the manual run of a backup job. Depending on the backup lo-
cation configured within Setup the manually triggered backups are stored remotely or locally. These
backups may be transferred to a USB stick for offsite storage.
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Backup Management
Manage the backups on your GSM.

| ackup) Perform a backup now.
List List the available backups to restore them
USE Backup Perform and Restore a single backup per USB

L3

<Cancel>

Fig. 6.42: Backups may be manually triggered

Alternatively the backups can be restored using this menu. Use the option List to display a list of
available backups. Choose the correct backup file and restore it.
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List of Backups
This is a list of all available backups. Select a backup you want to
'Restore' or go 'Back’.

2017-65-68 09:40:27 .. 2017-05-68 09:40:34 (35 files, 268464669 bytes)

017-63-16 12:24:62 .. 2017-83-16 12:24:09 (35 files, 263530392 bytes)

<Restore: < Back >

Fig. 6.43: Restoring the appliance

6.3.3 Upgrade Management

During the feed update the appliance will also download new operating system upgrades when avail-
able. While this upgrades are automatically downloaded they are not automatically installed. Since
these upgrades might interrupt current scan tasks they need to be carefully scheduled. The upgrades
may only be installed manually using Upgrades within Maintenance.

You will be prompted to install the upgrade if an upgrade is available. If additionally to the upgrade a
release switch is possible, this will be offered as well.

Greenbone O3 Administration

pdate lipdate the Greenbone 03 to the version 4.1.7 |

Fig. 6.44: Upgrade and switch release possible

6.3.4 Feed Management

By default the appliance will try to download new feeds and operating system updates daily. The
automatic feed synchronization may be disabled. If the feed synchronization needs to be triggered
manually this can be achieved using Maintenance/Feed.
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Greenbone 0S Administration

Greenbone Security Feed Management
This is the menu for the Greenbone
Security Feed.

l | pdateflstart a feed update noi

L3

Fig. 6.45: Manual feed update

6.3.5 Power Management

The Greenbone Security Manager should not be turned off using the power switch. Rather the appli-
ance should be shutdown and rebooted using the menu. This ensures that mandatory cleanup pro-
cesses are run during the shutdown and reboot.

Shutdown

To shutdown the appliance navigate to Maintenance followed by Power. Choose Shut down in the
following menu and confirm your selection. The appliance will shutdown. The shutdown process may
take up to several minutes.

This will shut down all running processes and scan tasks.

Greenbone 0S Administration

Confirmation
This will immediately stop all running
operations.

Do you want to shut your GSM down now?

k

< Yes > < No

Fig. 6.46: Shutting down the appliance.

Reboot

To reboot the appliance navigate to Maintenance followed by Power. Choose Reboot in the follow-
ing menu and confirm your selection. The appliance will reboot. The reboot process may take up to
several minutes.
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This will shut down all running processes and scan tasks.

Greenbone 0S Administration

Confirmation
This will immediately stop all running operations.
Your GSM will be operational again in a few minutes.

Do you want to reboot your GSM now?

< Yes > < No

Fig. 6.47: Rebooting down the appliance.

6.4 Advanced

The Advanced option in the menu provides access to the support features of the GSM. Currently the
Support option is the only option in this menu.

6.4.1 Support

The Support should only be used in concert with the Greenbone Support. If these options are used
without guidance menu offers three different options:

 Superuser
« Support
- Shell

These options will be explained in the following sections.

Superuser

On the GSM command line the menu option Shell starts a UNIX command line as unprivileged user
admin. Any UNIX command can be executed.

The privileged account root should only be used in emergencies in consultation with the Greenbone
support team. If any modifications are done without consultation you are not entitled to receive as-
sistance by the Greenbone support team anymore.

The root login is disabled via SSH. The privileged user root may only login via Console. In delivery
state the user root does not have any password and is directly able to login. Using su to switch
from the admin user to the root useris disabled by default. It may be enabled using superuser and
superuserpassword (see section Superuser (page 49)).

Enabling the password for root should only be done briefly in emergencies. To remind the admin
user of this setting it is displayed during the login process including the root-password in clear text.

To obtain root rights (superuser) on the GSM appliance the command su needs to be entered. In the
factory default settings this is only possible after first enabling the superuser and providing a pass-
word to this user.
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The enabling of root access should only be done by exception and by consulting with Greenbone sup-
port.

This is done using this menu Superuser. This menu has two options:
+ Superuser
- Password

Using the first option you may enable or disable the Superuser account. You will be warned that this
should only be done by exception.

Greenbone O3 Administration

Conf irmation
Do you want to enable the Superuser account 7

This will allow you to obtain root rights on your

GSM. This should only be done by exception and by
consulting with Greenbone support.

<N >

Fig. 6.48: Superuser warning

Once the superuser has been enabled the second option Password must be used to provide a pass-
word. To ensure the correctness of the password the password must be entered twice.

Greenbone 03 Administration

New Passuword
Please give a new password for Superuser.

New password
New password confirmation

<Cancel’>

Fig. 6.49: Superuser password

All modifications need to be saved to be activated.

Support

Sometimes the Greenbone support requires additional information to troubleshoot and support cus-
tomers. Therequired data is collected by the Support option. This option will create an encrypted sup-
port package including all configuration data of the GSM appliance. The package may be encrypted
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using the GPG public key of the Greenbone support team. The support package is stored on the appli-
ance.

If an encrypted support package is generated it may be downloaded via http using a browser.

Greenbone 03 Administration

Fig. 6.50: Downloading the encrypted support package

If the support package is not encrypted the download needs to be done using the Secure Copy Pro-
tocol. You need to enable the SSH service first (see section SSH (page 32)). On Microsoft Windows

Greenbone 03 Administration

Fig. 6.51: Secure copy the unencrypted support package

systems The support package may be downloaded using either pscp, which is a command line tool
included in Putty, or WinSCP and smarTTY which are graphical tools implementing secure copy.

Shell

For support reasons in consultation with the Greenbone support shell access is provided using this
menu option. The shell access is not required for any administrative work but just for diagnostics and
support. If you choose this options an appropriate warning is displayed.

Once the warning is confirmed you are placed in a Linux shell using the unprivileged user admin. Root
access requires the enabling of the superuser and the provision of a password. You may then switch
to root using the command su. To leave the shell enter exit or Ctr1-D.
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Greenbone 03 Administration

Caution?
administrative setting for GSM is available via
menu and you do not need to enter a command shell
this.

command shell level is undocumented and behavior
change at any time without notice.

{Continue> < Abort >

Fig. 6.52: The shell should only be used for diagnostic purposes.

elcome to Greenbone 03 command line administration.
ype “D (Ctrl-D), or ’exit’ to return to the Greenbone 0S Administration menu.

dmin@gsm: ™S _

Fig. 6.53: Accessing the local shell
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CHAPTER 7

GUI Introduction

7.1 GUI Concepts

This chapter covers recurring concepts when using the web user interface of the Greenbone Security
Manager. This includes the dashboard, standard icons, Powerfilters and tags.

7.1.1 Dashboard

The Greenbone Security Manager has four dashboards:
+ Main dashboard
+ Scan dashboard
+ Assets dashboard
- SecInfo dashboard

The default dashboards may be modified using the wrench icon &4 in the upper right corner. You can
add and remove charts and reset the dashboard to its defaults as well.

Main Dashboard

) Greenbone Refresh every 30 Sec. ~ | Logged in as Admin webadmin | Logout
2 Manager Mon Feb 13 14:38:50 2017 UTC

The main dashboard displays all tasks both by status and by severity at the top. At the bottom the
host topology is shown and the CVEs and NVTs are rated by severity and creation time.

This view provides a quick presentation of the state of your network. All elements may be selected
using the mouse and support a drill-down.
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Scan dashboard

Greenbone Refresh every 30 Sec. ~ | Logged inas Admin webadmin | Logout
Security Manager Mor

n Feb 13 14:44:40 2017 UTC

\QJ Scans Dashboard

- Results by Severity Class (Total: 154) x|

W High
Medium
Low
Log
s -
B /

(<] Results by Severity Class

[*[re[x] /]

- Reports by Severity Class (Total: 2) )

W High
Low

< Tasks by status (Total: 5) £

1 pone
New

E3[ Tasks by status

K3 Tesks by Severity Class_~

12~ [ Tasks by Severity Class_~ |&3 =
(<] >} a - -] <] -]

The scan dashboard concentrates on the actual scan tasks. It shows the individual scanned hosts and
the full reports by their severity class. Additionally the tasks by status and severity class are shown
at the bottom as well. These two graphics are already shown on the main dashboard.

Assets dashboard

Greenbone Refresh every 30 Sec, + | Logged in as Admin webadmin | Logout
Security Manager Mon Feb 13 15:53:53 2017 UTC

&J Assets D. d

~ Most vulnerable hosts

/]
- Hosts topology ~ Operating Systems by Vulnerabilit...

|3
192.168.222.74]
)

Tea222100
1521685%2277

192.168.222.101 15216822274

——T—T—T
2 4 6 8 10

Operating Systems by Severity Class (Total: 6)

W High
1 Medium
Low

The assets dashboard includes the host topology from the main dashboard and additionally displays
the most vulnerable hosts, the distribution of the found vulnerabilities compared with the discovered
operating systems and the operating systems by severity class.
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Seclnfo dashboard

/4% Greenbone
2/ Security Manager

Logged in as Admin webadmin | Logout
Mon Feb 13 14:55:07 2017 UTC.

inistration Help

=Y

i) Secinfo Dashboard /]

~ NVTs by Severity Class (Total: 51543)
o High ~— CVEs /year - Total CVES | vigh

Medium | Medium
261/
1072

g

Low ey Low

Log

o B

CERT-Bund Advisories by CVSS (Total: 6051)

o
NA O 1 2 3 4 5 & 7 8 5 10

2014 2015 2016 2017

The Secinfo dashboards displays the NVTs, CVEs and CERT Bund advisories by their corresponding
severity class. Additionally it displays both CVEs and CERT Bund advisories by their creation time.

Charts

The charts in the dashboards can be customized. This allows to display and format the data in differ-
ent ways. The created graphs can be downloaded and included into other documents.

There are three different chart types available:

- Line chart

CVEs / year Total CVEs

10,000
9,000
8,000
7,000
6,000
5,000
4,000
3,000
2,000
1,000

0

7 T == T T T
1990 1895 2000 2005 2010 2015

- Barchart

CERT-Bund Advisories by CVSS (Total: 6917)

1.800+

1,600+
1,400+
1,200+
1,000+
800+
600+
400+
2004

T
A& 0 1 2 3 4 5 (] 7 8 9 10

« Donut chart

- CVEs by Severity Class (Total: 90082)
W High

'] Medium
Low
Log
N/A
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The contents of the charts can be selected via the drop down menu at the bottom of the chart. This is
available as soon as the edit &dl icon in the upper left corner of the dashboard has been selected. This

immediately also changes the chart type automatically.

- I X
Tasks by Cvss

Tasks by Severity Class

Tasks: High results per host
Tasks with most High results per
host

Next scheduled tasks

Reports: High results timeline
Tasks by status “ s

Downloading the pictures or a copy can be selected through the context menu at the top left of the

chart.

CVEs by creation time (Total: 90082)

Show detached chart window

Download cSV

100.000
f90.000
/I-60.000

Show HTML table

Show copyable SVG

N

Download SVG | /X[ }-70.000
5,000 / N fL YTy
<000 y N\ 50,000
4,000 \/ 40,000
3.000 30,000
2,000 20,000
1.uug 1 _ : 10,000

T — T T T T
1990 1995 2000 2005 2010 2015

7.1.2 Icons

The web user interface uses recurring icons for the execution of identical actions. The reference of
these icons results from the context of the current view.

- 4 Display context aware help.

- = Display a list of current objects.

- ki Create a new object. It could be a user, a target, a task, permission or a filter.

+ W Move an object to the trash can.

- L4 Edit an object.

- ba Copy/Clone a resource.

- L4 Export a resource as GSM object. This object can then be imported on another GSM.

. Refresh the page.

“ Expand or collapse additional information, for example, the Powerfilter in the view.

- k3 Delete an object irrevocably.
« kd Jump to the next object (page) in a view.
- kil Jump to the last object (page) in a view.

- i Other users have permission to access the object as well.

Other icons can only be accessed in a certain context. This applies to the following icons:

- Ll Start of a currently not running task.
« I Stop a currently running task. All discovered results will be written to the database.

. Lld Resume a stopped task.

. 2 Enable or disable overrides.
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« L Indicates if a fix for a vulnerability exists.
+ k. Indicates a vendor patch.

- © Indicates a workaround.

- [& Indicates no solution exists.

- Ll Indicates that a scan configuration is being amended with additional NVTs automatically.
+ md Indicates that a scan configuration is not activating new NVTs automatically.
- L Reset to factory defaults

. Bl save changes
1) Upload/Import external files

7.1.3 Powerfilter

Almost every screen in the web user interface offers the possibility to filter the information displayed.
The required entries can be performed in the filter bar at the top of the web user interface.

Filter: BEEME -

min_god=70 apply_overrides=1 rows=10 first=1 sort=name
Fig. 7.1: The Powerfilter offers filtering of the displayed results everywhere.

The filter bar can be expanded by k4. This opens a new overlay. Multiple context aware parameters
are being displayed that are being combined to become the Powerfilter. They can also be entered in
the filter bar directly.

N
c
s}
Filter:
I Apply overrides: [ I
R Auto-FP: Trustvendor security updates 2
(s Full CVE match (" Partial CVE match M
Show Notes: o b
| Show Overrides: o b:
Only show hosts [/ [
that have results: y 2.
g QoD:  mustbe at least a ( 9 ) R
Timezone: Coordinated Universal Time = g
Severity (Class): v/ G (v | B
- M

3 Firstresult [ 1

Results per page: [ 100

Sorthy: | Severity = | () Ascending (®) Descending 5

I 1
i

Update bl

yST 19216822

Fig. 7.2: The Powerfilter can be expanded in an overlay.

Thereby the Powerfilter is context aware again. Depending on the context more or less options are
available respectively after expanding.
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-y -~

iﬁ

Filter: |

Apply overrides: [+

QoD:  mustbe atleast[ )] ) A

Firstresult ll ‘ ]

Sorthy: [ame hd ' Ascending | ! Descending

4k

10

L

Results per page: l 10 ‘

Update

Fig. 7.3: The options of the Powerfilter are context aware.

Note: The Powerfilter is not case sensitive.

A typical Powerfilter search could search for all CVE-2012-* vulnerabilities within the
192.168.222.0/24 network:

= Filter: cve~2012 and host~192168.222. Bm“h - -
apply_overrides=1 min_god=70 autofp=0 levels= first=1 rows=10 sort-reverse=created
PR
LJ A
Results (2 of 318) /]

- Results by Severity Class (Total: 2) - Results vulnerability word cloud - Results by CVSS (Total: 2)

W High
[ Medium

10
0.9
vulnerability os
0.6
0.5
0.4
0.3
0.2
0.1
0.0

L S e B e N 1
NA O 1 2 3 4 5 6 7 8 8 10

L1-20f2[0]

e o — e —
Apache HTTP Server 'httpOnly' Cookie Information Disclosure Vulnerability 98% 192,168.222.74 80/tcp Thu Feb 9 10:22:38 2017
PHP-CGl-based setups wilnerability when parsing query string parameters from php files, o _ 95% 192.168.222.74 80/tcp Thu Feb 9 10:22:06 2017

VApply to page corterts ¥ 3]

Fig. 7.4: Powerfilters may search for CVEs

Components

The possible components of the Powerfilter depend on its context. In general the specification of the
following parameters is always possible:

- rows: Enter the amount of the results to be displayed. Mostly the value is rows=10. Entering a
value of -1 willdisplay all results. Entering a value of -2 will use the value that was pre-set
in My Settings under Rows Per Page.

- first: Sets from which position the results should be displayed. If a search returns 50 results
but only 10 should be displayed at the same time, rows=10 first=11 displays the second 10
results.

- sort: Defines the column that should be used for sorting the results (sort=name). The results
are being sorted ascending. The name of the column can mostly be deducted from the name
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of the column. By clicking the column the name of the column can be verified. Typical col-
umn names are:

- name

severity

host

location

The column names will be changed to small caps and spaces to underscores. Additionally
a couple of other fields are available.

- uuid: The uuid of a result

- comment: A possible comment

- modified: Date and time of the last modification
- created: Data and time of the creation

- sort-reverse: Defines the column that should be used for sorting the results (sort-
reverse=name). The results will be sorted descending.

. tag: Selects only the results with a specific Tag (see also Tags (page 61)). It can be filtered by
a specific tag value (tag="server:mail") or search only for the tag (tag="server"). Regular
expressions are also allowed.

Note: By filtering using tags custom categories can be created and used in the filters. This allows for
versatile and granular filter functionality!

When specifying these components many operators can be used:
- =equalsi.e. rows=10
+ ~contains i.e. name~admin
- < less thani.e. created<-1w older than a week
- > greater than i.e. created>-1w younger than a week
. :RegExi.e. name:admin$

There are a couple of special features. If the value is omitted after the equal sign all results will be
displayed where this value is not set:

l comment=

shows all results without a comment.

If the column that should be searched is omitted all columns will be searched:

[=192.168.15.5

This searches if at least one column contains the search string.

The data is usually or combined. This can be specifically specified with the key word or. To achieve an
and-combination the keyword and needs to be specified. Using not will negate the filter.

Date specifications

Date specifications in the Powerfilter can be absolute or relative. An absolute data specification has
the following format:

[2014-05-26T13h50

The time can be omitted:
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[2014-05-26

The time of 12:00am will be assumed automatically. The date specification can be used in the search
filter i.e. created>2014-05-26.

Relative time specifications are always calculated in relation to the current time. Positive time spec-
ification are interpreted as being in the future. Time specification in the past are defined with a
prepended minus (-). For time periods the following letters can be used:

- ssecond

+ m minute

+ h hour

- dday

- w week

- m month (30 days)
- yyear (365 days)

To view the results of the past 5 days enter -5d. A combination 5d7h is not permitted. This is to be
replaced with 127h respectively.

To limit the time period, i.e. month, for which information should be displayed the following expres-
sion can be used:

‘modified>2014706701 and modified<2014-07-01

Text phrases

In general, additionally text phrases that are being searched for can be specified. Then only results are
being displayed in which the text phrases where found. If the text phrases or not limited to a column
(name=text) all columns will be searched. This means that also columns that are hidden from the
current view will be searched as well.

The following examples can be useful:

overflow Finds all results that contain the word overflow. This applies to both Overflow as well
asBufferoverflow. Also192.168.0.1 willfind 192.168.0.1aswellas192.168.0.100.

remote exploit Willfindallresults containing remote orexploit. Of course results that contain
both words will be displayed as well.

remote and exploit Both words mustbe found ina resultin any column. The results do not have
to be found in the same column.

"remote exploit" The exact string is being searched for and not the individual words.

regexp 192\.168\.[0-9]+.1 Theregex is being searched for.

Filter: = created=-lw modified=-1w sort-reverse=created BIEEE | wvTs last week 1 | - v

rows=1000 first=1 sort-reverse=created

Fig. 7.5: Often used Powerfilters can be saved and retrieved again.

Saving and Management

Interesting and often used filters can be saved as well. This simplifies their re-use. For example, to
display the NVTs that were modified or added to the feed last week, in the GUI select SecInfo Man-
agement followed by NVTs. Then edit the Powerfilter so that it has the following content (see figure
Often used Powerfilters can be saved and retrieved again. (page 60)):
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Created>-1w or modified>-1w sort-reverse=created rows=1 first=1

| Ll | Cvenetw.. s

Fig. 7.6: The filters can be selected via the drop down box.

This displays all the NVTs that were created or modified last week. This filter can now be given a name.
Use the field to the right of the Powerfilter. Enter the name and confirm with k. The filter is now being
saved and can be selected via the drop down box next to it.

To use a previously saved filter use the drop down box and confirm afterwards by clicking Switch Filter
2 (see figure The filters can be selected via the drop down box. (page 61)). If Java script is activated
the filter is executed immediately after selection from the drop down box.

If a specific filter should always be activated in a specific view it can be done in the user settings (see
also chapter My Settings (page 62)). In this example (see figure Often used filters can be set up as
default filter in the user settings. (page 61)) it is the NVT Filter.

NVT Filter NVTofLastweek 2
Fig. 7.7: Often used filters can be set up as default filter in the user settings.

All saved filters can be managed in Configuration/Filters. Here, filters can be deleted, edited, cloned
and exported as GSM object for import into other appliances.

J Filters (1 of 1)
1-1ofl

hame —rem T Tacions

cve~2012 and host~192.168.222. apply_overrides=1 min_god=70 autofp=0

cve-network levels= first=1 rows=10 sort-reverse=created Result [ G bud £3
JApply to page contents v E1ES
(Applied filter: rows=10 first=1 sort=nams) 1-1af1

Fig. 7.8: All filters can be easily managed.

These filters can then be used to filter results of events for the alerts as well.

Filters can be shared.

7.1.4 Tags

Tags are discretionary information that can be linked to any resource. Tags are simply created directly
with the resources. Then the tags can be used to filter objects respectively with the help of the Power-
filter (see section Powerfilter (page 57)). This presents very powerful and granular filter possibilities.
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TSTSETEIEETRITTS

|

Mame target:server
1 Comment Senertype *
Value mail
Fesource Type Target A
Fesource ID h85789c4-18e6-419e-a2c2-0e7fbfelar:

Active ' Yes | ' Mo

o L
[

TS TP APEs v

Fig. 7.9: Tags are discretionary strings that can be assigned a value.

Afterwards these tags can be used in filter expressions. With the filter tag=target:server the
specific tag must be set in order to be included. The assigned value is irrelevant and can be empty.
With tag="target:server=mail" the exact tag with the respective value must be set.

7.2 My Settings

Every user of the GSM appliance can manage their own settings for the web interface. This setting
can be accessed by either selecting Extras under the submenu My Settings or by clicking on the user
name at the top right.

i Ca

t *
My Settings

Mame Value

Timezone UTC

Password sk

User Interface Language en - English

Rows Per Page 10

Max Rows Per Page (immutable) 1000

Details Export File Name % TR6U

List Export File Mame % TS60

Report Export File Name % TR6U

Severity Class MWD Mulnerability Severity Ratings

Dynamic Severity Mo

Default Severity 10.0

Default Alert

Default OpenVAS Scan Config
Default OSP Scan Config
Default SSH Credential

Fig. 7.0: Every user can manage their own settings.

By clicking the icon 4l in the upper left corner the user can modify these settings. Important settings
are:
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Timezone: Internally the GSM saves all information in the UTC time zone. In order to display the data

in the time zone of the user the respective selection is required here.

Password: Here the user can change their password.

User Interface Language: Here the language is defined. The default uses the browser setting. To

always get an English or German interface use english or german.

Rowvs Per Page: This is the amount of results in a list.

Wizard Rows: This defines how long to display the wizard for. For example, if the value is set to 3 the

wizard won't be displayed in the task overview as soon as a minimum of 4 tasks are available.

Details Export File Name: This defines the default name of the file for exported resource details.

The format string can contain alphanumeric characters, hyphens, underscores and placehold-
ers that will be replaced as follows:

« %C The creation date in the format YYYYMMDD. This gives the current date if a creation is
not available, e.g. when exporting lists of resources

« %c The creation time in the format HHMMSS. Falls back to the current time similar to %C.
« %D The current date in the format YYYYMMDD
- %F The name of the format plugin used (XML for lists and types other than reports).

- %M The modification date in the format YYYYMMDD If the modification date is not available
this gives either the creation date or the current date if a creation date is no available as
well, e.g. when exporting lists of resources.

« %9m The modification time in the format HHMMSS. Falls back to the creation time or current
time similar to %M.

« %N The name for the resource or the associated task for reports. Lists and types without
a name will use the type (see %T).

- %T The resource type, e.g. “task”, “port_Llist". Pluralized for list pages.

+ %t The current time in the format HHMMSS

« %U The unique ID of the resource or “list” for lists for multiple resources.
« %u The name for the currently logged in user.

- %% The percent sign (%).

List Export File Name: This defines the default name of the file for exported resource lists (see

above).

Port Export File Name: This defines the default name of the file for exported reports (see above).

Severity Class: Here the classification of the vulnerability respective to the score can be defined.

« NVD Vulnerability Severity Ratings
- 7.0-10.0: High
- 4.0 - 6.9: Medium
- 0.0-3.9: Low
- BSI Vulnerability Traffic Light
- 7.0-10.0: Red
- 4.0-6.9: Yellow
- 0.0-3.9: Green
« OpenVAS classic
- 51-10.0: High
- 2.1-5.0: Medium
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- 0.0 - 2.0: Low
- PCI-DSS

- 4.3-10.0: High

- 0.0-4.2: None

Filter: Here specific default filters for each page can be specified that are being activated automati-
cally when the page is loaded.
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GUI Administration

8.1 User Management

The Greenbone Security Manager allows for the definition and the management of different users
with different roles and permissions. When initializing the GSM the first user, the web/scan adminis-
trator respectively, is being created via the GOS-Admin-Menu already. This user allows the login and
management of additional users.

The GSM user management supports a role based permission concept when accessing the web in-
terface. Various roles are already set up by default. Additional roles can be created and used by an
administrator. The role defines which options of the web interface can be viewed and modified by
the user. The role enforcement is not implemented in the web interface but rather in the underlying
GMP protocol and hence affecting all GMP clients. Read and write access can be assigned to roles
separately.

In addition to the roles the GSM user management supports groups as well. This serves mainly for
logical grouping. Groups and roles may be used to assign permissions to several users at once.

Each user may be assigned an IP address range containing the allowed or denied targets. The GSM
appliance will then refuse to scan any other IP addresses than the ones specified for the respective
user. Similarly the access to specific interfaces of the GSM appliance can be allowed and denied.

This user management is contained within the GSM. External sources for the user management are
not supported. However, to support central authentication and to allow password synchronization
the Greenbone Security Manager may be integrated with a central LDAP or RADIUS server. But this
server will only be used to verify the password during the log in process of the user. All other settings
are being performed in the User Management of the GSM appliance.

These functions are being covered in more detail below.

8.1.1 Creating and Managing Users

The dialog for the creation and management of users can be accessed via the Administration menu.
This menu is only visible to administrators as only they are allowed to create and manage additional
users. The dialog to create a new user can be accessed via the white asterisk on blue background k.
or by selecting the wrench an existing user can be modified.

When creating a new user the following options are available:

+ Login Name: This is the name the user logs in with. If an LDAP server is used for central pass-
word management, the user needs to be created with the identical name (rDN) as used by the
LDAP server. This is also true when using a RADIUS server. The name can be a maximum of 80
characters and can contain letters and numbers.

- Password: This is the password for the user. The password can be a maximum of 40 characters
and can contain any type of character. Please note when using special characters that they are
available on all keyboards and operating systems in use.
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Login Name ralt
Authentication  Password:  esesssss

Roles User
Groups

HostAccess (s} pjjgw all and deny: Deny all and allow:
10.0.15.0/24

Interface Access (s pjiow all and deny: Deny all and allow:

Create

Fig. 8.1: Creating a new user.

- Roles (optional): Each user can have multiple roles. The roles define the permissions of a user
when using the OMP protocol. Since the Greenbone Security Assistant utilizes the OMP protocol
the roles define directly the features in the web interface. While it is possible to add and config-
ure additional roles, at the beginning, the roles Admin, User, Info, Observer, Guest and Monitor
are available. These roles are discussed in more detail in section User Roles (page 67).

« Groups: Each user can be a member of multiple groups. Permissions management can be per-
formed via groups as well (see section Permissions (page 73)).

+ Host Access: These systems may be analyzed by the user in a scan. Alternatively you can specify
which systems should not be considered in a scan. These restrictions also apply to administra-
tors. They can, however, remove these restrictions themselves. This function simply serves as
a self-protection for administrators. Normal users (User) and roles without access to the user
management respectively cannot circumvent this restriction. Basically either a whitelist (deny
all and allow) or a blacklist (allow all and deny) are possible. In the first case the scanning of
all systems is denied in general and only explicitly listed systems are allowed to be scanned. In
the latter case the scanning of all systems is allowed except the listed systems. System names
as well as IPv4 and IPv6 addresses can be entered. Furthermore individual IP addresses as well
as address ranges and network segments can be specified. The following listing shows some
examples:

- 192.168.15.5 (IPv4 address)

- 192.168.15.5-192.168.15.27 (IPv4 range long form)
- 192.168.15.5-27 (IPv4 range short form)

- 192.168.15.128/25 (CIDR notation)

- 2001:db8::1 (IPv6 address)

- 2001:db8::1-2001:db8::15 (IPv6 range long form)
- 2001:db8::1-15 (IPv6 range short form)

- 2001:db8::/120 (CIDR notation)

All options can be mixed and matched and entered as a comma separated list. The netmask in
the CIDR notation is restricted to a maximum of 20 for IPv4 and 116 for IPv6. In both cases the
result is a maximum of 4096 IP addresses.

- Interface Access: If the GSM uses several network adapters to connect to different networks
the usage of these adapter may be restricted for the scan by the user. A comma separated list
of network adapters can be entered and similar to the Host Access it can be chosen between a
whitelist and blacklist methodology.

Tip: In general the whitelist methodology should be used and scans of systems denied except for
the chosen systems. This is to ensure that users do not scan systems by accident or unknowingly
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A S R X ] ¥
( am 1D: dfc29e54-321b-4d9c-b25a-2efe020c43a0

3 Created: Tue Mar 14 18:01:29 2017

Modfied: Tue Mar 14 18:01:29 2017
L]
Use r: ra If Owrer:  admin

Roles: User
Groups: .
Host Access: Allow all and deny 10.0.15.0724

Interface Access:  Allow all and deny:
Authentication Type: Local

Fig. 8.2: Displaying a user.

that are outside of there are of responsibility, are located somewhere on the Internet or react to a
malfunctioning scan.

After creating the user the user's properties are displayed. The display should be verified to ensure
that the user does not have too many permissions assigned to him.

8.1.2 Simultaneous Log in

Itis possible, of course, that two users are logged into a GSM at the same time. If the same user wants
to login multiple times the login must be performed from a different PC or at least a different browser.
Another log in in the same browser invalidates the first login.

8.2 User Roles

The Greenbone Security Assistant supports the creation and configuration of your own user roles. Like
in all other instances the modification of the factory provided roles is not possible. However they may
be copied (cloned) and subsequently modified. This ensures consistent behaviour when updating the
software.

The role management can be accessed via the web interface in the menu Administration in the sub-
menu Roles. The following three roles are available by default:

- Admin: This role by default has all permissions. It is especially allowed to create and manage
other users.

« Guest: This role corresponds with the Info role. It merely is not allowed to change its settings.

- Info: This role (Information Browser) only has read access to the NVTs and SCAP information. All
other information is not available.

- Monitor: This role has access to performance data of the GSM (see section Appliance Perfor-
mance (page 220)).

+ Observer: This role has read access to the system. It is not allowed to start or create new scans.
It has only read access to the scans for which the respective users have been set up as observers.

- Super Admin: This role has access to all objects of all users. It has no relation to the SuperUser
in the command line. This role can not be configured in the web interface. The configuration is
only possible in the GOS-Admin-Menu (see section Super Admin (page 69)),

- User: This role by default has all permissions with the exception of user, role and group man-
agement. Besides, this role is not allowed to synchronize and manage the feeds. In the web
interface there is no access to the menu option Administration. All other options, however, are
available to this role.
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Additional roles can easily be created. The simplest way to create a new role is copying one of the
existing roles that reflects your needs the closest and modify it. In rare cases you might want to
create a role that only supports limited functionality. In those cases it makes more sense to start
with an empty role.

User can have more than one role. Therefore permissions can be grouped with the help of the roles.
If more than more than one role is assigned to a user the permissions of the roles will all be added.

Hence a role Maintenance can be created for example. This role is being assigned the following per-
missions:

- authenticate

- get_settings

. write_settings
- help

- describe_cert
- describe_feed
- describe_scap
- sync_cert

- sync_feed

. sync_scap

e EYEeRd
g 1 1D: 1a7fS4cc-20a7-4a4e-a9da-dS6e548e51ba
ﬁ Created: Tue Mar 14 18:09:48 2017

- - Modified: Tue Mar 14 18:11:33 2017
J Role: TaskAdmin Derer adimin
Comment:
Users:

iy k -

General Command Permissions L

T [

authenticate May login

create_task May create a new task
delete_task May delete an existing task
get_configs Has read access to scan configs
get_settings Has read access to settings
get_targets Has read access to targets
get_tasks Has read access to tasks

help May get the help text

modify task Has write access to tasks

Fig. 8.3: The TaskAdmin role only has restricted access.

Additionalroles then can have the name TargetAdmin, ScanConfigAdmin, TaskAdmin and Scanner and
assigned permissions respectively. Important is the fact that roles require at minimum the permis-
sions authenticate and get_settings. These are an imperative requirement to log into the web inter-
face. The permission write_settings makes sense as well. Then a user can change his own password,
time zone and other personal settings.

Users can be assigned different permutations of these roles. This allows specific users to configure
target systems, scan configurations or configure and start the actual scan. In the selection of the
permissions only the permissions that are not assigned are being displayed. This simplifies adding
and the overview of the still available permissions.

If a user logs in with the role TaskAdmin later the menu options are restricted respectively.
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GI"EEI"IbOI‘IB Refresh every 30 Sec. v Logged inas task | Logout
Security Manager Tue Mar 14 18:15:28 2017 UTC
Dashboard Configuration

(7] Filter: Terssts BOaE

Scan Configs

rows=10 first=1 sort=nam

A_J$ Targets (0 of 0)

{Appliad fiter: rows=10 first=1 sort=name]

Actions

VApply to page contents ¥

Fig. 8.4: The menu selection for the TaskAdmin role is restricted.

8.2.1 Guest Log in

The GSM can be configured for guest log in. The guest user is only allowed to access the SecInfo-
Management (see chapter Secinfo Management (page 139)). This offers easy access to current infor-
mation without password.

GI'EEI:IthE Refresh every 30 Sec. = Logged in as guest | Logout
Security Manager Tue Mar 14 18:17:27 2017 UTC

Dashboard _Secinfo Configuration
A

Dashboard

(_I i NVTs
~_J Dashboard CVEs

CPEs

Tasks by Severity Class (Total: 0]

asks by status (Total: 0)

OVAL Definitions
CERT-Bund Advisories
DFN-CERT Advisories

All Secinfo

~ CVEs by creation time (Total: 809... - Error 400: Permission denied ~ NVTs by Severity Class (Total: 51...

CVEs / year Total CVEs B
M High
5,000 90.000 Medium
: 261 Low
sone] oo o~

Fig. 8.5: The guest role has access to the Secinfo Dashboard.

To allow this guest access a user can be created and assigned the Guest role.
Having knowledge of the password this user now can log in and is presented with the dashboard.

To allow a guest log in without password it must be activated on the command line first. To do so
start the GOS-Admin-Menu and select the option User followed by Web Users. Afterwards activate
the Guest User in the respective option. Enter the name of the guest user and his password. Save the
pending changes. No reboot is required. Now the guest login is available at the web login screen (see
figure Log in as guest user without password. (page 70))

8.2.2 Super Admin

The Super Admin is the highest level of access. It was introduced with the new permission concept.
The regular admin role is equal to a simple user but additionally allows the creation, modification and
deletion of users. Furthermore the admin can view, modify and delete any permission on the system
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Login Name guest

Authentication Fassword: sssss

Roles Guest
Groups
HostAccess  (e) ajjow all and deny: Deny all and allow:
Interface Access (s} 410y all and deny: Deny all and allow: k

Create |

Fig. 8.6: Create a guest user.

Login as a guest

Fig. 8.7: Login as guest user without password.

but the admin is at the same time subjected to those permissions. If any user creates a private scan
configuration but does not share it, the admin may not access the scan configuration. Of course the
Admin could create respective permissions itself to the resource created by the user but this is quite
cumbersome. For the collaborative work of groups of users additional permissions might be setup
(see section Super Permissions (page 70)).

Again for diagnostic purposes these are not very helpful and the Super Admin is more suited. The
Super Admin is excluded from the permission restrictions. The Super Admin is allowed to view and
edit any configuration settings of any user.

But the Super Admin can not be created in the web interface. To create the Super Admin access to
the command line is required. This user and password can be created in Gos-Admin-Menu under the
menu User/Web Users submenu Super Admin.

Afterwards the super admin may be edited in the web interface.

The Super Admin can not be modified by the regular admin. Only the Super Admin itself can modify
the settings of this user!

Super Permissions
Roles and groups can be assigned with Super-Permissions. Then all objects within a group may be
accessed.

Any resource created on the GSM (scan, configuration, target, and so on) is either global or is owned
by a specific user. Global resources are identified by the icon 2. Any resource that is not global can be
viewed and used only by its owner initially. Individual permissions are necessary to make the resource
available to other users. This is very cumbersome. Therefore the Greenbone OS offers the option to
assign Super Permissions. A user can get these Super Permissions for:

« User
« Role

« Group
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i —————————————————) )|

Login Name ~ SUYPE’
Authentication |  Passwaord: Use existing value
(®) New Password: | *lsess| r
Roles Super Admin v E
K
Groups b
P
- - ]
HostAccess () penyall and allow: (' Allow all and deny: ..
]
P
- - o
Interface Access () peny all and allow: (*) Allow all and deny:

Save |

Fig. 8.8: The Super Admin can not be created in the web interface!

- Any

These Super Permissions then allow complete access to any resources of the respective user, role,
group or effectively all resources. The any access can not be set explicitly. It is a privilege of the Super
Admin (see section Super Admin (page 69)). This is why the last Super Permission can only be set by
creating a Super Admin.

A user can only set Super Permissions for objects created by himself. First the user must determine
the Resource ID of the user, the role or the group for which to set the Super Permissions.

Afterwards the values can be entered in the dialog.

_ﬂ

Hame Super (Has superaccess) ~
Comment
Subject () ser| admin v
A ' Role | Admin v k‘
‘ Group | DepartmentA v
Resource Type Group A

Group ID 31513adf-d627-4e40-93ac-d89hd303e716

Description Group DepartmentA has super access to group 31513adf-d627-4ed0-93ac-d89bhd303e716

Fig. 8.9: For the Super Permission the Resource 1D is required.

In the success message instead of the Resource ID the name is being displayed in clear text.

In this example all members of the group DepartmentA have full access to the object created by the
other users within the same group. If a user with the role observer is member of the group Depart-
mentA this user may execute only read permissions on all objects created by the members of the
group. The observer role restricts the available permissions.

The Super Permissions simplify the permission management on the GSM. Super Permissions for entire
groups can be assigned very easily. This allows all users of a group access to all resources that are
being created by other members of the group.
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M Permission: Super

Name: Super

Comment:

Description: Group has super access to group DepartmentA
Group: DepartmentA

Resource: Group Departmenti

Fig. 8.10: The group DepartmentA has Super Access to the resources of the group DepartmentA.

GetUsers Role for Observers

The GSM allows for management of observers (see section Permissions (page 89)). These are users
that have read access to specific tasks and their respective reports. These observers by default can
only get permissions to tasks and reports by administrators. Regular users can not grant observers
access to their own tasks. Therefore they can not share their tasks with other users. The respective
dialog to manage permissions in not functional and does not support the selection of users.

)

Grant read ¥ | permissions

1o

on  Target "Wailserver"
including related resources

« Port List "All IAMA assigned TCP 2012-02-10"

Create |

Fig. 8.11: Regular users can not create observers.

For regular users to assign read permission to their tasks to other users they require the permission
get_users to access the user database. This permission is not granted by default but can be easily
added using a special role.

The following steps explain the creation of this special role GrantReadPriv (see figure The role
GrantReadPriv allows to manage read access. (page 73)). In a second step the role needs to be as-
signed the permission gos:perm:get_users. Every user with this additional role is assigned the per-
mission to read the userdatabase. He then may share read access to their own tasks.

Then, in addition, this role must only be assigned to the respective users.

Note: In case the user is also allowed to share read access to groups or roles the get_groups and
get_roles permissions must be assigned respectively.

8.3 Groups

Aside of the roles group management is also part of the Greenbone Security Assistant. These groups
are used to logically group users. Additionally through the groups permissions can be assigned as
well (see section Permissions (page 73)). By default no groups are set up. Indefinite groups can be
created.
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i- Edit Role (%]

Mame | GrantReadPriv |

Comment | This role allows access to the user data |

Users | |

A b )

New Permission

FMame | get_users (Has read acc... k,

Create Permission

New Super Permission

Group | v

Create Permission

General Command Permissions

LYF g

Fig. 8.12: The role GrantReadPriv allows to manage read access.

The following information must be included:

- Name: The name of the Group can be a maximum of 80 characters and can contain letters and
numbers.

- Comment: An optional comment that describes the group in more detail.

+ Users: The members of the group can be selected directly. The members can be separated by a
space or comma. The length of the entry can be a maximum of 1000 characters. Alternatively,
group memberships can be managed in the user profile directly.

Mame | Departmenta |
Comment | Users ofthe Department A |
Users | ralf |
Special Groups: |.:.| Create permission to grant full read and write access among all grouphrh"r'lembers and across any resources

Fig. 8.13: Groups can be used to manage permissions.

8.4 Permissions

Under the menu option Configuration/Permissions every single permission assigned on the system
can be viewed. This can easily reach hundreds of permissions if multiple roles are created. Each indi-
vidual permission displayed always relates to exactly one subject.

A subject can be either

= auser
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- arole
.+ oragroup.

Normally permissions are being managed using the web interface vie the roles (see section User Roles
(page 67)). Thereby the permissions of the role can be managed in the role management as well as
here. Alternatively permissions can be assigned directly to users and groups.

This option gives you the most possible flexibility when managing permissions. However adding and
managing permissions using this dialog is only recommended for experienced users who are looking
for a specific permission or who want to delete a specific user, for example.

Note: It is also possible to modify the permissions of the default roles with this dialog. This could
have unwanted effects when updating and the permissions are reset again.

8.4.1 Sharing Individual Objects for Other Users

Every user can share indefinite objects created by himself. However, the user must be assigned the
permission get_users. Otherwise the user will not have permission to determine the name of other
users (see section GetUsers Role for Observers (page 72)).

To share an object, first determine the Object-ID. Sharing by name is not possible. To acquire the ID
display the object that is to be shared in the browser (i.e. a filter). At the top right of the display you
can find and copy the ID.

hs Administration Help

ID:
Created: Tue Mar 14 18:55:42 2017

Modified: Tue Mar 14 18:55:42 2017

Owner.  admin

Fig. 8.14: Copying of the ID of an object to be shared.

Afterwards switchinto the menu Configuration/Permissions. Create a new permission ki. Then select
the proper permission for the object to be shared:

- Filter: get_filters

- Scan configuration: get_configs
+ Alert: get_alerts

- Notes: get_notes

- Overrides: get_overrides

- Tags: get_tags

- Targets: get_targets

- Task with report: get_tasks

- Schedules: get_schedules

Select the appropriate subject (user, role or group) and paste the copied Resource ID into the respec-
tive field.
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]|

HName get_filters (Has read access tofilters) «

Comment Ralf may access the filter

Subject () ygar/ ralf M k
Role| Admin M
Group | DepartmentA -

Filter ID 63cfaf31-e816-47h1-8825-3f45763ddd2¢c

Description  User ralf has read access to filter 63cf8f31-e816-47b1-8825-3f95763dd92¢c

Create '

Fig. 8.15: Copying of the ID of an object to be shared.

8.5 Central User Management

Especially in larger environments with multiple usersitis often difficult to achieve password synchro-
nization. The effort to create new or reset passwords is often very high. To avoid this, the GSM appli-
ance supports the usage of a central password store via LDAP or RADIUS. The GSM will use the service
only for authentication on a per user basis. This means that users who should be able to authenticate
through the service have to exist on the GSM as well and have to be configured for authentication
through the service as well.

Prerequisite for using central authentication is the naming of the users with the same name as the
object in the LDAP tree or the RADIUS server.

8.5.1 LDAP

Below the connection to a LDAP tree is covered. Thereby the GSM appliance uses a very simple inter-
face. While other most systems supporting LDAP first search for the matching object in the LDAP tree
and subsequently log in as this object afterwards (Search&Bind), the GSM appliance uses a simple
bind with a hard coded object path.

3

&)

LDAP per-User Authentication

Enable v

LDAP Host 10.0.15.1
Auth. DN %s@example.org
CA Certificate Browse... xchg3.spenneberg.net-cert.pem

Save

Fig. 8.16: Central LDAP authentication requires entering the DN.

Then the distinguishedName of the objects can be defined distinctively. Thereby the wildcard %s
replaces the username. Examples for the Auth. DN are:

+ cn=%s, ou=people, dc=domain, dc=de
* uid=%s, ou=people, dc=domain, dc=de
*+ %$s@domain.de

+ domain.de\%s
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While the two first examples should work for any LDAP server with the correct attributes, the third
and fourth example are typical formats used by Active Directory. Hereby the exact location of the user
object is irrelevant.

The first example does not support users in different sub trees or different recursive depths of an
LDAP tree. All users that need to log into the GSM must be in the same branch and in the same level
of the LDAP tree! The second example uses the uid attribute. In this case, uid=user will be used as
filter,and ou=people,dc=domain,dc=org willbe used as base object to perform a search and to retrieve
the corresponding DN for the authentication. Hereby the uid attribute location becomes relevant and
should be at the first position.

The other information required is the LDAP Host. Only one system with its IP address or name can be
entered here. The GSM accesses the LDAP host via SSL. To verify the host the certificate of the host
must be uploaded to the GSM. Without SSL the LDAP authentication will not be accepted. Further
information is available in the section LDAP with SSL/TLS (page 76).

Once you have enabled LDAP authentication, you will notice a new option LDAP Authentication Only
in the New User section which will be off by default. Checked it if the new user should be able to login
with the credentials configured in the directory service. For existing users you may enable this option
through the Edit User dialog.

Please note that the user has to exist with this name in your directory service prior to use with the
GSM. The GSM will not add, modify or remove users in your directory service. It will also not grant any
user from your directory service automatically access to the GSM. You have to authorize every user
separately by adding a user with the same name to the GSM with Allow LDAP-Authentication only
checked as described above.

Also note that a locally configured user (i.e. a user which is not enabled for LDAP authentication)
“Smith" on the GSM takes precedence over a user “Smith" in the connected directory service.

8.5.2 LDAP with SSL/TLS

The GSM appliance uses either the command StartTLS via the LDAP protocol on port 389 or SSL via
LDAPS on port 636. Therefore the LDAP server must make its services available via SSL. The exact
configuration of all available LDAP servers is out of scope for this manual. Therefore the following
are just a couple of references:

« Microsoft:  http://social.technet.microsoft.com/wiki/contents/articles/2980.ldap-over-ssl-
ldaps-certificate.aspx

+ OpenlLDAP: http://www.openldap.org/doc/admin24/tls.html

In order for the GSM appliance to verify the identity of the LDAP server it must trust its certificate.
For this the certificate of the issuing certificate authority must be stored on the GSM. To do so the
certificate of the certificate authority must be exported as a Baseb4 encoded file. A Baseb4 en-
coded certificate is often using the file extension .pem. The file itself starts with —————- BEGIN
CERTIFICATE-—————-— .

If the certificate authority is an intermediate certificate authority the complete certificate chain needs
to be imported. This is often true if an official certificate authority is used because the Root CA is
separated from the Issuing Certificate Authority. In these cases the contents of the file looks like:
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The actual place where you may find this certificate may vary based on your environment.
- Univention Corporate Server (UCS)

Hereyou may retrieve the CAcertificate fromthefile /etc/univention/ssl/ucsCA/CAcert .pem.
This file already contains the certificate in the correct format and may be used by the command
ldapcertdownload.

« Active Directory LDAP

If your Active Directory LDAP service does not yet use LDAPS, you may find the following ar-
ticle helpful: http://social.technet.microsoft.com/wiki/contents/articles/2980.ldap-over-ssl-
ldaps-certificate.aspx The Active Directory LDAP — CA certificates can then be exported using
the following procedure which must be performed from a desktop or server that has access to
the Certification Authority console.

- Open the Certification Authority console from any domain-joined computer or server.
- Right-click the name of the certification authority and then select Properties.

- Inthe CA certificates dialog box, choose the General tab, and then select the certificate for
the certification authority you want to access.

- Choose View Certificate.

- In the Certificate dialog box, choose the Certification Authority tab. Select the name of the
root certification authority and then choose View Certificate.

- In the Certificate dialog box, choose the Details tab and then choose Copy to File.
- The Certificate Export Wizard appears. Choose Next.

- On the Export File Format page, select the Base-64 encoded X.509 (.CER) option.
- Choose Next.

- In the File to Export box, choose the path and name for the certificate, and then choose
Next.

- Choose Finish. The .cer file will be created in the location that you specified in the previous
step.

- Adialog box appears to inform you that the export was successful. Choose OK to finish.
The contents of the file must be uploaded when enabling LDAP.

If the LDAP authentication does not work please verify that the entry in LDAP Host matches the com-
monName of the certificate of the LDAP server. If there are deviations the GSM appliance will refuse
using the LDAP server.

8.5.3 RADIUS

Using a RADIUS server for central authentication is very simple. Navigate to the
Administration/Radius menu.

UI RADIUS Authentication

K

Enable 4
RADIUS Host radius.greenbone.net
Secret Key 2000000000

Save

Fig. 8.17: RADIUS just requires a common preshared secret key.
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Enable the RADIUS authentication and enter the hostname or IP address of the RADIUS server and the
common preshared secret key to authenticate to and subsequently encrypt the communication with
the RADIUS service.

Once the RADIUS service is enabled any user can be configured to authenticate via the RADIUS service.

o]

Login Hame

Authentication

Roles

Groups

HostAccess

Interface Access

ralf

Password: Use existing value
New Password
») RADIUS Authentication Only

User

Depardmenti

Deny all and allow: 2/ Allow all and deny:
100150/24

Ceny all and allow: = Allow all and deny:

Save |

Fig. 8.18: Enable RADIUS for a user
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CHAPTER 9

Vulnerability Management

9.1 Scanning

This chapter covers the set up and execution of the actual scans of your systems for vulnerability
management. The chapter describes basic first steps. Later sections show the more detailed use and
configuration of scan configurations and the analysis of the results.

Generally speaking the GSM may use two different approaches to scan a target:
- Remote Scan
+ Authenticated Scan using local security checks

The remote scan is explained in the following sections while the authorized scan is handled in sec-
tion Authenticated Scan using Local Security Checks (page 91). This chapter also covers the differ-
ences and advantages of both scan approaches (see section Pros and Cons of Authenticated Scans

(page 92)).

9.1.1 Simple Scan

This first section describes the first steps of the configuration of the first scan. Basically two options
are available. The web interface of the GSM appliance, the Greenbone Security Assistant, provides a
wizard that creates all required configurations for a first scan with only very little input. Alternatively
these configurations can be created manually step by step. The following two sections cover both
options. Ideally the individual steps should be followed directly on a GSM appliance.

4 These steps are also explained in a video based on GOS 31 at
http://docs.greenbone.net/Videos/gos-3.1/en/GSM-FirstScan-G0S-3.1-en-20150716.mp4.

Wizard
When logging into the web interface of the GSM appliance for the first time after initial set up the
empty dashboard will be displayed.

To configure a new task the admin has to select the menu Scans followed by Tasks. To ease the setup
of the tasks an overlay promoting the wizard will be displayed.

By default, this will happen as long as less than four scan tasks were created. The wizard can be

started atany time by clicking the @ iconin the upper left corner on the screen. Three different options
are available:

« Task Wizard
« Advanced Task Wizard
- Modify Task Wizard
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No auto-refresh -

Configuration

@ Dashhoard

Tasks by Severity Class (Total: 0} Tasks by status (lotal: 0)

CVEs by creation time (Total: Hosts topology NVTS by Severity Class (

~— CVEs /year - Total CVEs .

W High
] Medium
] Low

" log

5,000
000
7.000
6.000
5.000
4,000
3.000
2,000
1.000

No hosts with topology selected

0+— y - : —
1990 1995 2000 2005 2010 2015

Backend operation: 0,07 Graerbons Scurity Mansger (GSM) Copyright 20092016 by Graenbons Netwarks GmbH, wivmgresnbone.nst

Fig. 9.1: The dashboard is displayed first by default

Welcome to the scan task management!

If you would like to start your first wulnerability scan, the scan wizard can help
you to do so with just one click.

Simply select the wizard icon from the icon bar in the top-left of this page.

om

l-----------------------------.

| Reports

._;I ever “.

Fig. 9.2: The wizard is promoted using an overlay
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To scan a simple system using the wizard first select the Task Wizard. For an immediate scan it is
enough to enter the IP address or DNS name of the target system. When using a DNS name however,
the GSM appliance must be able to resolve the name.

N ) e

Quick start: Inmediately scan an IP address

IF address or hostname:

192.168.222.101
The default address is either your computer or your network gateway.
As a short-cut | will do the following for you:

. Create a new Target

. Create a new Task

. Start this scan task right away

. Switch the view to reload every 30 seconds so you can lean back and watch the scan progress

In fact, you must not lean back. A< soon as the scan progress is beyond 1%, you can already jump into
the scan report via the link in the Heports Total column and review the results collected so far.

When creating the Target and Task | will use the defaults as configured in "My Settings".

By clicking the MNew Task icon ksl you can create a new Task yourself.

Start Scan

Fig. 9.3: The task wizard simplifies the first steps

The task wizard then automatically performs the following steps:
1. Creates a new scan target (Target) in the GSM.
2. Creates a new scan task (Task) in the GSM.
3. Starts the scan task immediately.
4. Changes the view and reloads it every 30 seconds in order to monitor the progress of the task.

After the task is started the progress can be monitored. The Greenbone Security Assistant displays
the overview page. The new task can be seen there as well.

1-1ofl

. .
Status Severity Trend Actions
1% |

Immediate scan of IP 192.168.222.101 0(1) OnDBEcdg
Vapply to page contents w B0
(Applied fiter: min_aod=70 apply_overrides=1 rows=10 first=1 sort=narne) 1-1ofl
Backend operation: 0.08s Graenbone Security Manager [G5M) Copyright 2009-2016 by Greenbone Networks GmbH, www greenbone net

Fig. 9.4: After the start the progress is being displayed.

The colour and the fill level of the status bar display the state of the scan (see also section Starting a
Task (page 90)).

The task can be managed via the actions in the right column:
- Ll Starting of a currently not running task.
- LI Stopping of a currently running task. All discovered results will be written to the database.
. [I3 Resuming of a stopped task.
- Il Moving of a task to the trashcan.
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- udl Editing of a task.
+ bk Cloning of a task.
- Ld Exporting of a task as XML object. The object can be imported again on another GSM.

During the scan and after its completion the admin can view the report by clicking the progress bar.
The column Severity displays the criticality of any vulnerabilities found. The prior column Solution
Type L shows the type of any solution available. Usually the most common solution is the VendorFix

M,

Gl'EBI"IbDI'IE No auto-refresh v Logged in as Admin webadmin | Logout
Security Manager Thu Feb 9 10:17:07 2017 UTC

Dashboard Assets Secinfo Configuration Extras Administration Help

| Aronymous XML v |[[IE&EE 5 & Filter: BEHE
autof 1 notes=1 overrides=1 result_hosts_only=1 first=1 rows=100
sort-r il miin_ged=70
[ 18] 4f8cc437-f802-409f 9b83-28488ae57 226
q‘ Maodified,
k_J' Report: Results (7 of 66) e e
BE:-7-7EE
Vulnersbilty @[ |seveiy  @aob [iost__Location [ nions
X Server | 10.0(High]) | 80% 192.168.222.74 6000/tcp = | )
NFS export [ 10.0 (High) | 70% 192.168.222.74 2049/udp 7 [
Check for Anonymous FTP Login 5] jum) | 80% 192.168.222.74 21litcp 3 (s
PostgreSQL 'RESET ALL' Unauthorized Access Vulnerability dium) | 80% 192,168.222.74 5432/tcp 3l
Check if Mailserver answer to VRFY and EXPN requests edium) | 99% 192.168.222.74 25/tcp 2| [l
PostgreSQL Conversion Encoding Remote Denial of Service Vulnerability Medium) | 80% 192.168.222.74 S5432ftcp 3| [l
TCP timestamps S0 (Low) | B80% 192.168.222.74 generalitep 4| [l
(Applied fiter:autofp=0 apply_overrides=1 notes=1 overrides=1 result_hosts_enly=1 first=1 raws=100 sort-reverse=severity lavels=hrml min_god=70) D& -7
Backend operation: 0.795 Graenbone Security Manager (GSM) Copyright 2009-2016 by Graenbone Netwerks GrmbH, wwwgreenbone.net

Fig. 9.5: The results are already available before the scan is completed.

The progress can be continued to be monitored at the top right via the progress bar. This page, how-
ever, is not reloaded automatically.

In order to obtain different representations of the results, you can move the mouse over the title bar.
It opens a pull-down menu where you can choose different presentations of the results.

F-

\_J; Report: Results (7 of 66)
Report: Summary and Download
Report: Results (66)

Report: Vulnerabilities (52)

¥

X Serve
Report: Hosts (1)

NFS X peport: Ports (19)

Check{ mreport: Applications (0)
Postgr{ Report: Operating Systems (1)
Check| Report: CVEs

Report: Closed CVEs (0)
Postgr B Vulnerability
Report: S5L Certificates (0}

IRl Reports Errar Messages (0)

(Applied AerautaTe=0 spply_overndes=1 notes=1 cvarndes=1 resuf_Fests_only=1 first=

Fig. 9.6: Furthermore a report can be displayed using different presentations

Furthermore the report can be exported in various different formats as well. The export formats are
selected in the in the right column on the Summary and Download view. Afterwards the report can
be downloaded by clicking the £4 button. Reports and report formats are discussed in more detail in
section Reports and Vulnerability Management (page 124).
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Advanced Wizard

Next to the simple wizard the GSM also provides an advanced wizard that allows for more configura-
tion options. This wizard allows for shortcutting the manual configuration of the individual parame-
ters and still allows for a more granular configuration.

—H

I can help you by Quick start: Create a new task 4
creating a new scan

u fask and
automatically starting
it.

Task Name: Iew Quick Task E

Scan Config: Full and fast v D

Allyou needto dois
enter a name for the
new task and the IP )
address or host Starttime: (s Startimmediately

name of the target,  #J/{" () Create Schedule
and selecta scan ~ Thursday, 9 February, 2017 =

configuration.
at (10 |Z|h [35 |2 |m

Coordinated Universal Time «

Target Hos1(s): loz.168.222.101

You can choose if
youwant me to run
the scan
immediately,
schedule the task for
alater date and time,

Do not start automatically

5SH Credential - * lonport| 22 :

or just create the task
S0 you can run it
manually later. SMB - -
. Credential
In order to run an authenticated scan, you have to
select S5H and/or SMB credentials, butyou can ESXi - 4 ]
also run an unauthenticated scan by not selecting Credential
any credentials.
For any other setting | will apply the defaults from
"My Settings". I
n |
-

Fig. 9.7: The advanced wizard offers more options.

This wizard can be started by clicking on the wizard icon &S in the upper left corner of the task view.

An additional wizard allows the modification of a task (Modify Task Wizard). The task may be renamed
and scheduled.

Manual Configuration

The upcoming section covers the creation of a simple scan with its individual steps that the wizard
performs as well. This way meaningful names may be selected for both the scan targets (Targets)
and the scan task (Task).

These steps are also explained in a video based on GOS 31 at
http //docs.greenbone.net/Videos/gos-3.1/en/GSM-FirstScan-G0S-3.1-en-20150716.mp4.

Creating a Target

The first step is to define a scan target. This is called Target by the Greenbone Security Assistant.

First chose one or more systems in your network you want to scan. The IP address or the DNS name is
required. In both cases it is necessary that the GSM can connect to the system. When using the DNS
name the GSM appliance must also be able to resolve the name.
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Mudlfy Task Wizard

| 'will madify an existing task
foryou. The difference to the
Edit Task dialog is that here
you can entervalues for
associated objects directly. |
will then create them foryou
automatically and assign
them to the selected task.

Quick edit: Modify a task

Task: | Immediate scan of IP 192.168.222.101 v |

Start ime: ... Do not change

() Create Schedule
- Thursday, 9 February; 2017 =

| Coordinated Universal Time ~ |

Please be aware that

« setting a starttime
overwrites a possibly
already existing one,

« setting an Email
Address means
adding an additional
Alert, not replacing an
existing one.

Fig. 9.8: The wizard may be used to schedule an existing task

Secinfo

Port Lists E1o

Credentials

Scan Configs

Report Formats

Scanners

Tasks with most Hi (GG -

Tags

Permissions

Fig. 9.9: Selecting the target menu.

Dashboard

@- Targets (2 of 2

Fig. 9.10: Creating a new target.
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Choose Targets from the menu Configuration. Select the New Target icon (the white star on blue back-
ground: ki) in the upper left corner. This icon is always used to represent the creation of a new object
within its respective context.

( ]

Mame Mailserver
I Comment Enterprise Mailsenver E
* Manual 192.168.15.5

Hosts From file Browse.. Mo file selected

Exclude Hosts

Reverse Lookup Only Yes (o) Mo

Reverse Lookup Unify Yes (o) Mo

PortList All IANA assigned TCP 20... ~ | |13

Alive Test Scan Config Default -

Credentials for authenticated checks

SSH - ~ |on port| 22

SMB - -

Create

Fig. 9.11: Enter the details for the target.

A new overlay, in which the target can be configured in more detail, will open.
Enter the following information:

- Name The name can be freely chosen. A descriptive name should be chosen if possible. Possi-
bilities are Mailserver, ClientNetwork, Webserverfarm, DMZ or the like, describing the entered
systems in more detail.

- Comment The optional comment allows to specify background information. It simplifies un-
derstanding the configured targets later.

- Hosts Manual entry of the system or importing of a list of systems. When entering manually
the following options are available:

- Single IP address, i.e. 192.168.15.5

- System name, i.e. mail.example.com

- IPv4 address range, i.e. 192.168.15.5-192.168.15.27 or 192.168.55.5-27

- IPv4 network in CIDR notation, i.e. 192.168.15.0/24 >

- Single IPv6 address

- IPv6 address range in long format, i.e. ::12:fe5:fb50-::12:fe6:100

- IPv6 address range in short format, i.e. ::13:fe5:fb50-fb80

- IPv6 address range in CIDR notation, i.e. fe80::222:64ff:fe76:4cea/120
- multiple entries can be entered separated with commas

When importing from a file the same syntax can be used. The entries can be stored in the
file on multiple lines. When using long lists of systems to be scanned this way is usually
the simpler one.

Alternatively the systems may be imported from the host asset database.
- Exclude Hosts Systems that should be excluded from the lists mentioned above.
- Reverse Lookup Only Only scan IP addresses that can be resolved into a DNS name.

- Reverse Lookup Unify If multiple IP addresses resolve to the same DNS name the DNS name
will only get scanned once.

> The maximum netmask is /20. This equals 4096 addresses.
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+ Port list The TCP and UDP protocols support 65535 ports respectively. Scanning all ports in
many cases takes too long. Many ports are usually not used. A manufacturer develop-
ing a new application often reserves the respective port with the IANA (Internet Assigned
Numbers Association). For most scans it is often enough to scan the ports registered
with the IANA. But keep in mind that the registered ports differentiate from the privileged
ports. Privileged ports are ports smaller than 1024 °. But the ports 1433/tcp (MS-SQL)
and 3306/tcp (MySQL) are also registered and included in the appropriate lists. Nmap by
default uses a different list and doesn't check all ports either. OpenVAS uses a different
default as well.

The scan of TCP ports is usually performed simply and fast. Operating system without fire-
wall features always reply to a TCP request and as such advertise a port as being open
(TCP-ACK) or closed (TCP-RST). With UDP this is not the case. The operating system only
responds reliably when the port is closed (ICMP-Port-Unreachable). An open port is de-
ducted by the scanner by a missing response. Therefore the scanner has to wait for an
internal timeout. This behaviour is only true for systems not protected by a firewall. When
a firewall exists the discovery of open or closed ports is much more difficult.

If applications run on unusual ports and they should be monitored and tested with the
GSM, the default port lists should be verified and adapted using Configuration submenu
Port Lists. If necessary create your own list that includes your port. A new port list may be
directly created using the icon Lail. The default port lists can not be modified.

- Alive Test This options specifies the method to check if a target (Targets) is reachable. Options
are:

- ICMP Ping

- TCP Service Ping

- ARP Ping

- ICMP & TCP Service Ping

- ICMP & ARP Ping

- TCP Service & ARP Ping

- ICMP, TCP Service & ARP Ping

In the real world there are problems with this test from time to time. In some environments routers
and firewall systems respond to a TCP Service Ping with a TCP-RST even though the host is actually
not alive (see also Obstacles while Scanning (page 119)).

Network components exist that support Proxy-ARP and respond to an ARP-Ping. Therefore this test
often requires local customization to your environment.

« SSH Credential Selection of a user that can log into the target system of a scan if it is a Linux or
UNIX system. This allows for an Authenticated Scan using local security checks (see section
Credentials (page 92) and Authenticated Scan using Local Security Checks (page 91)).

- SMB Credential Selection of a user that can log into the target system of a scan if it is a Mi-
crosoft Windows system. This allows for an Authenticated Scan using local security checks
(see section Credentials (page 92) and Authenticated Scan using Local Security Checks

(page 91)).

- ESXi Credential Selection of auserthat can loginto the target system of ascanifitisaVMWare
ESXi system. This allows for an Authenticated Scan using local security checks (see section
Credentials (page 92) and Authenticated Scan using Local Security Checks (page 91)).

« SNMP Credential Selection of a user that can loginto the target system of ascanifitisa SNMP
aware system. This allows for an Authenticated Scan using local security checks (see sec-
tion Credentials (page 92) and Authenticated Scan using Local Security Checks (page 91)).

6 In UNIX access to these privileged ports is only allowed for privileged users (i.e. root). Ports starting at 1024 are also
available to unprivileged users.
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All credentials can be created on the fly using the ksl icon next to the credential.

Creating a Task

The GSM controls the execution of a scan using Tasks. These tasks can be repeated regularly or run
at specific times. The scheduling is discussed in more detail in section Scheduled Scan (page 120). For
now the basic creation of a task is covered in this section.

Greenbone
Security Manager

Dashboard Scans

HEL
N
ew Task
P New Container Task
J

zTasks (2 of 2)

Fig. 9.12: Creation of tasks.

To access the tasks select menu option Scans from the menu bar. From there select the Tasks. On the
following page select the white star kil on blue background to choose New Task to create a new task.
An overlay opens which can be used to configure the additional options of the task.

[ ]

Mame | DMZ Mail Scan

Commen t

1 ScanTargets | Mailserver

Addresuliso (o) yes
Assets

Apply Overrides o) YES no
tin Qo EREE
&

Alterable Task yes (s) no
AutoDelete (s Do not automatically delete reports
Reports -
Automaticaly delste oldest reports but always keep newest| 5 < |reports

Scanner OpenvAS Default
Scan Config Full and fast
Network Source Interface i

Order for targethosts Sequential

Fig. 9.13: Creation of a new task.

The following information can be entered:

- Name The name can be chosen freely. A descriptive name should be used if possible. Possibil-
ities to describe the entered task are Scan Mailserver, Test ClientNetwork, Check DMZ for
new ports and systems or the like.

- Comment The optional comment allows for the entry of background information. It simplifies
understanding the configured task later.

- Scan Targets Select a previously configured Target from the drop down menu. Additionally you
can create the target on the fly using the i icon next to the drop down list.

- Alerts Select a previously configured Alert. Status changes of a task can be communicated to
the world via email, Syslog, HTTP or a connector. Additionally you can create an alert on
the fly using the Ll icon next to the drop down list.

+ Schedule Select a previously configured Schedule. The task can be run once or repeatedly at a
predetermined time. It is possible to scan the network every Monday morning at 6:00 am
for example. You can create the schedule on the fly using the i icon next to the drop down
list.
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- Add results to Asset Management Selecting this option will make the systems available to the
Asset Management of the GSM automatically (see chapter Asset Management (page 133)).
This selection can be changed at a later point as well.

- Apply Overrides Overrides may be directly applied when adding the results to the as-
set database.

- Min QoD Here the minimum quality of detection can be specified for the addition of the
results to the asset database.

- Alterable Task Allow for modification of the task even though reports were already created.
The consistency between reports can no longer be guaranteed if tasks are altered.

- Auto Delete Reports This option may automatically delete old reports. The maximum number
of reports to store can be configured. If the maximum is violated the oldest report is auto-
matically deleted. The factory settingis Do not automatically delete reports.

« Scanner

- OpenVAS Scanner By default only the built-in OpenVAS and the CVE scanning en-
gines are supported. Satellite GSM formerly known as slaves or sensors may be
used as additional scanning engines. These need to be configured first using the
Configuration/Scanners menu. The following options are only relevant for the Open-
VAS scanning engine. The CVE scanner does not support any options.

- Scan Config The GSM comes by default with seven pre-configured scan configurations for
the OpenVAS scanner.

* Discovery Only NVTs are used that provide the most possible information of the
target system. No vulnerabilities are being detected.

* Host Discovery Only NVTs are used that discover target systems. This scan only
reports the list of systems discovered.

* System Discovery Only NVTs are used that discover target systems including in-
stalled operating systems and hardware in use.

* Fulland Fast This is the default and for many environments the best option to
start with. This configuration is based on the information gathered in the prior
port scan and uses almost all NVTs. Only NVTs are used that will not damage the
target system. Plugins are optimized in the best possible way to keep the po-
tential false negative rate especially low. The other configurations only provide
more value only in rare cases but with much more required effort.

* Full and fast ultimate This configuration expands the first configuration with
NVTs that could disrupt services or systems or even cause shut downs.

* Full and very deep This configuration differs from the Full and Fast configuration
in the results of the port scan not having an impact on the selection of the NVTs.
Therefore NVTs will be used that will have to wait for a timeout. This scanis very
slow.

* Full and very deep ultimate This configuration adds the dangerous NVTs that
could cause possible service or system disruptions to the Full and very deep
configuration.

- Network Source Interface Here you can choose the source interface of the GSM for the
scan.

- Order for target hosts Select how the specified network area should be searched. Options
available are:

* Sequential
* Random

* Reverse
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This is interesting if for example a network, i.e. 192.168.0.0/24, is being scanned that
has lots of systems at the beginning or end of the IP address range. With the selection
of the Random mode the progress view is more meaningful.

- Maximum concurrently executed NVTs per host / Maximum concurrently scanned hosts
Select the speed of the scan on one host. The default values are chosen sensibly.
If more NVTs run simultaneously on a system or more systems are scanned at the
same time, the scan might have a negative impact on either the performance of the
scanned systems, the network or the GSM appliance itself. These values maxhosts
and maxchecks may be tweaked.

Permissions

Once the task is saved it will be displayed in the list of scans (see figure A newly created task.
(page 90)).

Status
I
DMZ Mailscan

Immediate scan of IP 192.168.222.101 1(1) Feb § 2017

Immediate scan of IP 192.168.222.74 "Gone | 11(1) Feb 8 2017

Fig. 9.14: Anew task once it is created.

Selecting the name of the task using the mouse displays the details of the task. At the bottom of

the page the permissions for the task can be managed. To add a permission click the kil icon in the
Permissions title line.

x|

Grant read * |permissions
o */ User| ohserver -
Role | Admin v
Group -

on  Task'DMZ Mailscan”
including related resources =

« Config "Full and fast"

« PortList "All IAMA assigned TCP 2012-02-10"

« Scanner "OpenyAS Default” k‘
« Target "Mailserver”

Fig. 9.15: Read permissions can be managed directly in the task.

Note: By default normal users can not create permissions for other users as they do not have read
permission to the user database. To do this a user must specifically have the get_users permission.
It makes most sense to create an additional role (see section GetUsers Role for Observers (page 72)).

Select User, Group or Role respectively and enter the respective name. After clicking on Create the
permissions are created.

This is now displayed in the task overview.
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¥ Permissions (1)

(%2 ]
get_tasks Hasread access to task DMZ Mailscan Task

DMZ Mailscan  User observer ] EgEdEd

B ackend operation: 0.10s

Greenbone Security Manager (GSM) Copyright 2009-2016 by Greenbone Metworks GmbH, www greenbone.net

Fig. 9.16: The read permissions of a task are displayed in the overview.

After logging in the user can see those tasks and can access the respective reports
This is now displayed in the task overview.

Status Severlty Trend Actions
ol ——wew——|

DMZ Mailscan ooDAaEDO
cDasoag

JApply to page conterts + B

unnamed e

pplied fitter: min_qod=70 apply_overrides=1 rows=10 first=1 sort=name]

o 1-2of 2 0 )

Fig. 9.17: After logging in the observer can view the tasks but cannot change them

Starting a Task

Once a task is saved it will in the list of tasks (see figure A newly created task. (page 90)).

1€ [ FRERET S T
Status Severity Trend Actions
[~ wew

DMZ Mailscan

Coaml0
Immediate scan of IP 192.168.222.101 L] 1(1) Febozol7 CoaEEn
Immediate scan of IP 192.168.222.74 T 1(1) Febs2017 |ECCIGTLOEE COoaEsn

VApply to page contents » Ll il
(Applied fiter: min_god=70 apply_overrides=1 rows=10 first=1 sort=narme)

|1-30f2

Fig. 9.18: Anewly created task.

The task can be managed via the action icons in the right column:
- Ll Starting of a currently not running task.
L Stopping of a currently running task. All discovered results will be written to the database
- 3 Resuming of a stopped task.
- 1l Moving of a task to the trashcan.
- L4 Editing of a task.
+ ksl Cloning of a task.

« Ld Exporting of a task as XML object.

The status bar shows information about the status of a scan. The following colours and states are
possible:

. 2 The task has not been run since it was created.
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. The task is currently running and 42% completed. The information is based on
the number of NVTs executed on the selected hosts. For this reason the information does not
necessarily correlate with the time spent.

The task was just started. The GSM is preparing the scan.

The task was deleted. The actual deletion process can take some time as reports
need to be deleted as well.

The task was stopped recently. However, the scan engine has not reacted respec-
tively yet.

The last scan was stopped by the user at 15%. The latest report is possibly not
yet complete. Other reasons for this status could be the reboot of the GSM or a power outage.
After restarting the scanner the task will be resumed automatically.

« BRLLCLEISUCES An error has occurred. The latest report is possibly not yet complete or is missing
completely.

The task has been completed successfully.

The task is a container task.

Container Task

A Container Task can be used to import and provide reports created on other GSMs. To create a con-
tainer task use the i icon in the top left corner and choose New Container Task. When creating the
Container Task only the name and a comment may be specified. Afterwards reports may be imported.
If several reports are imported they may be compared creating a delta report as well.

 —— - L =

]

Name Mail-Impaorted

Comment Imported results from older GSM

N [ create |

0 ETOTESN

Fig. 9.19: Container tasks are used to import external reports.

The reports need to be in the GSM XML report format.

9.1.2 Authenticated Scan using Local Security Checks

An authenticated scan may provide more vulnerability details on the scanned system. During an au-
thenticated scan the target is both scanned from the outside via the network and from the inside via
a valid user login.

During an authenticated scan the GSM logs in to the target system in order to run these local security
checks (LSC). The scan therefore requires the prior setup of user credentials. These credentials are
used to authenticate to different services on the target system. In some circumstances the results
could be limited by the permissions of the users used.

The NVTs in the corresponding NVT families (local security checks) will only be executed if the GSM
was able to log in to the target system. The local security check NVTs in the resulting scan are mini-
mally invasive.

The GSM only determines the risk level but does not introduce any changes on the target system.
However the login by the GSM is probably being logged in the protocols of the target system.
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The GSM can use different credentials based on the nature of the target. However, the mostimportant
ones are:

+ SMB On Windows systems the GSM can check the patch level and locally installed software
such as Adobe Acrobat Reader or the Java suite.

- SSH This access is used to check the patch level on UNIX and Linux systems.
- ESXi This access is used for testing of VMWare ESXi servers locally.

- SNMP Network components like routers and switches may be tested via SNMP.

Pros and Cons of Authenticated Scans

The extent and success of the testing routines for authenticated scans depend heavily on the permis-
sions of the account used. On Linux systems an unprivileged user is sufficient and may access most
interesting information while especially on Windows systems unprivileged users are very restricted
and administrative users provide more results. An unprivileged user does not have access to the Win-
dows registry, the Windows system folder \windows, which contains the information on updates and
patchlevels, etc.

Local security checks are the most gentle method to scan for vulnerability details. While remote se-
curity checks try to be least invasive as well, they might have some impact.

Simply stated an authenticated scan is similar to a Whitebox approach. The GSM has access to prior
information and may access the target from within. Especially the registry, software versions and
patchlevel are accessible.

Aremote scan is similar to a Blackbox approach. Here the GSM uses the same techniques and proto-
cols as a potential attacker to access the target from the outside. The only information available was
collected by the GSM itself. During the test the GSM may provoke malfunctions to extract any avail-
able information on the used software. The scanner might for example send a malformed request to
a service to trigger a response containing further information on the deployed product.

During a remote scan using the scan configuration Full and Fast all remote checks are safe.
The used NVTs might have some invasive components but none of the used NVTs try to trigger a
defect of malfunction in the target (see example below). This is ensured by the scan preference
safe_checks=yes inthe scan configuration. AILNVTs with very invasive components or which might
trigger a denial of service (DoS) are automatically excluded from the test.

Example of an invasive NVT

An example for an invasive but save NVT is the Heartbleed NVT. This is executed even with
safe_checks enabled because the NVT does not have any negative impact on the target. But the
NVT is still invasive because it does test the memory leakage of the target. If the target is vulnerable
actual memory of the target is leaked. The GSM does not evaluate the leaked information but just the
fact that the memory was leaked. The information is immediately discarded.

Credentials

To access the credentials select the submenu Credentials from the Configuration menu. To create
new credentials use the i icon in th upper left corner. An overlay is displayed where the following
information can be entered:

- Name An arbitrary name for the credentials.
- Comment A freely selectable comment.
- Type The following types may be chosen:

- Username + Password
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Name Credentials for Debian Systems
Comment This useris setup on debian systems
I Type Username + Password A |
Allow insecure use Yes (e Mo
Auto-generate Yes (e Mo
Username scanuser [ 3
Password [ TITITTIT)

Create .

Fig. 9.20: SSH keys can be utilized with credentials as well.

- Username + SSH Key
- Client Certificate
- SNMP
- Allow insecure use The GSM will only use the credentials using encrypted protocols by default.
- Autogenerate Credentials The GSM itself is creating a random password.
- Username The login name used by the GSM to authenticate on the scanned target system.
- Password The password can be entered.
Depending on the Type further options might be shown:
- SSH
- Private Key If authentication is performed via SSH the private key can be uploaded.
- Passphrase If required the passphrase of the private ssh key can be entered.
- Client Certificate

- Certificate If authentication is performed via a client certificate the certificate file may be
uploaded.

- Private Key The corresponding private key can be uploaded.
« SNMP

- SNMP Community If the protocols SNMPv1 or SNMPv2c are used the community can be
entered.

Username For SNMPv3 the username may be specified.

Password For SNMPv3 the password may be specified.

Privacy password For SNMPv3 the password for the encryption may be specified.

Auth algorithm The authentication algorithm may be chosen. Supported are either MD5
or SHA1.

Privacy algorithm The encryption algorithm may be chosen. Supported are AES128, DES
or none.
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Autogenerate Credentials

To simplify the installation and creation of accounts for authenticated scans the GSM option
Autogenerate Credential offers an install package for the respective target system. This package cre-
ates the user and the most important permissions for the authenticated scan and re-sets them again
during uninstallation.

The install package is provided for:

- Debian based systems &
« RPM based systems k4
+ Windows 3

+ Public Key

Requirements on Target Systems with Windows

General notes on configuration

- The remote registry service must be started in order to access the registry

You can achieve this by configuring the service to automatically start up. If you do not prefer
the automatic start, you could configure manual start up. In that case the service will be started
while the system is scanned by GSM and afterwards it will be disabled again. To ensure this
behaviour the following item about LocalAccountTokenFilterPolicy must be considered.

- Itis necessary that for all scanned systems the file and printer sharing is activated. When using

Windows XP, take care to disable the setting “Use Simple File Sharing".

+ Forindividual systems not attached to a domain the following registry key must be set:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\system\
DWORD: LocalAccountTokenFilterPolicy = 1

« On systems with domain controller the user account in use must be a member of the group Do-

main Administrators to achieve the best possible results. Due to the permission concept it is
not possible to discover all vulnerabilities using the Local Administrator or the administrators
assigned by the domain. Alternatively follow the instructions below under Configuring a domain
account for authenticated scans (page 95).

+ Should a Local Administrator be selected - which we explicitly do not recommend - itis manda-

tory to set the following registry key as well:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\system\
DWORD: LocalAccountTokenFilterPolicy = 1

- Generated install package for credentials: The installer sets the Remote Registry service to

auto start. If the installer is executed on a Domain Controller the user account will be assigned
to the Group BUILTIN/Administrators (SID S-1-5-32-544).

+ An exception rule for the GSM on the Windows firewall must be created. Additionally on XP

systems the File and Printer Sharing must be set to enabled.

- Generated install package for credentials: During the installation the installer offers a dialog to

enter the IP address of the GSM. If the entry is confirmed the firewall rule is configured. The File
and Printer Sharing service will be enabled in the firewall rules.
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Configuring a domain account for authenticated scans

In order to use a domain account for host based remote audits on a windows target this must be
performed under Windows XP Professional, Windows Vista, Windows 2003, Windows 2008, Windows
2012, Windows 2016, Windows 7, Windows 8, Windows 8.1 or Windows 10 and also be part of a domain.

Taking security into consideration the following eight steps should be implemented to create these
scans.

Step 1: Create a security group First create a security group called Greenbone Local Scan:
- Loginto a domain controller and open Active Directory Users and Computers.
« Now create the security group in the menu. Select Action > New > Group.

- Callthegroup Greenbone Local Scan. ltisimportantthatthe Globalis selected forthe Group
Scope and Security as the Group Type.

- Add the account, that is being used for the local authenticated scans under Windows by the
Greenbone Appliance, to the group Greenbone Local Scan.

Step 2: Create a Group Policy Now create a group policy with called Greenbone Local
SecRights.

+ Open the Group Policy Management console.
« Right click on Group Policy Objects and select New.

« Enter Greenbone Local SecRights as the name of the policy.

E Group Policy Manageme -0 ll
2 File Action View Window Help ‘;IE x|
OB E...cro X
& Group Policy Management i
= 4\ Forest: testlab.local Name:
= (55 Domains |Greenb0ne Local SecRights —
B 3 testlab.local |
s/ Work Default Doma  gource Starter GPO:
31 Domain Controllers
31 Greenbone I(none) LI
=1 Microsoft Exchange
=1 ¥-GPO-Test OK | Cancel |
21 x-OpenVAS
- Group Palicy Objects
5 WMI Filters
& Starter GPOs
& Sites
s Group Policy Modeling
4 Group Policy Results
(| | ) L Bl |
| | \

Fig. 9.21: Anew Windows Group Policy Object for Greenbone scans.

Step 3: Configuration of the Policy Add the group Greenbone Local Scan to the Greenbone
Local SecRIghts policy andinsert local administrators to the groups.

Please note that this setting still exists after the GPO has been removed (Tattooing GPO). This changes
fundamental privileges which might not be simply reversed by removing the GPO. Please research first
whether these settings are compatible with your environement!
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« Click on the policy Greenbone Local SecRights andselectEdit.

- Open:

Computer Configuration\Policies\Windows Settings\
Security Settings\Restricted Groups

- In the left pane right click on Restricted Groups and select Add Group

- NowselectBrowse inthe Add Group dialog, enter Greenbone Local Scan,afterwards click
Check Names.

E Group Policy Management Editor

File Action View Help [kl m

g
B O P?I|C|es ) | Browse of
| Software Setting
= [ Windows Setting
“ Name Resolu
|| Scripts (Start
% Security Settil o |

A Account
3 Local Pc Select Groups ﬂm

& Bventle oopciis object type
‘s Resfrict

% System |Groups or Built-in security principals Object Types...
A " Fiom this lacation

Itestlab local Locations...

Cancel |

o]

Enter the object names to select (examples):

i

Greenbone Local Scan\ Check Names

Advanced. OK | Cancel

y

Fig. 9.22: Check Windows Group Name.

- Click OK twice to close the opened dialog.
« Under This group is member of: clickonadd.

- Add the group Administrators. Additionally on non-English systems enter the respective
name of the local administrator group.

+ Click OK twice.

Step 4: Configuration of the policy, to deny local log on systems of the Greenbone Local Scan
group

Add the Greenbone Local Scan tothe Greenbone Local SecRights group and deny the local
log in of group members.

+ Clickonthe Greenbone Local SecRights andthen selectEdit.

- Open:

Computer Configuration\Policies\Windows Settings\Security Settings\
Local Policies\User Rights Assignment

+ In the right pane double clickonDeny log on locally

- Set the checkmarkinDefine these policy settings:

« ClickonaAdd User or Group

« Now select Browse, enter Greenbone Local Scan andthen click on Check Names.

+ Now click twice on OK to close the opened dialog.

96 Chapter 9. Vulnerability Management




Greenbone Security Manager with Greenbone OS 4, Release 4

File Action View Help
€= HEIRE L HE
[ =  Policies 4 Mempers of this group:
[ Software Settings L
= [ Windows Settings
[ Name Resolution Policy Remove
(2 Scripts (Startup/Shutdown) ||
B & Security Settings
4 Account Policies
& Local Policies
3 Event Log
4 Restricted Groups

Configure Membership for TESTLAB\Greenbone. .. |

Add.

This group is a member of:

P » <The groups ta which this group belongs Add

should not be modified=
Remoye
Group Membership X I

Group

|Adm|n|stratoren\ Browse ...

Cancel |

Fig. 9.23: Add Group Membership.

TESTLAB\Greenbone Local Scan Properties ﬂm

Configure Membership for TESTLAB\Greenbone |

Nl

Members of this group:

Add

i

Remaye

a This group 15 a member of.
r Adrinistratoren

Add...

I Remaye
Group Membership m

Group:

|Adm|n|strator5| Browse |

0K | Cancel |

Fig. 9.24: Add another Group Membership.
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File Action View Help

@2 | 7mIRE = J

= [ Policies
I Software Settings
= [ Windows Settings
I Name Resolution Policy
1= Scripts (Startup/Shutdown)
B & Security Settings
3 Account Policies

:l Policy =

li/Bypass traverse checking
i/ Change the system time
i/ Change the time zone

i Create a pagefile
“iCreate a token object

E Group Policy Management Editor Deny log on locally Properties

Security Policy Setting | Exp\ain'

g? Deny log on locally
o=

v Define thess policy settings

Add User or Group m

ii/Create global objects
:/Create permanent shared User and group names
i Create symbolic links |

i/Debug programs

:/Deny access to this comp
Deny log on as a batch jo
/Deny log on as a service

= & Local Policies

4 Audit Policy

. User Rights Assignment
A Security Options

4 EventLog

4 Restricted Groups

Browse

o

‘a System Services ) Ok | Cancel |
% Reglstry EiDeny log on locally
o il 4 Deny log on thre=oeos
ﬁzli(:eiy;t:t\n;ork (IEEE 202.3) EiEnable compute Select Users, Computers, Service Accounts, or Groups ﬂm
3 Windows Firewall with Advar | “Force shutdowr abject type:
I Network List Manager Policie ¥ || /Generate secur ; ;
. » ‘ IUsersj Service Accaunts, Groups, or Built-in security principals Object Types.

From this location:

|Tesﬂab local Locations

Enter the cbject names to select (examples):

Greenbone Local Scan| Check Names

i

Advanced... aK | Cancel

N

Fig. 9.25: Edit the policy for local log on.

- Click OK.

Step 5: Configure the policy to deny the group Greenbone Local Scan logging into systems re-
motely

Add the Greenbone Local Scan to the Greenbone Local SecRights group and deny group
members logging in via RDP.

- Click the policy Greenbone Local SecRights andthenselectEdit.

+ Open:

Computer Configuration\Polices\Windows Settings\Security Settings\
Local Policies\User Rights Assignment

- Inthe right pane double click on Deny log on through Remote Desktop Services.
- Setthe checkmarkinDefine these policy settings:
« ClickonaAdd User or Group

- Now select Browse in the dialog, enter Greenbone Local Scan,thenclickon Check Names.

« Now click twice on OK to close the opened dialog.
- Click OK.

Step 6 (Optional): Configure the policy to give only read permissions to the local drive for the
Greenbone Local Scan group.

Restrict the permissions to the system drive in the Greenbone Local SecRights policy for the
Greenbone Local Scan group. Please note that this setting still exists after the GPO has been re-
moved (Tattooing GPO). This changes fundamental privileges which might not be simply reversed
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File Action View Help

97 mXE = [H @

[ Software Settings
= [ Windows Settings
1 Name Resolution Policy
& Seripts (Startup/Shutdown)
= & Security Settings
3 Account Policies

i Audit Policy

il User Rights Assignment
i Security Options

vent Log

(4 Restricted Groups

4 System Services

4 Registry

[ File System

i Wired Network (IEEE 802.3)

= 1 Policies [ policy ~
A Create permanent shared
“ICreate symbolic links
“/Debug programs

“Deny access to this comp
“Deny log on as a batch jo
“Deny log on as a service
“Deny log on locally
EDeny log on through Rem
“IEnable computer and use
“IForce shutdown from are
14 Generate security audits
“ Impersonate a client aftel
JIncrease a process workit
“/Increase scheduling priori
“Load and unload dosica

4

% Deny log on through Remote Desktop Services

[v" Define these policy settings:

e o o
B Group Policy Management Editor Deny log on through Remote Desktop Services Properties [ ?[x|

Security Policy Setting |Exp\am|

Add User or Group x|

User and group names

Browse
OK Cancel

‘Lock pages in Select Users, Computers, Service Accounts, or Groups m

“Log on as a be
<
Object Types
From this location:
|(eaﬂab local Locations

Enter the object names to select (examples}
Check Names

1 Windows Firewall with Advar
1 Network List Manager Polici

<« |

Select this object type:
|User5, Service Accounts, Groups, or Built-in security principals

Greenbone Local Sean|

Acvances cance
/

Fig. 9.26: Edit Policy for remote log in.

by removing the GPO. Please research first whether these settings are compatible with your environe-
ment!

- Click onthe Greenbone Local Sec Rights policy and then select Edit.

« Open:

Computer Configuration\Polices\Windows Settings\Security Settings\File Systems

- In the left pane right click on File System and select Add File..

- In the Folder field enter: $SystemDrive$ and click OK.

B Group Policy Management Editor _[O]x
File Action View Help
LA TN Mo

[ Software Settings

= 1 Windows Settings
1 Name Resolution Policy
= Scripts (Startup/Shutdown)

3 Audit Policy

Add this file or folder to the template:

A Computer
.14 Floppy Disk Drive (A:)
& Local Disk (C:)
. DVD Drive (D:) Integration Services Setup

i User Rights Assignment
i Security Options —
vent Log
4 Restricted Groups -
% System Services
4 Registry
4 File System
£ Wired Network (IEEE 802.3)
[ Windows Firewall with Advar

Jos Neiwork List Manager Policie ¥

»

Folder I%SvﬁtemDrwe%\

[Viake Iew Folder | OK Cancel |

Z

<

Fig. 9.27: Specifying the $SystemDrive$ folder.

+ Clickon Add under Group or user names:

- In the dialog that opens enter Greenbone Local Scan and click OK.

« Now select the user Greenbone Local Scan.

- Deactivate all checkmarks under A11ow and activate the checkmarks under Deny > Write.

- Afterwards click on OK and confirm the warning message with Yes.
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File Action View Help

B Group Policy Management Editor Database Security for %SystemDrive%Y

Security |

LA SIEN 70

& [ Policies
| Software Settings
= 7 Windows Settings
I Name Resolution Policy

B & Security Settings
 Account Policies

= Seripts (Startup/Shutdown)

Group or user names

£ CREATOR OWNER

2 SYSTEM

5 Administrators (TESTLAB\Administrators)
52 Users (TESTLAB\Users)

SRR Select Users, Computers, Service Accounts, or Groups [%]
iA

U Selectthis object type:

S

IUSerS, Groups, or Bilt-in security principals

ARest  From this location
A Syste I(esﬂab local
ARegi

A File !

Enter the object names to select (examples):

CINetv

Fig. 9.28: Select the

File Action View Help

Advanced.

B Group Policy Management Editor

e @z EE

= [ Policies

| Software Settings

5 I Windows Settings

I Name Resolution Policy

Scripts (Startup/Shutdown)
& & Security Settings
Account Policies
=  Local Policies
Audit Policy
User Rights Assignme
Security Options
Event Log
 Restricted Groups
 System Services
® [a Registry
% File System
] Wired Network (IEEE 80
I Windows Firewall with A
I Network List Manager Pc

Greenbone Local Scan|

0K

Object Types.
Locations

Check Names:

Cancel

4

TR T Tancel

1
T |

Greenbone Local S

Database Security for %SystemDrive%\

Security |

Group or uger names:

can group.

5 CREATOR OWNER
8 SYSTEM
8 Administrators (TESTLABWAdministrators)

8 Users (TESTLAB\Users)

Permissions for Greenbone Local
Scan

8 Greenbone Local Scan (TESTLAB\Greenbone Local Scan)

Read and Execute
List Folder Contents
Read

Write

Special permissions

Deny
o -
O
[m]

a)

O <

For special permissions or acivanced settings,
click Advanced

Learn about access control and permissions

Advanced

o]

Cancel |

oy |

Fig. 9.29: Deny Write access to the group.
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- Now select Configure this file or folder then and Propagate inheritable
permissions to all subfolders and files and then click on OK.

Add Object [X]

—J %SystemDrive%\

@ Configure this file or folder then
@ Propagate inheritable permissions to all subfolders and files

 Replace existing permissions on all subfolders and files with
inheritable permissions

¢ Do not allow permissions on this file or folder to be replaced

Edit Security.

Fig. 9.30: Make the permissions recursive.

Objekt hinzufiigen x|
j %SystemDrive\
& [fiatel oder Orcner ke T Und anschlietend:

(% verebars Berechtiqungen an alle Unterordner und Datsien
vertsilen

" vorhandene Berechtigungen firr alle Unterordner und Dateien mit
verstbbaren Berechtigungen ersetzen

" Ersetzen der Datei- ader Ondnerberechiigungen nicht zulassen

Sicherhet bearbeten...

-

Fig. 9.31: Policy for read permissions on the system drive.
Step 7 (Optional): Configure the policy to give only read permissions to the registry for the
Greenbone Local Scan group.

To achieve complete restriction is very difficult and possible with a lot of effort. If necessary critical
branches can be secured additionally by adding the branches manually.

Please note that this setting still exists after the GPO has been removed (Tattooing GPO). This changes
fundamental privileges which might not be simply reversed by removing the GPO. Please research first
whether these settings are compatible with your environement!

« In the left paneright click Registry and select Add Key.
+ Select Users and click OK

B Group Policy Management Editor _[Ofx]
File Action View Help ‘
PN 3 7 s

Select Registry Key [x]

= 1 Policies
# 1 Software Settings Registy:
= 1 Windows Settings 5
® ) Name Resolution Policy
=4 Scripts (Startup/Shutdown)
= & Security Settings
@ 3 Account Policies
= . Local Policies
@ 3 Audit Policy
® 3 User Rights Assignme
®  Security Options
® d EventLog
 Restricted Groups
 System Services
aRegistry
i File System Selected key:
@ ] Wired Network (IEEE 80 [CLASSES_ROOT
) Windows Firewall with A
I Network List Manager Pc

< | con

o

=87 MACHINE
=4 USERS

ERERC]

®

Fig. 9.32: Select the USERS registry key.

+ Click on Advanced and then Add.

- Enter Greenbone Local Scan inthe dialog that opens and click on OK.
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M Advanced Security Settings for USERS H
Permissions | Auditing| Gwner|
To view or edit details for a permission entrv select the entrv and then click Fdit
Select User, Computer, Service Account, or Group [2]x]
Permission ent
Select this object type:
Type N Iuser, Group, or Built-in security principal Object Types :,
Allow A 3
Alow © From this location
Allow S I(esﬂab local Leasiens s
Alow u 3
Enter the object name to select (examples).
Greenbone Local Scan| Check Names
Avont s
2
Add | Edit. | Remove
I~ Include inheritable permissions from this object's parent
Managing permission entries

oK | Cancel | Apply |

Fig. 9.33: Select the Greenbone Local Scan group.

- In the following dialog select for Apply to: This object and child objects

« Under Permissions select Deny for Set Value, Create Subkey, Create Link, Delete,
Change Permissions and Take Ownership.

' Permission Entry for USERS m
- Object |

[ F

MName: IScan (TESTLAB\Greenbone Local Scan) Change.. T

v

Apply to: IThis object and child cbjects LI ;

Permissions: Allow Deny T
Full Control O O
Query Value O O
Set Value (]
Create Subkey O
Erumerate Subkeys O O
Notify O O
Create Link, (]
Delete O
Read permissions O O
Change permissions O
Take owrership O f

r Apply these permissions to cbjects and/or Clear All
containers within this container only -
Managing permissions -
OK | Cancel |

Fig. 9.34: Disallow edition of the registry.

- Do not select anything under A11ow!
- Afterwards click OK twice and confirm the warning message with yes.

- Click OK again.

- NowselectConfigure this key thenandPropagate inheritable permissions to
all subkeys and then click OK.

- Repeat the above mentioned steps also for MACHINE and CLASSES_ROOT by clicking on Registry
in the right pane and then select 2dd key....

Step 8 (Optional): Allow WMI access on Windows Vista, 7, 8,10, 2008, 2008R2, 2012 and 2016 Win-
dows Firewall

+ Clickonthe Greenbone Local Sec Rights policy and then select Edit.
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[Add object [x]
—jl USERS
@ Configure this key then
® Propagate inheritable permissions to all subkeys

" Replace existing permissions on all subkeys with inheritable
permissions

¢ Do not allow permissions on this key fo be replaced

Edit Security.
0K | Cancel |

Fig. 9.35: Propagate the new settings recursively.

- Open:

Computer configuration\Policies\Windows Settings\Security
Settings\Windows Firewall with Advanced Security\Windows
Firewall with Advanced Security\Inbound Rules

+ Right mouse click in the working area and choose New Rule...?

- Choose the Predefined option, and click on Windows Management Instrumentation (WMI) from
the drop-down list.

5 @ New Inbound Rule Wizard e
File Action View Help Rule Type
e nE = HE Select the type of firewall le to create
v [ Policies
« [ Software Settings Steps:
[ Software installation & Fule Type AT DR ek Yot e e
~ [ Windows Settings @ Predefined Rules
| Name Resolution Policy
) Scripts (Startup/Shutdown) @ Adtion O Program
= Rule that cantrals connections far a program.
=5 Deployed Printers
~ [ Security Settings O Port
[ Account Policies Rule that controls connections for a TCP or UDF port
3 Local Policies ]
3 Event Log © Predefined:
A Restricted Groups Windows Managemert Instrumentation (WMI) ~
& System Services Rule that controls connections for a Windows experience
A Registry
i File System o 2:'0:“”‘2
Fi’ Wired Network (IEEE 802.3) Policies
~ ] Windows Firewall with Advanced Security
v @@ Windows Firewall with Advanced Security - LDAP://CN={4007EA
&3 Inbound Rules
B3 Outbound Rules
% Connection Security Rules
“ Network List Manager Policies
Eaff Wireless Network (IEEE 802.11) Policies
7| Public Key Policies
| Software Restriction Policies
< < Back Cancel

Fig. 9.36: Configuring the firewall via GPO

- Click on Next.

- Click the check boxes for:
- Windows Management Instrumentation (ASync-In)
- Windows Management Instrumentation (WMI-In)
- Windows Management Instrumentation (DCOM-In)

+ Click on Next.

- Click on Finish.
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I @ New Inbound Rule Wizard ®
File Action View Help Bredefined Rules
o | n== B Select the ruies to be created for this experience:
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v [ Software Settings Steps:

[ software installation ® Rule Type Which es would you like to create?
+ [& Windows Settings @ Predsfined Rules The following rules define network connectivity requirements for the selected predefined aroup.
~| Name Resolution Policy Rules that are checked wil be created. If a nle already exists and is checked. the contents of
] Scripts (Startup/Shutdown) @ Acton the exdsting rule wil be overritten
1 Deployed Printers
~ Ty Security Settings Rules:
& Account Policies Name Fule Exsts Proie
% ;;:Li:;“s Windows Management Instrumentation (ASyn... Mo Al
3 Restricted Groups Wiindows Management Instrumentation (WMI-.. Mo Al
° Windows Management Instumentation (DCO... No Al
4, System Services
4 Registry
4, File System
a7 Wired Netwark (IEEE 802.3) Policies
~ [ Windows Firewall with Advanced Security
v i Windows Firewall with Advanced Security - LDAP://CN={4007E4
E21 Inbound Rules

Desc)
Inbou
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% Outbound Rules <
¥ Connection Security Rules
7| Network List Manager Policies
Zaff Wireless Netwark (IEEE 802.11) Policies
I Public Key Policies
| Software Restriction Policies

< Back Ned > Cancel

Fig. 9.37: Configuring the firewall via GPO

Step 9: Linking of the Group Policy Object

+ On the right pane in the Group Policy Management console right click on the domain or Organi-
zational Unit Link an Existing GPOandselectLink an Existing GPO...

- Now select the group policy object Greenbone Local SecRights. The values shown in the
figure only serve as example.

Select GPO [x]

B Group Policy Management [ S LaTs o}

_ = File Action View Window F

[testiab.local =]
PRI EE T
 Group Policy Management SRl ebizis
= A Forest: testlab.local on
& @ Domalns Default Domain Controllers Policy
© 3 testlab.local Default Domain Policy
=/ Work Default Domain F SeR

Gre

& 5 Domain Controllers
® = Greenbone
=1 Microsoft Exchange Sec

|

Fig. 9.38: Linking the policy.

Restrictions Based on the fact that write permissions to the registry and system drive have been
removed, the following two tests will no longer work:

+ Leave information on scanned Windows hosts 0ID 1.3.6.1.4.1.25623.1.0.96171 This
test, if desired, creates information about the start and end of a scan under HKLMSoft-
wareVulScaninfo. Due to denying write access to HKLM this is no longer possible. If you
continue to desire this the GPO must be adjusted here respectively.

- Windows file Checksums 0ID 1.3.6.1.4.1.25623.1.0.96180 This test, if desired, when ex-

ecuted saves the tool ReHash under C:\Windows\system32 (for 32-bit systems) or
c:\Windows\SysWOW64 (for 64-bit systems). Due to denying write access this is no longer
possible. The tool must be saved separately or the GPO must be adjusted respectively.

More information can be found in section File Checksums (page 163).
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Scanning without domain admin and local admin permissions

Theoretically it is possible to build a GPO in which the user also does not have any localadmin permis-
sions. But the effort to add respective read permissions to each registry branch and folder as well, is
enormous. Unfortunately inheriting of permissions is deactivated for many folders and branches. Ad-
ditionally these changes can be set by GPO but cannot be removed again (Tattooing GPO). Also specific

permissions could possibly be overwritten so that additional problems could occur.

To go this route does not make a lot of sense from a technical and administrative perspective.

Requirements on Target Systems with Linux/UNIX

- For authenticated scans on Linux or UNIX systems regular user access is usually enough. The
log in is performed via SSH. The authentication is done wither with passwords or an SSH key
stored on the GSM.

- Generated install package for credentials: The install package for Linux Debian or Linux RedHat
isa .deb or a . rpm respectively, creating a new user without any specific permissions. A SSH
Key that is created on the GSM is stored in the users home folder. For users of other Linux dis-
tributions or UNIX derivatives the key is offered for download. The creation of a user and saving
the key with the proper file permissions is the responsibility of the user.

- In both cases it needs to be made sure that Public Key authentication is not prohibited by the
SSH daemon. The line PubkeyAuthentication no can not be present.

- Already existing SSH keys protected by an optional passphrase can be used as well. It is recom-
mended to use the RSA and DSA formats as created by the command ssh-keygen.

- Forscans thatinclude policy testing root permission or the membership in specific groups (often
wheel) might be necessary. For security reasons many configuration files are only readable by
super user or members of specific groups.

Requirements on Target Systems with ESXi

By default, local ESXi users are limited to read-only roles. Either an administrative account or a read-
only role with permission to global settings must be used.

The following steps will guide you through the process.

Start the Vsphere client.

@

File Edit View Inventory Administration Plug-ins Help

E J €) Home

- vSphere Client

Inventory

5

Inventory

Administration
2@
-

Roles System Logs

Recent Tasks

Name, Target or Status contains: +

T

Name Target Status

< m
& Tasks

Details Initiated by

Requested Start Ti... <= | Start Time

Fig. 9.39: The vsphere client offers access to the roles.

9.1. Scanning

105



Greenbone Security Manager with Greenbone OS 4, Release 4

On the Home screen click Roles.

@ - vSphere Client == -
File Edit View Inventory Administration Plug-ins Help

3 EJ |& rome b GR Administration b &8 Roles
(&* AddRole  (§§) Clone Role

Roles Usage: Read-only
Name This role is not in use
No access

[ Read-only
Administrator

Recent Tasks Name, Target or Status contains: ~ Clear X
Name Target Status Details Initiastedby | Requested Start Ti... — | Start Time
< m >
& Tasks root 7

Fig. 9.40: The roles are displayed.

Select the Role ReadOnly by right-clicking with the mouse. Clone the role. The list will now contain
the Clone as well.

@ - vSphere Client =0 -
File Edit View Inventory Administration Plug-ins Help
BB B A tome >R Administaton b &8 Roles

(&* AddRole  (§]) Clone Role

Roles Usage: Read-only
Name This role is not in use
No access

[Read-only
Administrator Add...

Greenbone ScanRolle Clone

Edit Role

Copy to Clipboard ~ Ctrl+C

Recent Tasks Name, Target or Status contains: + Clear X
Name Target Status Details Initiated by Requested Start Ti... < | Start Time:
< ] >
91 Tasks root

Fig. 9.41: The clone is added.

Rename the cloned role appropriately. In this case Greenbone Scan Role is used.
Now modify the new role by right-clicking the role again with the mouse

Add the privilege Global > Settings totherole.

Finally assign the new role to the scan user account used by the GSM. Choose the appropriate user
from the list of local users and groups.

Go to the permissions tab and click the empty space. Choose Add Permission.

Select the created role in the right column. Add the appropriate user in the left column and apply the
change using the OK Button.

Requirements on Target Systems with Cisco OS

The GSM may check network components like routers and switches for vulnerabilities as well. While
the usual network services are discovered and checked via the network some vulnerabilities may only
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File Edit View Inventory Administration Plug-ins Help

a ‘Q Home b (R, Administration b &8 Roles ‘

{&* Add Role () Clone Role

Roles Usage: Greenbone ScanRole

| Mame | This role is not in use

No access

Read-only

Administrator
Recent Tasks Name, Target or Status contains: + Clear X
Name | Target | Status | Details | Intistedby | Requested Start Ti.., < | Start Time
<] " | >
(9] Tasks | root

Fig. 9.42: The clone may be renamed.

File Edit View Inventory Administration Plug-ins Help
a ‘Q Home b (i, Administaton b & Roles ‘
(&* Add Role () Clone Role

Roles Usage: Greenbone ScanRole
| Name | This role is not in use
No access
Read-only
Administrator
Add...
Clone
Rename
Remove
Edit Role...
Copy to Clipboard  Ctrl+C

Recent Tasks Name, Target or Status contains: ~ Clear X

Narme | Target | Status | Details | Initiated by lnmedstatn...\—lstanq
<] m >'V
(99 Tasks | root

Fig. 9.43: Modify the new Greenbone role.

e  mee

File Edit View Inventory Administration Plug-lhl it e roe name or make T e T
n ‘Q Home b ‘R Administration D aI by enabling or disabling the check boxes.
Name: | ScanRole
* Add Role Clone Role
) @ :
Roles Usage|
- [ Extension ~
j
Name | - [ Folder
No access =& Global
Read-only [ Act as vCenter Server
Administrator [ Cancel task
Greenbone ScanRole - [ capacity planning
[ piagnostics
.0 isable methods
O Enable methods
[ Global tag
- [ Health
[ Licenses
[ Log event
[ Manage custom attributes
Recent Tasks [m} P"’_xy
[ script action
e [Target E O service managers
[ set custom attribute
- s
- [ System tag
<] " - [ Host [v]
[ Tasks_ | Description: Edit global settings
| x| _om |

Fig. 9.44: Add Global>Settings to the role.
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File Edit View Inventory Administration Plug-ins Help
ﬁ ﬁ ‘9 Home b g5 Inventory b [l Inventory
& @
=] Greenbone himalia.dn-systems.net VMware ESXi, 5.5.0, 3568722
@ support
Getting Started ' Summary ' Virtual Machines ' ResourceAllocation  Performance  Configuration JRCICIRVHIFERAGLITIN, Events ' Permissions
View: |Users Groups Refresh
uD .| User | Name [
0 root Administrator
100 deui DCUTUser
500 vpxuser VMware VirtualCenter administration account
1000 Greenbone Greenbone
Recent Tasks Name, Target or Status contains: ~ Clear X
Name | Target | status | Details |Initisted by | Requested Start Ti.., < | Start Time | Completed Time |
[¢] Tasks | root

Fig. 9.45: Access the list of local users.

File Edit View Inventory Administration Plug-ins Help
a ﬁ ‘9 Home b gf Inventory b [ Inventory |
& &
B [ Greenbone himalia.dn-systems.net VMware ESXi, 5.5.0, 3568722
# @ support
Getting Started ' Summary ' Virtual Machines ' ResourceAllocation = Performance ' Configuration ' Local Users & Groups = Events
User/Group | Role | Definedin |
8 vpuser Administrator This object
& dai Administrator This objed
8 root Administrator This objedt
Add P
Refresh
View Column >
Export List...
Recent Tasks Name, Target or Status contains: + I Clear X
Name | Target Status | Details | Iniiated by | Requested Start Ti... < | Start Time | Completed Time |
[ Tasks | root 4

Fig. 9.46: Add a permission on the privileges tab.
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@

File Edit View Inventory Administration Plug-ins Hel

E (%] £y Home b g8 Inventory b [l Inventor|

& &
= [ Greenbone himalia.dn-systems.n|
6 Support o ——
Getting Started " Sum
User [Group
8 vpuuser
8  dai
8 root
Recent Tasks
Mame Target Status
& Tasks

& Assign Permissions -

To assign a permission to an individual or group of users, add their names to the Users and Groups list below. Then select
one or more of the names and assign a role.

Users and Groups Assigned Role

These users and groups can interact with the current Selected users and groups can interact with the current
object according to the selected role. object according to the chosen role and privileges.
Mame Role Propagate [Greenbune ScanRole j
8 Greenbone  GreenboneScanRole  Yes
=- [ Al Privileges ~
[ Alarms

[ patacenter

[ patastore =

[ Datastore cluster

(- [] Distributed switch

[ dvPort group

[ £5x Agent Manager

[ Extension

[ Folder

[4 Global

[] Host v
< n >

Description: Select a privilege to view its
description

Add... Remove [¥ Propagate to Child Objects

Help OK Cancel |

Fig. 9.47: Assign the role to the user.

[ x |

root

be discovered by an authenticated Scan. For the authenticated scan the GSM may use either SNMP or
SSH. This section will cover both approaches.

SNMP

The GSM may use the SNMP protocol to access the Cisco network component. The GSM support SN-
MPV1, v2c and v3. SNMP uses the port 161/udp. The default port list does not include any UDP port.
Therefore this portis ignored during the vulnerability test using Full and Fast and no SNMP check
is enabled. To scan network components the port list should be modified to include at least the fol-

lowing ports:
. 22/tcp SSH
- 80/tcp 8080/tcp HTTP
« 443/tcp 8443 /tcp HTTPS
- 2000/tcp SCCP
+ 2443/tcp SCCPS
- 5060/tcp 5060/udp SIP
- 5061/tcp 5061/udp SIPS
« 67/udp DHCP Server
+ 69/udp TFTP
+ 123/udp NTP
- 161/udp SNMP
+ 162/udp SNMP Traps
- 500/udp IKE
- 514/udp Syslog
+ 546/udp DHCPv6

9.1. Scanning
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- 6161/udp 6162/udp Unified CM
The admin might want to setup special port list to be used just for such network components.

The GSM needs to access only very few objects from the SNMP tree. For least privilege access a SNMP
view should be used to constrain the visibility of the SNMP tree for the GSM. The following two exam-
ples explain how to setup the view using either a community string or a SNMPv3 user.

To use a SNMP community string the following commands are required on the target:

’# configure terminal ‘

Using an access list the usage of the community may be restricted. The IP address of the GSM is
192.168.222.74 in this example:

‘(config) # access—-1ist 99 permit 192.168.222.74

The view gsm should only allow accessing the system description:

(config) # snmp-server view gsm system included

(config) # snmp-server view gsm system.9 excluded

The last command links the community gsm-community with the view gsm and the access-list 99:

(config) # snmp-server community gsm—community view gsm RO 99

When using a SNMPv3 user including encryption the following configuration lines are required on the
target:

# configure terminal

(config) # access—-1list 99 permit 192.168.222.74
(config) # snmp-server view gsm system included
(config) # snmp-server view gsm system.9 excluded

SNMPv3 requires the setup of a group first. Here the group gsmgroup is linked to the view gsm and
the access-list 99:

‘(Config) # snmp-server group gsmgroup v3 priv read gsm access 99 ‘

Now the user may be created supplying the password gsm-password and the encryption key
gsm—encrypt. The authentication is done using md5 while the encryption is handled by AES128:

‘(config) # snmp-server user gsm-user gsm-group v3 auth md5 gsm-password priv aes lZS‘gsmfencrypt

To configure either the community or the SNMPv3 user in the GSM the admin uses
Configuration/Credentials (see section Credentials (page 92)).

SSH

The authenticated scan may be performed via SSH as well. When using SSH the usage of a special
unprivileged user is recommended. The GSM currently only requires the command show versionto
retrieve the current version of the firmware of the device.

To setup a least privilege user which is only able to run this command several approaches are possible.
The following example uses the Role-Based-Access-Control feature.

Tip: Before using the following example, make sure you understand all side effects of the configura-
tion. If used without verification the system may restrict further logins via SSH or Console.

To use role based access control AAA and views have to be enabled:
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> enable

# configure terminal
(config) # aaa new-model
(config)# exit

> enable view

# configure terminal

The following lines create a restricted view including just the command show version. The supplied
password view-pw is not critical:

(config) # parser view gsm-view

(config-view) # secret 0 view—pw

(config-view) # commands exec include show version
(config-view) # exit

Now the user gsm—-user with the password gsm-pw is created and linked to the view gsm-view:

(config) # username gsm-user view gsm-view password 0 gsm—-pw

(config) # aaa authorization console
i # aac uthorization exec default loca
config) # aaa authorization e default local

If SSH is not yet enabled the following lines take care of that. Use the appropriate hostname and
domain:

(config) # hostname switch
(config) # ip domain-name greenbone.net
(config) # crypto key generate rsa general-keys modulus 2048

Finally enable SSH logins using the following commands:

(config) # line vty 0 4
(config-line) # transport input ssh
(config-line) # Crtl-Z

Now the credentials of the user need to be entered on the GSM. Navigate to Configuration followed
by Credentials and create the appropriate user. Then link the credentials to the target to be used as
SSH-credentials.

9.2 Scan Configuration

The GSM appliance comes with various pre-defined scan configurations. However, they can be cus-
tomized and expanded by your on configurations. The following configurations are already available
from Greenbone:

Empty This is an empty template.

Discovery Only NVTs are used that provide information of the target system. No vulnerabilities are
being detected.

Host Discovery Only NVTs are used that discover target systems. This scan only reports the list of
systems discovered.

System Discovery Only NVTs are used that discover target systems including installed operating
systems and hardware in use.

Fulland Fast For many environments this is the best option to start with. This configuration is based
on the information gathered in the prior port scan and uses almost all plugins. Only plugins are
used that will not damage the target system. Plugins are optimized in the best possible way
to keep the potential false negative rate especially low. The other configurations only provide
more value only in rare cases but with much more required effort.

Full and fast ultimate This configuration expands the Full and Fast configuration with plugins that
could disrupt services or systems or even cause shut downs.
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Full and very deep This configuration differs from the Full and Fast configuration in the results of
the port scan not having an impact on the selection of the plugins. Therefore plugins will be

used that will have to wait for a timeout. This scan is very slow.

Full and very deep ultimate This configuration adds the dangerous plugins that could cause possi-
ble service or system disruptions to the Full and very deep configuration. This scan is also very

slow.

The available scan configurations can be viewed under Configuration/Scan Configs. Remember that

by default only the first 10 configurations are always displayed.

s k
@ Scan Configs (8 of 8)

Famies_|nvs |

1-8ofB

Actions

Discovery

(Metwork Discovery scan configuration.) —[

empty

(Empty and static configuration template.) =0

Full and fast ] 63
(Most NWT's; optimized by using previously collected information.) o
Full and fast ultimate

(Most NWT's including those that can stop services/hosts; optimized by using previously collected k]
information.)

Full and very deep
(Most NWT's: don't trust previously collected information: slow.)

Full and very deep ultimate
(Most NWT's including those that can stop servicesfhosts; don't trust previously collected 63
information; slow.)

Host Discovery
(Metwork Host Discovery scan configuration.)

System Discovery
(Network System Discovery scan configuration.)

{Applied fiker: rows=10 first=1 sort=namea)

[

e

1777 BEoO
0 EH BECIE
51526 [ EifsRdEd
51526 [J EifekdRd
51526 [J EifskdEd
51526 [J EifEEdEd
2 md DU halbd
29 ad EIEEE4ES
VApply to page contents + (i | 4|

Fig. 9.48: The GSM comes with various scan configurations.

In figure The GSM comes with various scan configurations. (page 112) one can identify how many NVT
families and how many NVTs are activated in a configuration. Additionally it shows the trend if a scan

configuration was configured dynamically L4 or statically .

Greenbone publishes new plugins regularly (NVTs). Also new NVT families can be introduced through

the Greenbone Security Feed.

- Ll dynamic

1-8ofB

Scan configurations that are configured dynamically willinclude and activate new NVT
families and new NVTs of the respective activated families automatically after a NVT
Feed update. This ensures that new NVTs are available immediately and without any

interaction by the administrator.

« lme static

Scan configurations that are configured statically will not change after an NVT Feed

update.

The 2 icon indicates if the scan configuration is available to and can be used by other users.

Host Discovery
(Metwork Host Discovery scan configuration.)

local
(User specific cenfig) k

Fig. 9.49: User's scan configurations are only visible to them.

wd  EOCE bJRd

wd DC bR
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To make a configuration available the respective user, role or group must be assigned the get_configs
permission. Then this configuration will be visible to the respective users as well.

local | [
(User-specific Config) T 0 wd 0 e ad

Config owned by webadmin

Fig. 9.50: With the appropriate permissions other users can use the configuration.

System Discovery

9.2.1 Creating a New Scan Configuration

To create a new scan configuration first select Configuration/Scan Configs. Then by clicking on kil in
the upper left corner a new scan configuration can be created.

Alternatively a scan configuration can be imported using the i icon. Greenbone themselves offer
different scan configurations on their web site. In addition scan configurations can be exported on
other GSM appliances and then imported.

Vi
A (Jf
g Hame SHMP Scan Config '
.-,' Comment Used for Routers i
| Base « Empty, static and fast

¢ Full and fast k‘ |
f

1 —_—

i Create 1
; .
i P AR EELEEEFFNF oV . cicoel B | =1 <]

Fig. 9.51: Anew scan configuration can be created manually.

When manually creating a scan configuration enter the name and an optional comment and decide
which scan configuration to use as a template. You can choose between:

- Empty, static and fast
+ Fulland fast

If another scan configuration should be used as a template it may be cloned on the overview page k.
After cloning the configuration can be edited and given its own name and comment and can be further
customized.

The next overlay will display the starting configuration. The configuration can be edited right away.
Of importance are the following settings:

Family Trend This option decides whether a newly introduced family will be activated in this scan
configuration.

Family © He= |

NVT Trend Inevery family it can be decided if allNVTs in this family should be activated automatically.

‘ CentOS Local Security Checks 2125 of 2125 ®

Select all NVTs In this column all NVTs of a family may be selected.

Action tal With this icon the NVTs within a family may be individually selected if you do not want to
use all of them.
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'[ o

! Mame SHMP Scan Config I —
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Fig. 9.52: The configuration offers many customization options.

When scrolling further down the Edit Scanner Preferences will appear (see section Scanner Prefer-
ences (page 114)). Here additional settings for the scan can be customized after unfolding using ES.
Also, there are the Network Vulnerability Test Preferences that are being used by the NVTs. They can
be customized here after unfolding using[ﬁ. Furthermore thereis the possibility to define the settings
directly within the respective NVTs.

To make changes to the NVTs you must switch into the respective family.

After selecting a family the individual NVTs can be accessed. The NVTs that are part of a family and
their severity can be viewed.

Also the status (enabled/disabled) and the timeout of the NVT plugin can be viewed and verified as
well if the NVT can be configured further via a configuration (column Prefs). If this is the case, the
configuration can be accessed via the respective wrench icon £&. The settings can be found all the
way at the bottom of the page the opens next.

The customized settings of the NVTs are then visible on the overview page of the scan configuration
(see figure The configuration offers many customization options. (page 114) and The configuration
allows for specific customization of the NVTs as well. (page 115)).

For practical use especially the settings of the Port Scanner in use are of interest. The GSM appliance
utilizes Nmap and Ping as port scanner. Nmap is being used via the NASL wrapper. This allows for the
greatest flexibility.

9.2.2 Scanner Preferences

To document all scanner and NVT preferences is out of scope of this document. Therefore only the
mostimportant general settings and specific settings of the Ping and Nmap-scanners will be covered.
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Edit Scan Config [ %]

Network Vulnerability Test Preferences (=] I

3Com Superstack 3
switch with default Use complete passwaord list (not only vendor specific passwords)  no

password

3com switch2hub Report missing configuration or dependencies no
3com switch2hub Fake IP (alive and on 5L|‘ame subnet as scanner):

3com switch2hub Metwork interface on OpenVAS box (used for scanning):

3com switch2hub Mumber of packets: 1000000
Allied Tele_syn

Eﬁ#tgggmtmh found jgq complete password list (not only vendor specific passwords)  no
passwaord

’::?g:ﬂgtglgf SCAMNET pe form tool check yes
Availability of scanner Silent tool check yes

helper tools

Fig. 9.53: The configuration allows for specific customization of the NVTs as well.

Edit Scan Config Family [ %]

Config: SHMP Scan Config
Family: Privilege escalation

Edit Network Vulnerability Tests

_w

Adobe Flash Media Server Privilege 136141256231.0800560

Escalation Vulnerability default

I

m

AirConnect Default Password 136141256231.010861 default

Apache == 1.3.33 htpasswi local overflow 1.36141.256231.0.14771

|
i

default

ArcaVir Antivirus Products Privilege
Escalation Vulnerability

136.1.41.25623.1.0.800720 default

Bournal Privilege Escalation Vulnerahility 1.361.41.25623.1.0.800730 default

Cabletron Web View Administrative Access 136141256231.0.10962 default

Changetrack Local Privilege Escalation

vulnerability 1.36.141.25623.1.0.900868 default

Dovecot ACL Plugin Security Bypass

vulnerabilities 136.1.41.25623.1.0.800030

default

EIBEENNENEE

ESET Smart Security easdrv.sys Local

Drivilamn Ceralatinn Wilnarahilih 1.36141256231.0900114 default

Fig. 9.54: When accessing a family the individual NVTs can be seen.
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Preferences

New Value Default Value Actions

Timeout

Passwords

'-:E.:-'Apply default imeout

| admin, wnc, test, password | admin, vnc, test, passwaord

Fig. 9.55: The preferences can be configured for each NVT individually.

Edit Scan Config [ 5|

Edit Scanner Preferences 3 =
[Mame [Mew Value Default Value Actions
auto_enable_dependencies ®) yes () no yes

cgi_path | fegi-hindscripts | fegi-hindscripts
checks_read_timeout | 5 | &

drop_privileges ) yes (®) no no

log_whole_attack () yes(*) no no

max_sysload | 30 | 30

netwark_scan () yes (*) no no

non_simult_ports | 1309, 445 | 139, 445 I
optimize_test (e} yes () no yes

plugins_timeout | 320 | 320

Fig. 9.56: These settings will be used in general by the configuration.

116

Chapter 9. Vulnerability Management



Greenbone Security Manager with Greenbone OS 4, Release 4

General Preferences
- auto_enable_dependencies: NVTs that are required by other NVTs will be activated automati-
cally.
- cgi_path: This is the path that will be used by the NVTs to access CGl scripts.
« checks_read_timeout: This is the timeout for the network sockets during a scan.

- drop_privileges: With this parameter the OpenVAS scanner gives up root privileges before the
start of the NVTs. This increases the security but results in fewer findings with some NVTs.

- log_whole_attack: If this option is enabled the system logs the run time of each individual NVT.
Otherwise only that start and completion of a scan is being logged. This reduces required stor-
age space on the hard disk.

- max_sysload: This option specifies the maximum load on the GSM. Once this load is reached no
further NVTs are used until the load drops below this value again.

« network_scan: Experimental option, which scans the entire network all at once instead of start-
ing Nmap for each individual host. This can save time in specific environments.

« non_simult_ports: These ports are not being tested simultaneously by NVTs.

- optimize_test: NVTs will only be started if specific pre-requisites are met (i.e. open port).
+ plugins_timeout: Maximum run time of a NVT.

- report_host_details: Detailed information of the host are being saved to the report.

- safe_checks: Some NVTs can cause damage on the host system. This setting disables those
respective NVTs.

- scanner_plugins_timeout: This is the maximum lifetime (in seconds) for all NVTs from the Port
scanners family. If a NVT runs longer the plugin is terminated.

- timeout_retry: number of retries when a socket connection attempt times out.

- unscanned_closed: This parameter defines if TCP ports that were not scanned should be treated
like closed ports.

+ unscanned_closed_udp: This parameter defines if UDP ports that were not scanned should be
treated as closed ports.

- use_mac_addr: Systems will be identified by MAC address and not by IP address. This could be
beneficial in a DHCP environment.

+ vhosts: Ifthe GSMis to scan a web server with name based virtual hosts then the settings vhosts
and vhosts_ip can be used. In the setting vhosts the names of the virtual hosts a entered comma
separated.

- vhosts_ip: If the GSM is to scan a web server with name based virtual hosts then the settings
vhosts and vhosts_ip can be used. In the setting vhosts_ip the IP address of the web server is
being entered. In the report it can not be referenced in which virtual instance a NVT discovered
a vulnerability.

Ping Preferences

The Ping-Scanner-NVT from the Port Scanners family contains the following configurations parame-
ters.

Remember thatthe Alive Test settings of a target object can overwrite some settings of the Ping-
Scanner.

« Do a TCP ping: Here it can be selected if the reachability of a host should be tested using TCP. In
this case the following ports will be tested: 21,22,23,25,53,80,135,137,139,143,443,445. Default:
No.
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« Do an ICMP ping: Here it can be selected if the reachability of host should be tested using ICMP.

Default: Yes.

- Mark unreachable Hosts as dead: Here it can be selected if a system that are not discovered by

this NVT should be tested by other NVTs later. Default: No.

« Report about reachable Hosts: Here it can be selected if the systems discovered by this NVT

should be listed. Default: No.

+ Report about unreachable Hosts: Here it can be selected if the systems that are not discovered

by this system should be listed. Default: No.

« TCP ping tries also TCP-SYN ping: The TCP ping uses by default a TCP-ACK packet. Here a TCP-

SYN packet can be used additionally. Default: No.

+ Use ARP: Here it can be selected if hosts should be searched for in the local network using the

ARP protocol. Default: No.

- Use Nmap: Here it can be selected if the Ping-NVT should use Nmap. Default: Yes.

- nmap: try also with only —sP: If Nmap is used the Ping-Scan will be performed using the -sP

option.

- nmap additional ports for -PA: Here additional ports for the TCP-Ping-Test can be specified. This

is only the case if Do a TCP ping is selected. Default: 137,587,3128,8080.

Nmap NASL Preferences

The following options from the Nmap (NASL Wrapper) NVT from the family of Port Scanners will be
directly translated into options for the execution of the nmap command. Therefore additional infor-
mation can be found in the documentation for nmap’.

- Do not randomize the order in which ports are scanned: Nmap will scan the ports in ascending

order.

+ Do not scan targets not in the file: Only meaningful in conjunction with File containing grepable

results.

- Fragment IP packets: Nmap fragments the packets for the attack. This allows to bypass simple

packet filters.

- Identify the remote 0S: Nmap tried to identify the operating system.
« RPC port scan: Nmap tests the system for Sun RPC ports.

« Run dangerous ports even if safe checks are set: UDP and RPC scans can cause problems and

usually are disabled with the setting safe_checks.

« Service scan: Nmap will try to identify services.

- Use hidden option to identify the remote 0S: Nmap will try to identify more aggressively.
- Data length: Nmap adds random data of specified length to the packet.

- Host Timeout: Defines the host timeout.

« Initial RTT timeout: This is theinitial round trip timeout. Nmap can adjust this timeout dependent

on the results.

« Max RTT timeout: This is the maximum RTT.

« Min RTT timeout: This is the minimum RTT.

+ Max Retries: Maximum number of retries.

- Maximum wait between probes: This regulates the speed of the scan.

« Min RTT Timeout: This regulates the speed of the scan.

7 http://nmap.org/docs.html
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- Minimum wait between probes: This regulates the speed of the scan.
- Ports scanned in parallel (max): Defines how many ports should be scanned simultaneously.
- Ports scanned in parallel (min): see above

- Source port: Defines the source port. This is of interest when scanning through a firewall if
connections are in general allowed from a specific port.

- File containing grepable results: Allows for the specification of a file in which line entries in the
form of Host: 1IP address can be found. If the option Do not scan targets not in the file is
set at the same time only systems contained in the file will be scanned.

« TCP scanning technique: Define the actual scan technique.

« Timing policy: Instead of changing the timing values individually the timing policy can be modi-
fied.

The timing policy uses the following values:

ini- min_rtt_timeouimax_rtt_timegumax_parallelisnscan_delay max_scan_de
tial_rtt_timeout

Para- 5 min 100 ms 10 sec Serial 5min 1sec

noid

Sneaky 15 sec 100 ms 10 sec Serial 15 sec 1sec

Polite 1sec 100 ms 10 sec Serial 400 ms 1sec

Normal | 1sec 100 ms 10 sec Parallel 0 sec 1sec

Aggres- | 500 ms 100 ms 1250 ms Parallel 0 sec 10 ms

sive

Insane 250 ms 50 ms 300 ms Parallel 0 sec 5ms

9.3 Obstacles while Scanning

This section will highlight and explain several typical problems which might occur during a scan using
the default values of the GSM. While the default values of the GSM are valid for most environments
and customers, depending on the actual environment and the configuration of the scanned hosts they
might require some tweaking.

The following sections will cover typical problems, explain why they occur and will give some advice
to overcome these problems.

9.3.1 Hosts not found

During a typical Scan (either a Discovery Scan or a Full and Fast Scan) the GSM will by default first use
the ping command to check the availability of the configured targets. If the target does not reply the
ping request the target is presumed to be dead and will not be scanned by the port scanner or any
NVT.

In most LAN environments this does not pose any problems because all devices will respond to a ping
request. But sometimes (local) firewalls or other configuration might suppress the ping response. If
this happens the target will not be scanned and will not be included in the results and the scan report.

To remediate this problem the both the target configuration and the scan configuration support the
setting of the Alive Test (see Alive Test (page 86)).

If the target does not respond to a ping request you may want to test a TCP Ping. If the target is
located within the same broadcast domain you may want to try a ARP Ping as well.
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9.3.2 Long Scanperiods

Once the target is discovered to be alive using the ping command the GSM uses a port scanner to scan
the target. By default a TCP port list containing around 5000 ports is used. If the target is protected
by a (local) firewall dropping most of these packets the port scan will need to wait for the timeout
of each individual port. If your hosts are protected by (local) firewalls you may want to tune the port
lists or your firewalls. If the firewall does not drop the request but rejects the request the port scanner
does not have to wait for the timeout. This is especially true if you include UDP ports in the scan.

9.3.3 NVT not used

This happens especially very often if you use UDP based NVTs like NVTs using the SNMP protocol. If
you use the default configuration Full and Fast the SNMP NVTs are included. But if the target is
configured using the default port list the NVTs are not executed. This happens because the default
port list does not include any UDP ports. Therefore the port 161/udp (snmp) is not discovered and
excluded from further scans. Both the discovery scans and the recommended Full and Fast scan
configuration optimize the scan based on the discovered services. If the UDP port is not discovered
no SNMP NVTs are executed.

Please do not enable all ports per default in your port lists. This will prolong the scans considerably.
Best practice is the tuning of the port lists to the ports which are used in your environment and are
supported by your firewalls.

9.4 Scheduled Scan

For continuous vulnerability management the manual execution of task is cumbersome. The GSM
supports the scheduling of tasks for their automation. This is done via Schedules. This option can be
found in the Configuration menu.

The GSM does not provide any schedules by default. To add a new schedule use the|new| button in
the upper left corner.

Name Daily at Midnight for 3 hours max

Comment

FirstTime  Thursday, 9 Fehruary, 2017 = at (o [En [0 [E]m

Timezone | Coordinated Universal Time
Period | 1 = | day(s) -
Duration | 3 = | hour(s) v k

Create -

Fig. 9.57: Schedules support time controlled scans.

The Greenbone Security Manager refers to Schedules as automatic scans at a specific time. They can
be run once or repeatedly. The intervals can be configured:

«+ hourly
- daily

- weekly
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« monthly

Since the GSM runs in the UTC timezone internally the time zone chosen in the schedule is very im-
portant. A drop down menu provides the available timezones. For Eastern Standard Time (EST) you
will likely choose America/New York. Finally the maximum duration of the scan can be limited. If
the scan takes longer it will aborted. This way it can be ensured that the scan will always run with a
specific (maintenance) time window.

The following options are configurable in the dialog:

- Name Thisis adescriptive name. Meaningfulare entriessuchasDaily 5:15pmorEvery 2nd
monthly 4:15am.

- Comment Enter a comment again.
- First Time Enter the time of the first run.
- Timezone The timezone the time refers to. UTC is default.

« Period This is the interval between two runs. It can be selected between hourly, daily, weekly
and monthly. If left blank the intervalis a single instance.

+ Duration This is the maximum duration a task can take for its execution. After expiration of the
of the time allotted the task is aborted.

9.5 Alerts

With the use of alerts the state and results of a scan can be sent to others systems automatically.
Alerts are anchored within the system in a way that each configured event will trigger an action, for
example, when a task is started or completed. Additionally this can be tied to a condition. Such a
condition could be the discovery of a vulnerability with a severity greater than 9. If met, an email or a
SNMP trap can be triggered.

To create a new alert change to Configuration/Alerts. Now add a new alert using the button i in the
upper left corner.

Using the overlay the following details of the alert can be defined:
Name: The name, describing the alert, can be freely chosen
Comment: The optional comment can contain additional information.

Event: Here the event, for which the alert message is being sent, is being defined. For example, this
can occur when the status of a task changes.

Condition: Here additional conditions, that have to be met, may be defined. The alert message can
occur:

- Always

« Only when at minimum a specific severity level is reached.

- If the severity level changes, increases or decreases.

- If a powerfilter matches at least the specified number of results.

- If a powerfilter matches at least the specified number of results more than in the previous
scan.

Report Result Filter Finally the results canbe limited with an additionalfilter. Afilter must be created
and saved prior (see section Powerfilter (page 57)).

Method: Here the method for the alert is selected. Only one method per alert can be chosen. If dif-
ferent alerts for the same event should be triggered, multiple alerts must be created and linked
to the same task.
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Name Dispatch reports via email
Comment
Bvent (o) Task run status changedto | Done v
Mew - M Ts > | arrived

Condition o) Always

Severity at least | 0.1 - |

Severity level | changed

Filter ¥ |matches at least | 1 = | result{s) NWT(s)

Filter * | matches at least |_11 = | result(s) more than previous scan
Report Result - b )
Filter
Method Email v
To Adidress ralfi@os-t.de
From Address gsm@os-tde
Subject [OpenvAS-Manager] Task '$n" §e

Fig. 9.58: Alerts offer various alerting options.

Email This is the most powerful and most used method. To use this method the mailserver to
be used must be configured using the GSM console (see section Mail Server (page 43)). The
following options may be specified:

To Address: This is the email address to which the email should be sent to.
From Address: This is the sender address of the generated email.

Subject: This is the subject of the email. You can use variables like $n (task name) and $e
(event description).

Content: Here the content of the email can be defined:
Simple Notice: This is only a simple description of the event.

Include Report: If the event for the completion of the task (Default: Done) is selected
the report can be included in the email. Here a report format that uses the content
type text/* can be chosen as an email does not support binary content directly.
Additionally you can modify the contents of the email message. Within the message
you may use variables:

- %c condition description
- $e event description

- $F name of filter

. $f filter term

- %H host summary

- $ireport text

- $n task name

- $rreport format name

- $t a note if the report was truncated
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- $z timezone

Attach Report: If the event for the completion of the task (Default: Done) is selected
the report can be attached to the email. Here any report format can be chosen.
The report will be attached in its correct MIME type to the generated email. PDF is
possible as well. Additionally you can madify the contents of the email message.
The same variables may be used.

System Logger This method sends the alert to a Syslog daemon. The Syslog server is defined
via the console (see section Central Logging Server (page 44)).

HTTP Get With the HTTP Get method, an SMS text message or a message to a trouble ticket
system can be sent automatically, for example. The following variables can be used when
specifying the URL:

« $n: Name of the task
. $Se: Description of the event (Start, Stop, Done)
- $c: Description of the condition that occurred

« $5: The $ symbol

l

Name DMZ Mailscan

1 Comment
Scan Targets Mailserver Y| kad
Alerts Dispaich reports via email | [« Syslog task stafus
Schedule - v Once |

Add results 0 w1 VES no

Fig. 9.59: Tasks need to be configured with the appropriate alerts.

¥ Tasks using this Alert (1) =
DMZ Mailscan

Fig. 9.60: In an alert is in use the corresponding tasks are referenced.

Sourcefire Connector Here the data can be sent automatically to a Cisco Firepower Manage-
ment Center (formerly known as Sourcefire Defense Center). For more information see sec-
tion Firepower Management Center (page 236).

verinice.PRO Connector Here the data can be sent automatically to a verinice.PRO installation.
For more information see section Verinice (page 224).

Send to Host Here the report may be send via tcp to an arbitrary host/port combination.
SCP

The report may be copied to a host via scp. Within the filename you can use the following variables:

- $%: %
- %n: task name
SNMP

An SNMP trap is send to the given agent. Within the message you can use the following variables:
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- $%: %
- %e: event description
« %$n: task name

Start Task Here the alert may start an additional task. The available tasks are selected using a
drop down menu.

For the alert to be used afterwards, a specific task definition must be created (see figure Tasks need to
be configured with the appropriate alerts. (page 123)). To do so edit the respective task. This change
of the taskis also allowed for already defined and used tasks as it does not have any effect on already
created reports.

Afterwards the respective alert references the tasks using the alert (see figure In an alert is in use the
corresponding tasks are referenced. (page 123)).

9.6 Reports and Vulnerability Management

The results of a scan are summarized in a report. Reports can be viewed with a browser and down-
loaded from the GSM in different formats. Once a scan has been started the report of the results found
so far, can be viewed. Once a scan is complete its status changed to Done. From now on no additional
results will get added. For more information on reports please refer to the Reports (page 151) chapter
as well.

y and Download

DMZ Server Scan
Fri Mar 17 14:27:49 2017 UTC
Fri Mar 17 14:28:01 2017 UTC
Fri Mar 17 14:50:09 2017 UTC

Fig. 9.61: The report summary gives an overview over vulnerabilities found.

The report summary gives a quick overview over the current state. It shows if a scan is complete and
how many vulnerabilities have already been found. From the summery a report can be downloaded
directly in many different formats. The following formats are supported (see also section Report Plu-
gins (page 152))

Anonymous XML Like XML but anonymous.

ARF: Asset Reporting Format v1.0.0 This format creates a report that represents the NIST Asset Re-
porting Format.

CPE - Common Enumeration CSV Table This reportselects all CPE tables and creates a single comma
separated file.

CSV hosts This report creates a comma separated file containing the systems discovered.
CSV Results This report creates a comma separated file with the results of a scan.

GSR PDF - Greenbone Security Report (recommended) This is the complete Greenbone Security re-
port with all vulnerabilities.

GXR PDF - Greenbone Executive Report (recommended) This is a shortened report for manage-
ment.

HTML This reportis in HTML format.
ITG - IT-Grundschutz catalogue This report is guided by the BSI IT-Grundschutz catalogue.
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LaTeX This report is offered as LaTeX source text.
NBE This is the old OpenVAS/Nessus report format.
Verinice ISM, ITG For Import into veri.nice.

XML A single XML file is created from the report details. This should be the basis for creating your
own style for a report or post-process the results in other ways.

Details of a report can be viewed in the web Ul as well.

g Report: Summary and Download

Fig. 9.62: Different views of the same report.

Since a report often contains a lot of findings, the complete report as well as only filtered results can
be viewed and downloaded. In the default setting only the High and Mediumrisks are being displayed.
This can be changed very easily.

Filter:
Apply overrides: [+
Auto-FP: Trustvendor security updates
Full CVE match Partial CVE match
ShowHNotes: [+
Show Overrides: [+
only showhosts [+
that have results:
QoD:  mustbe at%asq 7ole ‘ | — ) —
Timezone; Coordinated Universal Time =
Severity (Classf: (] Il v | & | Fke Po: |
Firstresult | 1 | - |
Resulis per page: | 100 | - |
Sorthy: Severity Ad Ascending '*' Descending
[ update

Fig. 9.63: Report Filtering.

In the Filtered Results section shows the filtered results. As long as the scan is still running can cause
rearrangements here.

To interpret the results please note the following information:
- False Positives

Afalse positive is a finding that describes a problem that does not exists in reality. Vulnerability
scanners often find evidence that point at a vulnerability. However, a final judgment cannot be
made. There are two options available:

- Reporting of a potentially nonexistent vulnerability (False Positive).
- Ignoring reporting of a potentially existing vulnerability (False Negative).

Since a user can identify, manage and as such deal with false positives compared to false neg-
atives, the GSM Vulnerability Scanner reports all potentially existing vulnerabilities. The GSM
assists with several automatic and semi-automatic to categorize them.
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This problem is very common with Enterprise Linux distributions. If, for example, a SSH service
in version 4.4 is installed and the software reports this version during a connection attempt,
a vulnerability scanner, that knows of a vulnerability in this version, will report this as such.
The vendor potentially already addressed the vulnerability and released version 4.4-p1 that is
already installed. This version still reports to the outside version 4.4 so that the vulnerability
scanner cannot differentiate. If the user knows of this circumstance an Override can be config-
ured (see section Overrides and False Positives (page 130)). The AutoFP function (see section
Automatic False Positives (page 131)) can assist here as well.

Note: Consider the new concept of Quality of Detection (see sections Reading of the Reports
(page 126) and Network Vulnerability Tests (page 141)).

- Multiple findings can have the same cause. Is an especially old software package installed often

multiple vulnerabilities exist. Each of these vulnerabilities is tested by an individual NVT and
causes an alert. The installation of a current package will then remove a lot of vulnerabilities at
once.

« Important are findings of the levels High B and Medium 2L, Address these findings

in order of priority. Before addressing medium level findings, high level findings should get ad-
dressed. Only in exceptional cases, when it is known that the high alerts need to be less con-
sidered (because the service cannot be reached through the firewall) should this approach be
deviated from.

- Low =il and Log are mostly interesting for detail understanding. This is why these

findings are filtered out by default. These findings can hold very interesting information how-
ever and considering them will increase the security of your network and systems. For their
understanding often a deeper knowledge of the applications is required. Typical for an alert at
the log level is that a service uses a banner with its name and version number. This could be
useful for an attacker during an attack if this version has a known vulnerability.

- To simplify the remediation of vulnerabilities every alert offers a solution for problems directly.

In most cases it will be referred to the latest vendor software package. In some cases a config-
uration change will be mentioned.

- References explain the vulnerabilities further. Even though the alerts contain a lot of informa-

tion external references are always listed. These refer to web sites on which the vulnerability
was already discussed. Additional background information is available such as who discovered
the vulnerability, what effects it could have and how the vulnerability can be remediated.

9.6.1 Reading of the Reports

The report contains a list of all of the vulnerabilities detected by the GSM (see figure List of discovered
vulnerabilities (page 126))

(= ) D 6572842-1038-4elc-bebe-0119a216115
@. Madfied: Fri Mar 17 14:50:08 2017
~_J' Report: Results (4 of 34) i

1-40f4
Vnersitty @[ sy @ow o [eousion Jncion |
NFS export | 10.0 (High) | 70% 192.168.255.254 2049/udp | |l
Check for Anonymous FTP Login Y jum) | 80% 192,168.255.254 21/tcp 2| |l
ht://Dig's htsearch reveals web server path k | <] edium) | 99% 192,168.255.254 80/tcp = [
TCP timestamps S B.6 (Low) | 80% 192.168.255.254 generalftcp 4| |l

(Applied fiter: autofp=0 apply_overrides=1 notes=1 overrides=1 result_hosts_only=1first=1 rows=100 sort-reverse=severity levels=hml min_qod=70] 1-40f4

Fig. 9.64: List of discovered vulnerabilities

To support the administrator with the analysis of the results the severity of a vulnerability (CVSS, see
also section CVSS (page 146))is displayed directly as a bar.
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To point the administrator to a simple solution the column Solution-Type L. displays the existence of a
solution. The column will display if a vendor patch k. exists or a workaround Qs available. It willalso
be displayed if no solution for a vulnerability exists . If the column of the respective vulnerability
still appears empty then the respective NVT has not been updated yet.

The column Quality of Detection (QoD) provides information in regards to the reliability of the suc-
cessful detection of a vulnerability. This assessment is implemented into all existing NVTs step
by step (see section Network Vulnerability Tests (page 141)). This column allows to be filtered as
well. You can use the min_god in the Powerfilter. By default only NVTs with a QoD of 70% are dis-
played.Vulnerabilities with a lower reliability of detection are not displayed in the report. The possi-
bility of false positives is thereby lower.

In the respective vulnerability view, additional, more detailed information is available.

1D 44232030-b36¢-464b-90eb-fBF1963072a5
Createck Fri Mar 17 14:29:20 2017
~_J Result: Check for Anonymous FTP Login ey 1714 2920 2017
B e e e
Check for Anonymous FTP Login 80% 192,168.255.254 21lkcp
Summary

This FTP Server allows anonymous logins.
Vulnerability Detection Result

It was possible to login to the remote FTP service with the following snenymous account:

anonymous: openvas@exanple, com
ftp:openvas@example. com

Here are the contents of the remote FTP directory listing:

Account “anonymous®:

0 4896 Jun 23 2014 closed

drwx------ 20 ] 16384 Oct 25 2012 lost+found

drwxr-xr-x 12 0 ¢] 4096 Mar 02 17:23 pub

Account “"ftp": L
4096 Jun 23 2014 closed

<]
drwx------ 20 0 16384 Oct 25 2012 lost+found
drwxr-xr-x 12 0 <] 4096 Mar 02 17:23 pub

Impact
Based on the files accessible via this anonymous FTP login and the permissions of this account an attacker might be able to:
- gain access to sensitive files

- upload or delete files

Solution
Solution type: i Mitigation

If you do not want to share files, you should disable anonymous logins.
Vulnerability Insight
A host that provides an FTP service may additionally provide Anonymous FTP access as well. Under this arrangement, users do not strictly need an account on the host. Instead the user

typically enters ‘anonymous' or 'ftp' when prompted for username, Although users are commonly asked te send their email address as their password, little to no verification is actually
performed on the supplied data.

Vulnerahilitv Dataction Mathod

Fig. 9.65: Detailed information about the vulnerability and solution options.

9.6.2 Results

While the reports only contain the results of one single run of a task all results are saved in the internal
database and can be viewed using Scan Management/Results.

By default the view is sorted by the creation time of the results. But the results may be sorted by sever-
ity, QoD, solution type or host as well. Additionally powerfilters (see section Powerfilter (page 57))
may be used to view just the interesting results.

9.6.3 Notes

Notes allow adding comments to a Network Vulnerability Test (NVT). They will also be displayed in the
reports. A Note can be added to a specific result, a specific task, a risk level, port or host and as such

will only appear in specific reports. A Note can be generalized just as well so that it will be displayed
in all reports.
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\QJ Results (168 of 343) =

- Results by Severity Class (Total: 168) - Results vulnerability word cloud - Results by CVSS (Total: 168)
High
_. 9 ' 100
Medium a0
Security i
Low ','lut:' phpMyAdmin 0
Log weak e 70
Vulnerabilities 60
agq 44 Site 50
40
30
S 55 20
Detection Server o
Execution  hitp  unknown
R ol B e o O e [ O e
WA O 1 2 3 4 5 68 7 8 3 10
o 1-100f163 0]
; I e 2 =
SSH Brute Force Logins with default Credentials Reporting %] 95% 192.168.222.75 22/tcp Fri Mar 17 15:23:31 2017
CPE Inventory 80% 192.168.222.75 general/CPET Fri Mar17 15:23:31 2017
0S Detection Consclidation 95% 192.168.222.75 generalitcp FriMar 17 15:23:31 2017
0S End Of Life Detection BELHIGTTIME 80% 192.168.222.75 generalftcp FriMar 17 15:23:31 2017
vsftpd Compromised Source Packages Backdoor Vulnerability ) BEEECTT 59% 19216822275 6200/tcp Fri Mar17 15:18:13 2017
vsftpd Compromised Source Packages Backdoor Vulnerability ) AT 59% 19216822275 2lftcp Fri Mar17 15:18:13 2017
PHP-CGl-based setups vulnerability when parsing query string parameters from php files. L) BEEEICTTIMM 95% 182.168.222.75 B80ftcp Fri Mar 17 15:17:52 2017
Apache HTTP Server 'httpOnly' Cookie Information Disclosure Mulnerability [ @] ITOTOM 99% 192.168.222.75 80/tcp Fri Mar 17 15:17:29 2017
Multinla Viandars STARTTI S Imnlemantatinn Plaintewt arhitrans Cammand Inisctinn Wilnerahilibg PN Go% 107 1AR 237 75 I5ken Fri Mar17 15.17.28 2017

Creating notes

To create a new note select the finding in the report you want to add a note to and click New Note L.
Alternatively you can create a note without relation to a finding. However, the GSM can not suggest
any meaningful values for the different fields in the following dialogue.

A new window opens in which exactly those criteria of the selected vulnerability are pre-set.

[ Bl
NVThame  Checkfor rexecd Senice ]
1 Active yes, always |
X o yes, forthe next | 3 days
no
g Hosts  (s) Any () 19216822275
| Location Any (s) 5L2tep k
Severity Any () 700
Task (a) Any () Intemai%20Scan
Result () ANy () Only the selected one (0f1a59a27ec6-4140-ae9a-5552004591ch)
it Text | Migration to SSHwill iappen within 3 days.
i
1
! '

Fig. 9.66: A new note

Individual values can be selected and unselected to generalize or the note even further or make it
more specific. Additionally the note can be activated for a specific period of time. This allows adding
of information to a note that a security update is uploaded in the next seven days. For the next seven
days the note will be displayed in the report that the vulnerability is being worked on.

Generalizing Notes

Any note can be generalized. In this example a quite extensive generalization is configured, matching
any target host, port and task.

From this moment on the note is always shown in the results view if this NVT matches.

This applies for all previously created scan reports and for all future scan reports until the note is
deleted.
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D 0fla59a2-7ecs-4140-ae9a-5552c0459dcf
Created: Fri Mar 17 15:12:56 2017
Modified: Fri Mar 17 15:12:56 2017

Result: Check for rexecd Service Ouwner _adrmin
e W | 2
Check for rexecd Service O & 80% 192.168.222.75 512/tcp ) sl
Summary

Rexecd Service is running at this Host. Rexecd (Remote Process Execution) has the same kind of functionality that rsh has : you can execute shell commands on a remote computer.
The main difference is that rexecd authenticate by reading the username and password *unencrypted* from the socket.

Vulnerability Detection Result

The rexecd Service is not allowing connections from this hest.

Solution

solution type: kJ Mitigation

Disable rexec Service. k,

Vulnerability Detection Method
Details: Check for rexecd Service (0ID: 1.3.6.1,4.1,25623.1.0.100111)

‘ersion used: $Revision: 4378 §
References

Other: https:/fweb.nvd. nist. goviview/vuln/detail?vulnid=CVE-1999-0618

Note
Migration to SSH will happen within 3 days.

Active until: Mon Mar 20 15:35:12 2017,
Modified: Fri Mar 17 15:35:12 2017, ﬂmmu

Fig. 9.67: Anotein areport

NVT Name 05 End Of Life Detection

Active | yes, always
() yes, forthe next | 30 | days
Hosts () 192.168.222.75
Location
Severity
3
Task () Internal%20Scan
Result . ) Only the selected one (6967c430-bfc8-4212-82a08-9c22107c477d)
Text Please update to a supported version.

Fig. 9.68: A generalized note
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Managing Notes

The created notes can be displayed under Scan Management and Notes. Here completely new notes
can be added as well.

@ Notes (2 of 2) [

- MNotes by active days (Total: 2) - Notes by creation time (Total: 2) - Notes text word cloud
— Notes / day ---- Total Notes
M Active
(unlimited)
[ Active for 2.0 e 20
next 2 days 18 1.8
1.6 16
14 14
1.2 1.2
1.0 1.0
0.8 0.8
0.6 0.6
0.4 0.4
0.2 0.2
0.0 ro.o
L OE:-20o20 0
Migration to SSH will happen within 3 days. Check for rexecd Service yes (o |~]=] ¥]
Please update to a supported version, 0S End Of Life Detection yes (o] ~]=]¥]

Fig. 9.69: Notes can be managed individually.

Among others it is being displayed if created notes are currently active. Additionally notes can be
edited t#. To search for a specific note a search filter can be used respectively. This will make it easier
tofind a specific note when especially a great deal of notes is available. The search filter can be opened
respectively end text entered appropriately or it can be entered directly into the filter window at the
top. These filters can, of course, be saved for later use as well.

0.9 pog
Filter: SSH
Firstresult ‘ 1 ~ |
-
Results per page: ‘ 10 - | x
Sortby: MNVT - *) Ascending Descending
PR
Migration te SSH will happen within 3 days, Check for rexecd Service £

Fig. 9.70: Notes can be limited by a search filter.

9.6.4 Overrides and False Positives

The results of a report can not only be supplemented through meaningful or helpful data but the
severity of the results can be modified. This is called Override by the GSM.

These overrides are especially useful to manage results that are discovered as a false positive and
that have been given a critical severity but should be given a different severity (i.e. False Positive)
in the future. The same is true for results that only have been given the severity Log but should be
assigned a higher severity locally. These can be managed with an override as well.

The use of overrides makes also sense to manage acceptable risks. The risk of a vulnerability can
be ranked new and as such the risks that, in your opinion, are not critical can be re-evaluated in the
results.
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What is a false positive?

A false positive is a result that describes a problem that does not exist in reality. Often vulnerability
scanners find proof that point to a security issue. A final prediction is not possible, however. Two
options are now available:

- Reporting of a potentially non-existent vulnerability (False Positive).
- Omission of the reporting of the potentially existing vulnerability (False Negative).

Since a user is able to recognize, manage and handle these as it is not the case with false negatives,
the GSM vulnerability scanner reports all potentially existing vulnerabilities. The GSM assists with
several automatic and semi-automatic to categorize them.

Note: Consider the new concept of Quality of Detection (see sections Reading of the Reports
(page 126) and Network Vulnerability Tests (page 141)).

This problem is especially typical with Enterprise Linux distributions. If, for example, a SSH service
in version 4.4 is installed and the software reports this version during a connection attempt, a vul-
nerability scanner, that knows of a vulnerability in this version, will report this as such. The vendor
potentially already addressed the vulnerability and released version 4.4-p1 that is already installed.
This version still reports to the outside version 4.4 so that the vulnerability scanner cannot differen-
tiate. If the scan administrator knows of this circumstance an override can ensure that these results
are no longer being displayed.

Creating an Override

Overrides like notes can be created in different ways. The simplest way to get to this optionis through
the respective scan result in a report. At the top right of each finding the Add Override icon ™ can be
found.

Overrides have the same function as notes, however, they add the possibility to adjust the severity:
- High
+ Medium
- Low
- Log
- False Positive

Vulnerabilities with the level False Positive are not being displayed in the reports. But special reports
for findings of this level can be created. As with overrides they can have a time limitation.

Note: If several overrides apply to the same NVT in the same report the most recent override is
actually used and applied.

Disabling and Enabling Overrides

Wherever overrides may change the display of the results, the overrides may be enabled or disabled.
This may be done using the icon © in the title bar.

Automatic False Positives

The GSM is able to detect false positives automatically and can assign an override automatically.
However the target system must be analyzed internally and externally with an authenticated scan.
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| NVT Name
H Active
bt
4 Hosts
a
Location
Severity
Hew Severity
Task
Hi
i Result
i Text
3
24
2

Check for rexecd Senice

(=) yes, always

| yes, for the next ‘ 30

| no
VAny (e) 192.168.222.75
ANy (e 5120cp

VAny (e =00

()| False Positive

(=) | 10.0 (High)

5.0 (Medium)
2.0 (Low)
Log

False Positive Iy

| days

a | Other:

fla59a2-TecB-4140-ae9a-5552c0459dcfh)

Fig. 9.71: Overrides allow for the customization of the severity level.

Lﬁ] Result: Check for rexecd Service

Is] 0f1a59a2-TecE-4
Created: Fri Mar 17 15:12:¢
Modified: Fri Mar 17 15:12:*
Owner:  admin

Vulnerability

Check for rexecd Service

Summary

el &2

O - T (T [T

False Positive

i " p.75 S12ftcp
Overrides are Applied
Rexecd Service is running at this Host. Rexecd (Remote Process Execution) has the same kind of functiond precute shell commands on a remote ¢

The main difference is that rexecd authenticate by reading the username and passwerd *unencrypted+ from the socket,

Vulnerability Detection Result

Fig. 9.72: Overrides may be enabled and disabled.
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An authenticated scan can identify vulnerabilities in locally installed software. As such vulnerabilities
can beidentified that can be exploited by local users or are available to an attacker if he already gained
local access as an unprivileged user for example. In many cases an attack occurs in different phases
and an attacker exploits multiple vulnerabilities to increase his privileges.

An authenticated scan offers a second more powerful function justifying its execution. In many cases
by scanning the system externally, it can not be properly identified if a vulnerability really exists. In
doubt, the Greenbone Security Manager reports all potential vulnerabilities. With the authenticated
scan many of these potential vulnerabilities can be recognized and filtered as false positives.

,_[..... P — @]'
I Filter: I

Apply overrides: |/ P

d AutoFP: W Trustvendor security updates B
») Full CVE match Partial CVE match

Show Notes: o

Show Overrides: o

d B
only show hosts [/
M that have results: B
QoD:  mustbeatleast| 70 [ I L
| Timezone: Coordinated Universal Time « b
Severity (Class): |+ BRGNS (v [ [+ -l P
Firstresult | 1 ‘ = | 5
Results per page: | 100 ‘ - | p
-
(= : ; B
Sorthy: Severity v Ascending '®' Descending
B
il B
Update
E ]

s 7.5 (High) | B0% 182168 277.75

Fig. 9.73: Automatic False Positives

This problem is especially typical with Enterprise Linux distributions. If, for example, a SSH service
in version 4.4 is installed and the software reports this version during a connection attempt, a vul-
nerability scanner, that knows of a vulnerability in this version, will report this as such. The vendor
potentially already addressed the vulnerability and released version 4.4-p1 that is already installed.
This version still reports to the outside version 4.4 so that the vulnerability scanner cannot differenti-
ate. Ifan authenticated scan was performed the GSM can recognize that the version 4.4-p1is installed
and no longer contains this vulnerability.

Automatic false positives are enabled with the Report-Filter function (see section Powerfilter
(page 57)). This functionality gives the best results when using the Partial CVE match.

9.7 Asset Management

The GSM may store all results of all scans in the Asset-Management. When defining a task it can be
determined if the results of a scan should be recorded in the asset management (see section Creating
a Task (page 87)).

While the asset management of older GOS versions is still available (see section Classic Asset Man-
agement (page 136)) the new asset management offers additional features.
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9.7.1 Dashboard

The dashboard provides a quick overview on the found and scanned systems including their operat-

ing systems, vulnerabilities and severities. The Dashboard may be accessed via Assets followed by
Dashboard.

GI'EEI"IhI.'II‘IE No auto-refresh - Logged in as Admin webadmin | Logout

Security Manager Wed Jul 5 07:07:13 2017 UTC
Dashboard Scans Assets Secinfo Configuration Extras Administration Help

;JAssets Dashboard k ]
- Most vulnerable hosts - Hosts topology ~ Operating Systems by Vulnerability Sc...

192.168.255.197 cpefo:linux kernel
192.168.255.198 oclinuclinux_kernel:3
192.168.255.196 . 53% . B ...o:debian:debian_linux:8.0
192 168.255.214 2)e8.233.158 ...Jo:debian:debian_linux
192.168.255.199 _.195_1;9255_201 ..onical:ubuntu_linux:12. 04 |
192.168.255.254 > .Jo:canonical:ubuntu_linux
182.168.255.200 2.168.255.68 Jo:debian:debian_linux:8
192.168.255.1 5\51 cpefo:novell:suse_linux
192.168.255.203 g E;E.Lzz:us 258 cpefo:linuxkernel 2.x.x
192.168.255.201 cpe:foiciscoiios
I T T T T 1

1 T T 1T 1T 11
0 2 4 & 8 10 0 1020 3040 50 60

Hosts by modification time (Total: 15)

; Total Hosts Total Hosts (High)
._ High Hosts / day Hosts (High) / day
= | Medium 16 16
] (o]
Low 14:1 1:14

Fig. 9.74: The asset dashboard provides a quick overview on the scanned systems.

9.7.2 Hosts View

The hosts view displays all scanned hosts individually.

xiJ Hosts (15 of 15) k

Hosts by Severity Class (Total: 15) - Hosts topology ~ Hosts by modification time (Total: 15)
. — Total Hosts —— Total Hosts (High)
M High -~ Hosts /day ---- Hosts (High) / day
, Medium 164 5 18
::OW 144 14
‘ ] 168,255,214 12+ 12
G2 VOE 202, T 10 10
s O
6 168,255, 0 8+ &
(h68.255. 6+ -6
] 2238 255, 4 4
24 [o] 2z
1] [

o 1-100f1s 0
192.168.255.1 firewall.spenneberg.net 192.168.255.1 Frijun 30 2017 [ X]~]*x]¥]
192.168.255.10 video.spenneberg.net 192.168.255.10 u FriJun 30 2017 BEC0
192.168.255.196 192,168,255 196 (N] Lm) | Frijun 30 2017 | %]~ %] 4]

Fig. 9.75: The hosts view presents the hosts individually.

While displaying the main information on the hosts like IP addresses, hostname, operating system,
and maximum severity this view may also be used to alter the stored information.
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9.7.3 Modifying Hosts

The rightmost column contains four buttons allowing the following operations:
- ki Delete the host from the asset management

- udl Edit the host. Currently only comments may be added. Further options may be available in
future releases.

- i Create a scan target based on the asset. You will be redirected to the target creation and the
hosts field will be prefilled.

- &dYou may download the XML presentation of the asset.

The delete, create and download option are also available at the bottom of the page. These options
apply then to all currently displayed hosts.

192.16B.255.209 docs.spenneberg.net 192.168.255.209 (O 6 (Low) | Frijun 30 2017 [ X] 1% ¥ ]
VApply to page contents uh_‘

(Applied fitter: rows=10 first=1 sort=name) 1-100f 15 (Y (]
Fig. 9.76: The hosts view support the creation of targets based on the displayed hosts.

This may be used by first filtering the hosts. For example, you could create a filter to display only
Microsoft Windows hosts. Then a new scan target could be defined based on the filtered hosts using
the button L at the bottom of the screen.

This will create a fixed set of hosts. If additional Microsoft Windows hosts show up in further scans
they will not be added to the target!

9.7.4 Adding Hosts

If you want to add hosts to the asset management this is possible as well. Currently you may only
provide the IP address and a comment. Further options will be added in future GOS releases.

To add a host use the L button at the left top of the page. An overlay is displayed supporting the entry
of the IP address and a comment.

l o)

[Mame 192.168.0.5

Comment Filesenver |

[ create |

T T I 197 TRR 7T T T

Fig. 9.77: Adding hosts is possible using the WebUI.

Of course this feature is also available via GMP (see section GMP (page 34)). The import of hosts from
a configuration management database may be achieved using this option.

9.7.5 Host Details

When selecting a host the host details are displayed. These include:
« Comment

- IP address
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- Hostname

+ Operating System
- Route

- Maximum Severity

Additionally the identifiers of the system are displayed. Especially SSH keys and X.509 certificates will
be presented.

( 7 D dd19eabb-0b15-4=f7-93f2-3cfhoobfs0sh
Created: Fri jun 30 06:44:56 2017
Host: 192.168.255.1 Modfied: Fri jun 30 07:34:29 2017
H . . .

Cwner:  webadmin

Comment:

Hostname: firewall. spenneberg.neat
IP: 182.168.255.1

0S: I8 cisco (cpe:/oicisco)

Route: « 192,168.222.77 » 192,168.255.1

Severity: Medium) _|

Show scan results for this host

Latest Identifiers 2

hame ——vawe T oeated [sowce [ acion]
Report b048a148-

0s cpe:foicisco:ios:15 Frijun 30 2017 afed4-4171-8584-0b382537c0ab (NWT [ % ]

1.3.6.1.4,1,.25623.1.0.108021)

Report b048a149-
hostname firewall.spenneberg.net FriJun 30 2017 afe4-4171-8584-0b382537c0ab (NVT [ %]
1,.3.6,1,4,1,25623,1.0,103997)

22 ssh-rsa Report b048a148-
ssh-key AMAAB3INZAC1yc 2ZEAMAMADAQABAAMAGQDR3vbaEvegRNPpfiwpfkf...  Frijun 30 2017 afe4-4171-8584-0b382537c0ab (NVT [ % ]
/BKs9jAWmzTdviGPuCpEHKUIZFAW 0 pkffkd2RMhweTyNBFQQ== 1.3.6.1,4,1,25623,1.0,100258)

Report b048a149-
0s cpe:foicisco:ios FriJun 30 2017 afed4-4171-8584-0b382537c0ab (NWT [ %]
1T2A1 AT IRAZTT AIATANTY

Fig. 9.78: The hosts details present the identifiers of the host.

Operating Systems View

The operating systems view within the asset management provides a different view on the stored
data. While the hosts view is centered on the individual hosts this view concentrates on the used
operating systems.

This view provides the average maximum severity of all hosts using the same 0S and adds the latest
and highest severity as well to the picture.

By selecting an operating system you can directly access the hosts using the OS.

Classic Asset Management

The classic asset management can be accessed via Assets followed by Hosts (Classic).

Here you can see how many security holes were discovered on the systems. In addition the overview
displays the operating system with a logo (0S column) and the discovered ports and applications.
Also it is being displayed how a scan of the system would possible turn out in this moment (Prog-
nosis column, see also section Prognosis (page 139)). Via the ¥4 a prognostic report can be created
as well. Through the asset management you can always access the last report of the host. The date
of the report is visible and can be accessed directly by clicking on the link. If multiple reports exist
older reports can be accessed in the host details. By clicking on the host IP address the host details
can be accessed. Here the amount of discovered vulnerabilities, the identified operating system, the
discovered ports and the amount of detected applications on the system can be viewed

The host details contain additional information of the system:
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-
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.. Jolinux:linux_kernel:3 3.54
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Fig. 9.79: The OS view clusters the operating systems.

Operating System: cpe:/o:canonical:ubuntu_linux

Name: | cpe:jo:canonical:ubuntu_linux
Title:

Latest Severity L AT

Highest Severity:

Average Severity. (7=
Hosts: 3

r

# User Tags (none)

Fig. 9.80: From the OS details the hosts using the OS may be displayed.
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Gree',‘bo“e No auto-refresh v Logged in as Admin webadmin | Logout
Security Manager Wed Jul 5 06:59:48 2017 UTC
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Fig. 9.81: The asset database displays the stored systems.

Secinfo Configuration

Host Details (Classic)-' Q]

Host: 192.168.255.199
Report: Jun 30 2017
Reports: 1
| High ¢ 0
: 1
#: CI
0s; [&) Debian GNU/Linux 8.0 (cpe:/o:debian:debian_linux:8.0)
Open Forts: g

Open TCP Ports: 8 (80,4000,111,21,2049,22,23,9102)
QOpen UDP Ports: 0
Apps: 2
Distance: 1

Host Identification

Scanned IP 192.168.255.1589

Fig. 9.82: The host details contain further information on the host.
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Hardware: The GSM stores information about the hardware. If known then the MAC address is listed
here. It can only be displayed though if the target system is on the same LAN as the GSM.

Detected Applications: Especially of interest are the detected applications. With this the Greenbone
Security Manager can give a prognosis based on its Secinfo database without re-scanning if
additional security risks would be found. This is especially of interest for systems that currently
do not have any vulnerability and new scans are not being performed regularly.

9.7.6 Prognosis

The prognosis allows to forecast possible security risks without a new scan based on current infor-
mation about known security holes from the Secinfo Management (SCAP, Security Content Automa-
tion Protocol) (see chapter Secinfo Management (page 139)). This is especially interesting for envi-
ronments where by the use of the GSM most vulnerabilities have been removed or remediated. Of
course new vulnerabilities are being discovered daily. Not every vulnerability justifies a new scan of
the network or of individual systems. Due to the fact that the GSM has this information, based on the
knowledge of the detected applications it can make a prognosis which security risks exist. If security
risks become known it justifies the actual running of a scan to verify the prognosis. For this the asset
database requires current data of course. This is why a scan of the systems should occur regularly in
weekly or monthly intervals.

A prognostic scan can be performed as well. It will determine probable existing vulnerabilities

9.8 Seclinfo Management

The Secinfo Management offers central access to different information relating to IT-Security. This
includes the following information:

NVTs: These are the Network Vulnerability Tests. These tests test the target system for potential
vulnerabilities.

CVEs: The Common Vulnerability and Exposures are vulnerabilities published by vendors and security
researchers.

CPEs: The Common Platform Enumeration offers standardized names of the products that are being
used information technology.

OVAL Definition: The Open Vulnerability Assessment Language offers a standardized language for
the testing of vulnerabilities. OVAL definitions use this language to concretely discover vulner-
abilities.

CERT-Bund Advisories: The CERT-Bund Advisories are published by the emergency response team?®
of the Federal Office for Information Security (German: Bundesamt fir Sicherheit in der Informa-
tionstechnik, abbreviated as BSI). The main task of the CERT-Bund is the operation of a warning
and information service publishing information regarding new vulnerabilities and security risks
as well as threats for IT systems.

DFN-CERT Advisories: The DFN-CERT? is the emergency response team of the German Research Net-
work (German: Deutsches Forschungsnetz, abbreviated as DFN).

The CVEs, CPEs and OVAL definitions are published and made accessible by NIST as part of the Na-
tional Vulnerability Database (NVD) (see also section Security Content Automation Protocol (SCAP)
(page 147)).

To get a quick overview over this information the Secinfo dashboard (see figure The Secinfo Dashboard
allows displaying data graphically. (page 140)) exists. It allows for the graphical display of different
information grouped by different aspects.

8 https://www.cert-bund.de/
9 https://www.cert.dfn.de/
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Fig. 9.83: The Secinfo Dashboard allows displaying data graphically.
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9.8.1 Seclinfo Portal

SeclInfo Data is being provided by Greenbone Networks online as well. This portal'® can be accessed
directly through the Internet. It corresponds to data that can be displayed in the GSM as well. The
Secinfo Portal is a GSM ONE that has been configured especially for anonymous guest access. Con-
trary to a full-fledged GSM only the SecIinfo management and the CVSS online calculator are available
for the guest user.

The Secinfo portal achieves a multitude of functions:

- Anonymous access to details of the Greenbone vulnerability tests as wellas SCAP data (CVE, CPE,
OVAL) and messages of different CERTs. The dataitselfis referenced thus offering the possibility
to browse by Security-Information regarding a product, a vendor or a specific vulnerability.

- Demo of the respective upcoming version of the Greenbone 0S as soon as the Seclnfo section
reached beta status.

- Service for embedded diagrams as they are used on the Greenbone website for feed statistics
for example.

- Service for direct links to details or specific selections, for example for a specific CVE (CVE-2014-
0160, Heartbleed) or an overview: All published CVE notices in 2013.

- Service for links to CVSS wvulnerability rating including CVSS online calculator:
AV:N/AC:L/Au:N/C:P/1:P/A:P

- Example of how a GSM can be configured by yourself on an Intranet to allow direct links in in-
ternal reports and platforms.

Such access can be provided yourself by activating guest access (see section Guest Log in (page 69))

9.8.2 Network Vulnerability Tests

The abbreviation NVT stands for Network Vulnerability Test. These are test routines the GSM utilizes
and that are updated regularly with the Greenbone Security Feed. Here you can find information when
the test was developed, which systems are affected, what impact the vulnerabilities have and how
they can be remediated.

Compared to the Greenbone 0S 3.0 there are two new pieces of information, the Solution Type (see
Solution Type (page 275)) and the Quality of Detection (QoD, see Quality of Detection (QoD) (page 273)).

With the introduction of the QoD the parameter Paranoid in the scan configuration (see chapter Scan
Configuration (page 111)) is being removed without replacement. In the past a scan configuration with-
out this parameter only used NVTs with a QoD of a minimum of 70%. Only with this parameter allNVTs
were used. Now all NVTs are being used and executed in a scan configuration. The filtering of the re-
sults is done on based on QoD. That way all the results are always available in the database and can
be turned on or off respectively.

9.8.3 Security Content Automation Protocol (SCAP)

The National Institute of Standards and Technology (NIST) in the USA provides the National Vulnera-
bility Database'' (NVD). NVD is a data repository for the vulnerability management of the US govern-
ment. The goal is the standardized provision of the data for the automated processing and support
for the function of vulnerability management and the implementation of compliance guide lines. The
NVD provide different databases. They include

« check lists

- vulnerabilities

10 https://secinfo.greenbone.net
™ https://nvd.nist.gov/
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- misconfigurations
. products
- threat metrics

For this the NVD utilizes the Security Content Automation Protocol'? (SCAP). The Security Content Au-
tomation Protocolis a combination of different interoperable standards. Many standards were devel-
oped or derived from public discussion. The public participation of the community in the development
is an important aspect for accepting and spreading of the SCAP standards. The SCAP protocol is cur-
rently specified in version 1.2 and includes the following components:

- Languages

XCCDF: The Extensible Configuration Checklist Description Format

OVAL: Open Vulnerability and Assessment Language

OCIL: Open Checklist Interactive Language

Asset Identification

ARF: Asset Reporting Format
- Collections
- CCE: Common Configuration Enumeration
- CPE: Common Platform Enumeration
- CVE: Common Vulnerabilities and Exposure
+ Metrics:
- CVSS: Common Vulnerability Scoring System
- CCSS: Common Configuration Scoring System
- Integrity
- TMSAD: Trust Model for Security Automation Data
OVAL, CCE, CPE and CVE are trademarks of NIST.

The Greenbone vulnerability scanner uses the OVAL standard, CVE, CPE and CVSS. By utilizing these
standards the interoperability with other systems is guaranteed. These standards also allow com-
paring of the results.

Vulnerability scanners such as the Greenbone Security Manager can be validated by NIST respectively.
The Greenbone Security Manager has been validated with respect to SCAP version 1.0'.

Following, the standards utilized by the Greenbone Security Manager are being covered in more detail.

CVE

Due to the fact that in the past often multiple organizations discovered and reported vulnerabilities
at the same time and assigned them different names, communication and comparison of the results
was not easy. Different scanners reported the same vulnerability under different names. As a matter
of fact instead of two different vulnerabilities it was actually the same vulnerability.

To address this, MITRE ", sponsored by the US-CERT, founded the CVE project in 1999. Every vulner-
ability is assigned a unique identifier consisting of the year and a simple number. This number then
serves as central reference.

12 http://scap.nist.gov/

13 https://nvd.nist.gov/scapproducts.cfm

15 MITRE (Massachusetts Institute of Technology Research & Engineering) Corporation is an organization for the manage-
ment of research institutions for the United States government that was formed by splitting off from the Massachusetts Insti-
tute of Technology (MIT).
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D: CVE-2015-1634
Published:  2015-03-11T06:55:36 567-04:00
(5 ) CVE: CVE-2015-1634 Modifiect  2015-08-26T12:50:55,010-04:00
. - -

Last updated: 2017-05-22T23:00:00.000-+0000

CWE ID: CWE-388

Description

Microsoft Internet Explorer 6 through 11 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted
web site, aka "Internet Explorer Memory Corruption Vulnerability,” a different vulnerability than CVE-2015-1625.

cvss K
Base score R (20 NAAC ML NSC C CiA C)
Access vector NETWORK
Access Complexity ~ MEDIUM
Authentication NOMNE
Confidentiality impact COMPLETE
Integrity impact COMPLETE
Availability impact COMPLETE
Source http:/fnvd.nist.gov
Generated 2015-08-26T12:03:40.727-04:00
References
MS
M515-018
http:/ftechnet. microsoft. com/security/bulletin/Ms15-018
BID
72931
http:fwww. securityfocus, com/bid/72931
SECTRACK
1031888

http:/fwww.securitytracker.com/id/1031888

CERT Advisories referencing this CVE
S

CB-K15/0218 Microsoft Internet Explorer: Mehrere Schwachstellen erméglichen u. a. die Ausflihrung beliebigen Programmcodes

DFN-CERT-2015-0329  Microsoft Internet Explorer: Mehrere Schwachstellen ermiéglichen u, a. die Ausfuhrung beliebigen Programmecodes (Windows)

Vulnerable products

cpe:/a:microsoft:internet_explorer:10

cpe:/a:microsoft:internet_explorer:11:-

Fig. 9.84: The CVEs include information regarding the severity and affected products.
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The CVE database of MITRE is not a vulnerability database. CVE was developed in order to connect the
vulnerability database and other systems with each other. This allows for the comparison of security
tools and services. This is why the CVE database does not contain any information regarding risk,
impact or remediation of the vulnerability. Detailed technical information is also not included. A CVE
only contains the identification number with status, a short description and references to reports and
advisories.

The National Vulnerability Database (NVD) refers to MITRE's CVE database and supplements this in-
formation with information in regards to remediation of the vulnerability, the severity, affected prod-
ucts and possible impact. Greenbone refers to the CVE database of the NVD so that information is
included. At the same time does the GSM combine the information with the NVTs and the CERT-Bund
and DFN-CERT advisories.

This information can be displayed comfortably in the web interface.

CPE

The abbreviation CPE stands for Common Platform Enumeration, modelled after CVE and started by
MITRE as well, as an industry standard for a common naming convention for information technology
systems. Hereby common naming exists for operating systems and applications allowing for global
referencing.

Originally the Common Platform Enumeration (CPE) was initiated by MITRE. Today the CPE standard
is maintained by the US American National Institute for Standards and Technology NIST as part of the
National Vulnerability Database (NVD). NIST already had maintained the official CPE dictionary and
the CPE specifications for many years. CPE is a structured naming schema for applications, operating
systems and hardware devices. It is based on the generic syntax of the Uniform Resource Identifier
(URD).

Common Product Enumeration (CPE) Version 2.2:

A CPE Name is a URI with each name starting with the prefix (the URI sheme name) "cpe:".
cpe:/{part}:{vendor}:{product}:{version}:{update}:{edition}: {language}

Part Vendor Additional Components

Each platform can be broken The second component of a CPE The last five components represent

down into three distinct parts. Name is the supplier or vendor product, version, update, edition, and

A CPE Name specifies a single of the platform element. For CPE, language information. These components

part and is used to identify any the name used for a supplier are optional. A CPE can be written at

platform that matches the should be the highest organization- different levels of specificity. Aname can

description of that part. specific label of the organization's define product in general, a specific

The three distinct parts are: DNS name. version of a product, or even a certain
edition of that product.

h = hardware

o = operating system

a = application Examples cpe:/o:redhat:enterprise_linux:5

cpe:/a:sun:jre:1.6.0

cpe:/a:microsoft:ie:7

cpe:/a:apache:tomcat:5.5.29

Fig. 9.85: Common Product Enumeration: Name Structure

Due to the fact that the CPE standard is closely tied to the CVE standard, their combination allows for
conclusion of existing vulnerabilities when discovering a platform or product.

CPE is composed of the following components:
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Naming: The name specification describes the logical structure of well-formed names (WFNSs), its
binding to URIs and formatted character strings and the conversion of the WFNs and their bind-
ings.

Name Matching: The name matching specification describes the methods to compare WFNs with
each other. This allows for the testing if some or all refer to the same product.

Dictionary: Thedictionary is a repository of CPE names and meta data. Every name defines an single
class of an IT product. The dictionary specification describes the processes for the use of the
dictionary, like the search for a specific name or entries, which belong to a more general class.

Applicability Language: The applicability language specification describes the creation of complex
logical expressions with the help of the WFNs. These applicability statements can be used for
the tagging of check lists, guide lines or other documentation and as such describe for which
products these documents are relevant for.

OVAL

The Open Vulnerability and Assessment Language is also a Mitre project. It is a language to de-
scribe vulnerabilities, configuration settings (compliance), patches and applications (inventory). The
XML based definitions allow for simple processing by automated systems. As such the OVAL defi-
nition oval:org.mitre.oval:def:22127 of the inventory class describes the Adobe Flash Player
12 while the OVAL definitionoval:org.mitre.oval:def:22272 describes a vulnerability of Google
Chrome under Windows.

(e g | 3 ID: oval-org mitre oval-def 22272

O Created: 2014-02-03T12:56:06Z
- = - Modified: 2014-03-17T08:00:172

__©® ovAL Definition: ovali:org.mitre.oval:def:22272 o

Title: Wulnerability in Google Chrome before 32.0.1700.78 on Windows allows attackers to trigger a sync with an arbitrary Google account by

leveraging improper handling of the closing of an untrusted signin confirm dialog

Version: 4

Definition .

class: vulnerability

Referenced 1

CVEs:

Severity: ——— el

File: oval/5.10/org. mitre.ovalivfamilywindows xml

Description

The OneClickSigninBubbleView:WindowClosing function in browser/uiviews/sync/one_click_signin_bubble_view.cc in Google Chrome before 32.0.1700.76 on
Wwindows and before 32.0.1700.77 on Mac 0S X and Linux allows attackers to trigger a sync with an arbitrary Google account by leveraging improper
handling of the closing of an untrusted signin confirm dialog.

Affected

Family: windows

e e
platform Microsoft Windows 2000
platform Microsoft Windows XP
platform Microsoft Windows Server 2003
platform Microsoft Windows Server 2008
platform Microsoft Windows Server 2008 R2
platform Microsoft Windows Vista
platform Microsoft Windows 7
platform Microsoft Windows 8
platform Microsoft Windows 8.1
platform Microsoft Windows Server 2012
platform Microsoft Windows Server 2012 R2
product Google Chrome
Criteria

. o Google Chrome is installed (oval:org.mitre.oval.def11914)

Fig. 9.86: OVAL describes the discovery of vulnerabilities.
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These OVAL definitions are created made available in XML and describe the discovery of individual
systems and vulnerabilities. The above mentioned OVAL definition 22272 has the following structure:

<definition id="oval:org.mitre.oval:def:22272" version="4" class="vulnerability">
<metadata>
<title>Vulnerability in Google Chrome before 32.0.1700.76 on Windows allows
attackers to trigger a sync with an arbitrary Google account by
leveraging improper handling of the closing of an untrusted signin
confirm dialog</title>
<affected family="windows">
<platform>Microsoft Windows 2000</platform>
<platform>Microsoft Windows XP</platform>
<platform>Microsoft Windows Server 2003</platform>
<platform>Microsoft Windows Server 2008</platform>
<platform>Microsoft Windows Server 2008 R2</platform>
<platform>Microsoft Windows Vista</platform>
<platform>Microsoft Windows 7</platform>
<platform>Microsoft Windows 8</platform>
<platform>Microsoft Windows 8.1l</platform>
<platform>Microsoft Windows Server 2012</platform>
<platform>Microsoft Windows Server 2012 R2</platform>
<product>Google Chrome</product>
</affected>
<reference source="CVE" ref 1d="CVE-2013-6643"
ref_url="http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-6643"/>
<description>The OneClickSigninBubbleView::WindowClosing function in
browser/ui/views/sync/one_click_signin_bubble_view.cc in Google
Chrome before 32.0.1700.76 on Windows and before 32.0.1700.77 on Mac
0S X and Linux allows attackers to trigger a sync with an arbitrary
Google account by leveraging improper handling of the closing of an
untrusted signin confirm dialog.</description>
<oval_repository>
<dates>
<submitted date="2014-02-03T12:56:06">
<contributor organization="ALTX-SOFT">Maria Kedovskaya</contributor>
</submitted>
<status_change date="2014-02-04T12:25:48.757-05:00">DRAFT</status_change>
<status_change date="2014-02-24T04:03:01.652-05:00">INTERIM</status_change>
<status_change date="2014-03-17T04:00:17.615-04:00">ACCEPTED</status_change>
</dates>
<status>ACCEPTED</status>
</oval_repository>
</metadata>
<criteria>
<extend_definition comment="Google Chrome is installed"
definition_ref="oval:org.mitre.oval:def:11914"/>
<criteria operator="AND" comment="Affected versions of Google Chrome">
<criterion comment="Check if the version of Google Chrome is greater than
or equals to 32.0.1651.2" test_ref="oval:org.mitre.oval:tst:100272"/>
<criterion comment="Check if the version of Google Chrome is less than
or equals to 32.0.1700.75" test_ref="oval:org.mitre.oval:tst:99783"/>
</criteria>
</criteria>
</definition>

This information are being processed graphically by the web interface and presented easily readable
(see figure OVAL describes the discovery of vulnerabilities. (page 145)).

CVSS

Abig problem for regular administrators is the interpretation of vulnerability with their own environ-
ment. How critical does he have to rate a vulnerability? To support personnel that do not work with
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the analysis and rating of vulnerabilities constantly the Common Vulnerability Scoring System (CVSS)
was invented. CVSS is an industry standard for the description of the severity of security risks in com-
puter systems. In the CVSS security risks are rated and compared using different criteria. This allows
for the creation of a priority list of counter measures.

The CVSS score is continuously improved upon. Currently in general the CVSS score version 2 is being
used. Version 3 is being developed by the CVSS Special Interest Group (CVSS-SIG) of the Forum of
Incident Response and Security Teams' (FIRST).

_J CVSS Base Score Calculator

From Metrics:

Access Vector: Metwork -

Access Complexity: Low |

Authentication: None -

Confidentiality: Fartial |

Integrity: None 7

Availability: None 7
Calculate

From Vector:
Vector: A NSAC: LA N/C P
Calculate

Base Vector: AV N/AC:L/ALMN/C: P MN/AN
Base Score: o |

Fig. 9.87: The CVSS calculator allows for the calculation of scores conveniently.

The CVSS score in version 2 supports Base Score Metrics, Temporal Score Metrics and Environmental
Score Metrics.

The Base Score Metrics in general test the exploitability of a vulnerability and their impact on the
target system. Hereby access, complexity and requirement of authentication are rated. At the same
time they rate if the confidentiality, integrity or availability is threatened.

The Temporal Score Metrics test if completed example code exists, the vendor already supplied a
patch and confirmed the vulnerability. The score will be changing drastically in the course of time.

The Environmental Score Metrics review if control damage has to be suspected, the target distribu-
tion, and if confidentiality, integrity of availability is required. This assessment is strongly depended
on the environment in which the vulnerable product is being used.

Since the Base Score Metrics are merely meaningful in general and can be determined permanently
the GSM provides them as part of the Secinfo data.

Hereby the following formula is being used and can be calculated with the CVSS calculator of the GSM
as well (Extras/CVSS-Calculator, see figure The CVSS calculator allows for the calculation of scores
conveniently. (page 147)).

BaseScore = roundT ol Decimal(((0.6 * Impact) + (0.4 x Exploitability) — 1.5) x f(Impact))
Hereby the impact is calculated as follows:

Impact = 10.41 x (1 — (1 — ConfImpact) * (1 — IntegImpact) x (1 — AvailImpact))

1% https://www.first.org/cvss
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The exploitability is calculated as:
Exploitability = 20 * AccessVector x AccessComplexity x Authentication

The function f(Impact) is 0, if the impact is 0. In all other cases the value is 1.176. The other values are
constants:

- Access Vector
- requires local access: 0.395
- adjacent network accessible: 0.646
- network accessible: 1.0
« Access Complexity:
- high: 0.35
- medium: 0.61
- low: 0.71
- Authentication
- requires multiple instances of authentication: 0.45
- requires single instance of authentication: 0.56
- requires no authentication: 0.704
+ Conflmpact:
- none: 0.0
- partial: 0.275
- complete: 0.660
- Integlmpact
- none: 0.0
- partial: 0.275
- complete: 0.660
+ Availlmpact
- none: 0.0
- partial: 0.275
- complete: 0.660

9.8.4 DFN-CERT

While the individual NVTs, CVEs, CPEs and OVAL definitions are being created primarily for processing
by computer systems, the DFN-CERT publishes, like many other Computer Emergency Report Teams
(CERTSs), new advisories regularly.

The DFN-CERT is responsible for hundreds of universities and research institutions that are associ-
ated with the German Research Network (German: Deutsches Forschungsnetz, abbreviated as DFN).
An Advisory describes especially critical security risks that require fast reacting. These are being ob-
tained by the GSM as well and stored to the database for reference. They can be displayed directly as
well.
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9.8.5 CERT-Bund

CERT-Bund offers a warning and information service (German: Warn- und Informationsdienst, ab-
breviated as WID). Currently this service offers two different types of Information (Excerpt from the
website https://www.cert-bund.de/):

Advisories: This information service is only available to federal agencies as a closed list! The advi-
sories describe current information about security critical incidents in computer systems and
detailed measures to remediate security risks.

Short Information: Short information features the short description of current information regard-
ing security risks and vulnerabilities. Please note that information sometimes is not verified and
under some circumstances could be incomplete or even inaccurate.

The Greenbone Security Feed contains the CERT-Bund Short Information. They can be identified by
the K in the message (CB-K14/1296).

9.8. Secinfo Management 149


https://www.cert-bund.de/

Greenbone Security Manager with Greenbone OS 4, Release 4

150 Chapter 9. Vulnerability Management



cHAPTER 10

Reports

The GSM saves all reports of all scans in a local database. Not only is the last report of a scan saved
but all reports of all scans ever run. This allows also access to information from the past. The reports
contain the discovered vulnerabilities and information of a scan (see section Reports and Vulnerability
Management (page 124)).

If a scan has been performed multiple times the trend of discovered vulnerabilities will be dis-
played. However, the trend information can not be found on the report page but under Scan Man-
agement/Tasks.

1 20f2

Status Severity @ |rend Actions

NASScan ~"Dane 11(1) May 24 2017 CoBESE
Serverscan [ Done | 21(2) May 24 2017 fum) | [1] [>-[ @] A]=]¥]
Vapply to page contents v B

(Applied filter: min_god=70 apply_overrides=1 rows=10 first=1 sort=name) 1-2of2

Fig. 10.1: The trend of discovered vulnerabilities can be found in the respective column in the task
overview.

In this view only reports of a specific scan can be accessed. To do so use the column Reports/Total
(see figure The Reports column contains the amount of reports saved in total and the date of the last
report. (page 151)).

R

1 May 24 2017
2(2) May 24 2017

Fig. 10.2: The Reports column contains the amount of reports saved in total and the date of the last
report.

Here you can find the date of the last saved report as well as the amount of reports available in total.
The first value represents the number of all completed scans and the second the amount of reports
including the not yet completed ones. By clicking on one of the values you will get a list of the respec-
tive reports. By clicking on the date the latest report will be displayed.

10.1 Delta Reports

If more than one report of a task can be displayed (see Now, for comparison the second report needs

to be selected. (page 152)) a Delta-Report can be created. Use the compare & option in the Action
column. The first report is being selected for comparison.
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1-30of3

o —T—T T
Wed May 24 15:16:34 2017 Serverscan 0 2 1 21 o BE
Wed May 24 14:39:54 2017 ™ Done | Serverscan jum) | 1] 2 1 20 4] t:i
Wed May 24 14:20:29 2017 " Done | Serverscan | o] 4] 0 o] 4] t:’
Vapply to page contents v m
(Applied filter: task_id=7e72bff4-6a6-43fd-9298-256fdE000625 apply_overrides=1 min_gqod=70 sort-reverse=date first=1 rows=10) 1-30f3

Fig. 10.3: Two reports of the same task can be compared in a delta report.

Afterwards the respective icon is greyed out for the selected report. The compare icons of the other

reports have now changed in their appearance. Use the & icon to select the second report for com-
parison.

-z 0 B
Scan Results b,
Date Status Task Severity i

Wed May 24 15:16:34 2017 Serverscan

Wed May 24 14:39:54 2017

™ Done | Serverscan jum) | 1] 2 1
Wed May 24 14:20:29 2017 Done | Serverscan N/ A (4] 4] 4]
Vapply to page contents v t:’
(Applied fiter: task_id=7e72bff 4-6a6f-43fd-9298-256fdE000625 apply_overrides=1 min_gqod=70 sort-reverse=date first=1 rows=10)

= 1-30f3 i )
Fig. 10.4: Now, for comparison the second report needs to be selected.

Subsequently you will receive the delta report. As usual, it can be displayed in different formats and
exported as PDF.

ID: 8b05c442-597d-4e5f bhe2-09820cEb32ae
Modified: Wed May 24 15:34:28 2017
;J' Report: Delta Results (3) Grested Wed Vv 24151647 2017
L 1-30f3 00

T ] ] S (20 2
[ — 1 Check for Anonymous FTP Login 80% 192.168.255.254 (dom0-post.spenneberg.net)  21jtcp
[ — 1 ht://Dig's htsearch reveals web server path m TOTOMM 99% 192.168,255.254 (domO-post.spenneberg.net)  80/tcp
[ — 1 TCP timestamps b XTI B80% 192.168.255.254 (domD-post.spenneberg.net)  generalftcp

{Applizd filter: min_qod=70 autefp=0 apply_overrides=1 notes=1 overrides=1 result_hosts_only=1 first=1 rows=100 sort-reverse=severity levels=hrr deta_states=gn)

k

_'1-3|:|f3_'i

Fig. 10.5: The delta report can be exported as PDF as well.

The report contains information as to which run times are being compared with each other and how
many results have been added or were removed.

10.2 Report Plugins

Report plugins are defined as the formats a report is created from, based on the scan results. This
ranges from PDF documents as per corporate identity to interactive reports like the Greenbone Secu-
rity Explorer. These plugins can be used to export report information into other document formats so
they can be processed by other third party applications (Connectors).

The name of the exported report is configurable in the user settings (see section My Settings

(page 62)). Greenbone supports the creation of additional plugins. Requests, suggestions and con-
crete templates are welcome.
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The report plugin framework has the following properties:

Simple Import/Export: A report plugin is always a single XML file. The import is easily performed
(see section Import of additional plugins (page 154)).

Parameterized: Plugins can contain parameters that can be customized to specific requirements in
the graphical interface.

Content Type: For every plugin it is determined of which type the result is. The well-known HTTP
descriptors are being used, for example, application/pdf, graphics/png or text/plain.
Depending on the content type the plugins are displayed in contextual relation. For example,
the types text /* for the sending as email inline.

Signature Support: Through the Greenbone Security Feed signatures for trusted plugins are being
provided. That way it can be verified that an imported plugin was verified by Greenbone.

The Reports can be exported in different formats:

ARF: Asset Reporting Format v1.0.0 This format creates a report that represents the NIST Asset Re-
porting Format.

CPE - Common Enumeration CSV Table This reportselects all CPE tables and creates a single comma
separated file.

CSV hosts This report creates a comma separated file containing the systems discovered.
CSV Results This report creates a comma separated file with the results of a scan.

GSR PDF - Greenbone Security Report (recommended) This is the complete Greenbone Security re-
port with all vulnerabilities in graphical format as a PDF file. The topology graph is not included
when more than 100 hosts are covered in the report. The language is English.

GXR PDF - Greenbone Executive Report (recommended) This is a shortened report with all vulner-
abilities in graphical format as a PDF file for management. The topology graph is not included
when more than 100 hosts are covered in the report. The language of the report is in English.

HTML This report is in HTML format and as such can be opened in a web browser. It is a detailed
listing containing the complete description of vulnerabilities including note and overrides with
all references and cross references. It is a neutral document without any further references to
Greenbone or the Greenbone Security Manager. The document can also be used off-line and the
language being used is English.

ITG - IT-Grundschutz catalogue This report is guided by the BSI IT-Grundschutz catalogue. It pro-
vides an overview of the discovered results in table view in CSV format and in German.

LaTeX This report is offered as LaTeX source text. The language is English.

NBE This is the old OpenVAS/Nessus report format. It does not have support for notes, overrides and
some additional information.

PDF This is a complete report in PDF. Like the HTML format it is neutral. The language is English.
Topology SVG This presents the results in a SVG picture.

TXT This creates a text file. This format is especially useful when being sent by Email. The language
is English.

Verinice ISM Creates an import file for the ISMS tool Verinice.
Verinice ITG Creates an import file for the ISMS tool Verinice.

XML Thereportis being exported in the native XML format. Contrary to the other formats this format
contains all results and does not format them at all.

The report plugins define the format of the reports to be exported. Many report plugins reduce the
available datain order todisplayitina meaningful way. However, the native GSM XML format contains
all data and can be used to import exported reports on another GSM. To do so use the Container Task
(see also section Container Task (page 91)).
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k

U Report Formats (17 of 17)
1-10of 17 3 (]
mame —[etension |ContontType | Trust Last Verified) | Actve _|Actions |

Anonymous XML | yes 0
(Anonymous version of the raw XML report) == xml textpml (May 24 2017) yes o )| ] ¥ ]/
ARF yes -
(Asset Reporting Format v1.0.0.) = wml text/uml May 24 2017) yes o e b €3 €4
CPE | yes o
(Common Product Enumeration CSV table.) — | == text/csv (May 24 2017) yes 0 a5 4
CSV Hosts yes »
(CSV host summary) ooosv textfcsv (May 24 2017) yes 1 Gl b 6.3 £
CSV Results | yes o
(C5V result list.) I text/csv (May 24 2017) yes o Bl d K3 €4
GSR PDF g yes L]
(Greenbone Security Report.) = pdf application/pdf (May 24 2017) yes o Pl d K3 04
GXR PDF | PR yes L]
(Greenbone Executive Report.) = pdf application/pdf (May 24 2017) yes 1 e K3 V4
HTML yes .
(Single page HTML report.) = html text/html (May 24 2017) yes m ]| ¥ /]
ITG | yes o
(German "IT-Grundschutz-Kataloge" report.) — | == textfcsv (May 24 2017) yes (m ||+ ]
LaTeX yes L)
(LaTeX source filz.,) == tex text/plain (May 24 2017) yes o P d £.3 4
VApply to page contents v B
(Applied filter: rows=10 first=1 sort=name) 1-100f17 3
Backend operation: 0,055 Greenbone Security Manager (GSA] Copyright 2009-2017 by Greenbone Networks GmbH, wwi.greenbone.net

Fig. 10.6: Greenbone includes many report plugins by default.

The overview (see figure Greenbone includes many report plugins by default. (page 154)) shows ad-
ditional details of the report plugins. For every plugin in the individual columns the following infor-
mation is being displayed:

Extension: The file name of the downloaded report through the respective plugin is comprised of
the UUID (unique internal ID of the report) and this extension. Among others, the extension sup-
ports the browser to start a compatible application in case the specified content type is not
recognized.

Content Type: The content type specifies the format in use and is being transmitted when being
downloaded. That way a compatible application can be launched by the browser directly. Addi-
tionally the content type is important internally: It is being used to offer suitable plugins within
its context. For example, when sending a report via Email all plugins of the type text/\* are
being offered as they can be embedded in an email in a humanly readable way.

Trust: Some plugins only consist of a data transformation while others execute more complex oper-
ations and also use support programs. To avoid misuse the plugins are digitally signed. If the
signature is authentic and the publisher trusted, it is ensured that the plugin exists in the exact
format as certified by the publisher. The verification does not occur automatically rather than
manually with the verify icon . The date of the verification is saved automatically. This func-
tion should definitely be used for all newly imported plugins before they are being activated.
This is not required for the supplied default plugins [#.

Active: The plugins are only available in the respective selection menus if they were activated. Newly
imported plugins are always deactivated at first.

10.2.1 Import of additional plugins

Other report formats can be imported easily. Greenbone offers the following additional report format
plugins on the following web page: http://greenbone.net/technology/report_formats.htmtl:

- Sourcefire Host Input Import (see also section Firepower Management Center (page 236))
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Import XML report farmat

Fig. 10.7: New report formats plugins can be imported easily.

« OVAL System Characteristics
+ OVAL System Characteristics Archive

Note: The report format plugins for the verinice connector are now already shipped with the Green-
bone operating system. They do not need to be manually imported anymore.

To import a report plugin the respective XML file must be downloaded from Greenbone. Afterwards
change to Configuration/Report Formats. Select the icon 1 to add the new format.

@ Report Formats (18 of 18)

mull-lEioflSuL_J

Content Type Trust (Last Verified)

?II.I:Sacy Openvas report.) A2 eRtiEl= {;Zy 24 2017) yes BEOOE
?P?J'r:‘table Document Format report.) pdf application/pdf %ﬁ&;y 24 2017) yes al[=ls]/]
(Ss%‘irrﬁ‘égf:mst Input Import.) csv LS {ur::;%gnzou) no E@F}ﬂ
(Tl\?gt(»)«!grgkytc?;:(\iogy SVG image.) =9 Image/svg-xm %‘IIS'IZy 24 2017) yes BEOOu

Fig. 10.8: Imported formats should be verified before activation.

I vant Enrmat ranart A Jplication/pc 1 = | I
Edit Report Format [ %]
Name Sourcefire

Summary Sourcefire Host Input Import.

Active () yes () nD

Parameters: None

[ VAPPIY IO FAJS oS

Fig. 10.9: New report formats plugins can be activated easily.

Select the respective file and then import the format. After importing the new format is not active
yet. Report plugins can be signed by the publisher. This signature should get verified before activa-
tion . This verification is being done automatically when importing. The result with the date of the
verification is being displayed in the Trust column. If the report plugin is trusted it can be activated
afterwards. To do so, edit the report plugin by clicking the edit icon 4l in the Actions column.
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CHAPTER 11

Compliance and special scans

Complianceinthe T security world is the primary approach for organizations to keep theirinformation
and assets protected and secure.

With cybercrime on the rise, governments see the need to protect their citizens and pass rules and
regulations on privacy and IT security in the hopes to protect our identities and assets. Information
Security bodies such as the Information Systems Audit and Control Association (ISACA) or the Inter-
national Organization for Standardization (ISO) publish IT security standards, frameworks and guide-
lines such as the Control Objectives for Information and Related Technology (COBIT) or the ISO 27000
series which cover information security standards. The German Federal Office for Security in Informa-
tion Technology (BSI), for example, publishes the IT Baseline Protection Catalogs, or IT-Grundschutz-
Kataloge. This is a collection of documents that provide useful information for detecting weaknesses
and combating attacks on IT environments. To better protect against credit card data theft the Pay-
ment Card Industry Security Standards Council publishes the payment Card Industry Data Security
Standard (PCI DSS).

All these privacy laws, standards, frameworks, rules and regulations are to force and assist organi-
zations to implement the appropriate safeguards to protect themselves and their information assets
from attacks. In order to implement these laws, standards, frameworks, rules and regulations within
an organization the organization will have to create an IT security framework consisting of policies,
standards, baselines, guidelines and detailed procedures.

Security scanners such as the Greenbone Security Manager (GSM) can assist IT security professionals
to check their IT security safeguards against the aforementioned regulations, standards and frame-
works for compliance.

In the following sections we will describe how the GSM can be utilized to perform certain compliance
checks.

11.1 Generic Policy Scans

When performing policy scans there are several groups each with four NVTs that can be configured
accordingly. In the policy section of the NVTs database at least two of these four policy NVTs are
required to run a policy scan. The four NVT types are:

- Base This NVT performs the actual scan/function of the actual policy scan.
- Matches This NVT summarizes any items which match the checks performed by the base NVT.

- Violations This NVT summarizes any items which did not match the checks performed by the
base NVT.

- Errors This NVT summarizes any items where some error occurred when running the policy
scan.

157



Greenbone Security Manager with Greenbone OS 4, Release 4

The base NVT must be selected for a policy check since it performs the actual tests. The other three
plugins may be selected according to your needs. For example, if matching patterns are of no concern
then only the violations plugin should be selected additionally.

11.1.1 File Content

File content checks belong to policy audits which don't explicitly test for vulnerabilities but rather test
the compliance of file contents (e.g. configuration files) regarding a given policy.

GSM provides a policy module to check if a file content is compliant with a given policy.

In general this is an authenticated check, i.e. the scan engine will have to log into the target system
to perform the check.

The file content check can only be performed on systems supporting the command grep. Normally
this means Linux or Linux-like systems.

s

i Peer-To-Peer File Sharing Oof2l a2 md ") ' |
Policy k 4ofdz Ll 2 s |~ | ]
Port scanners 0ofl2 L ad ")

Fig. 11.1: The NVTs are in the ,Policy" family

Four different NVTs provide the file content check:
« File Content: This NVT performs the actual file content check.

+ File Content: Matches: This NVT shows the patterns and files which passed the file content
check (the predefined pattern matches in the file)

« File Content: Violations: This NVT shows the patterns and files which didn't pass the file content
check (the predefined pattern doesn't match in the file)

- File Content: Errors: This NVT shows the files where some error occurred (e.g. the file is not
found on the target system)

The NVT File Content must be selected for a file content check since it performs the actual tests. The
other three plugins may be selected according to your needs. E.g. if just not matching patterns are of
concern then only the plugin File Content: Violations should be additionally selected.

Patterns

A reference file with the patterns to check and some other entries must be created. Following is an
example:

filename|pattern|presence/absence

/tmp/filecontent_test| “paramterl=true.*$|presence
/tmp/filecontent_test| “paramter2=true.*$|presence
/tmp/filecontent_test| “paramter3=true.*$|absence
/tmp/filecontent_test_notthere| “paramter3=true.*$|absence

This file must contain the row filename|pattern|presence/absence. The subsequent rows
contain each a test entry. Each row contains three elements which are separated by |. The first field
contains the path and file name, the second field the pattern to check and the third field indicates if a
pattern has to be present or absent.

The pattern to check, the second element in the row, is defined as a regular expression and will be
checked in the file accordingly.

Select the file with Browse and select Upload file. The file upload will be started by clicking Save
Config.
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Docker Compliance Check: Passed 1.3.6.1.41.29623.1.0.140123 IEEEREIEE Cciaut L rd
Docker Compliance Check: Skipped 1.36.1.41.25623.1.0140125 NCEERNN cefault o
File Checksums 136.1.4125623.1.0.103940 [EEEEEEEN cdefault 2 ]
File Checksums: Errors 1.36.1.41.25623.1.0103943 NCEERN cefault (]
File Checksums: Matches 13.6.1.41.25623.1.0.103941 EEE cd=fault o
File Checksums: Violations 136141256231.0103942 CEEE default o
File Caontent 136.14125623.1.0.103944 EELEEEEEE cdefault 1 [+ EJ
File Content: Errors 136141256231.0103947 EEEE default [
File Content: Matches 13.6.1.41.25623.1.0.103945 EEEEN c=fault %)
File Content: Wiclations 136141256231.0103946 EEEE default [
SSLITLS: Certlssuer Policy Chetk 136.14125623.1.0.140038 [ELEEEEEE cdefault 3 ]
SSLITLS: CertIssuer Policy Check Failed 136141256231.0140040 EEEEN default o
SSLITLS: Certlssuer Policy Check Passed  1.3.6.1.4.1.25623.1.0.140039 |EEEEEEE cefault ]
SSLTLS: Policy Check 136141256231.0105778 | default 3 o
SSLTLS: Policy Check OK 13.61.41.25623.1.0.105721 [EEEN cefault o
4l

Fig. 11.2: Afterwards import this file in the properties of the NVT

Edit Scan Config NVT [ %]

[Motes:
Overrides: 0

Summary
Checks for policy violations of file content

Vulnerability Scoring

Cvssbase: GG

CVSS base vector: AV:NIAC LIALWNIC A MIAT
Preferences

(®)apply default fimeout

Timeout

Target File Policies |-_-|Uploadfile:| Rracs ‘Nofileselected.

Fig. 11.3: The mask will change if there is already a file uploaded
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By clicking on theidiconitis possible to download the already uploaded reference file. Select Replace
existing file with: to upload a new reference file. The possibilities to changeis only available if the scan
configuration is not in use. This is done to ensure immutable audit-compliant scan results.

Severity

The severity of the NVTs depend on the GOS version used. Since GOS 4.2 the violation NVTs have a
default score of 10. In the past these NVTs had a default score of 0 (log message) and overrides were
required for different scores. The new default score of 10 can be changed using overrides as well.

By sectioning the reporting plugins in three different NVTs it is now possible to create distinct over-
rides on the severity according your needs.

In the following picture the severities of File Content: Violations and File Content: Errors have been
changed which will be shown in the reports accordingly.

P -
t_.J Overrides (2 of 2) =
~ Overrides by active days (Total: 2) ~ Overrides by creation time (Total: 2)
— Overrides f day -~ Total Overrides
M Active
(unlimited)

2.0 (o] 2.0

1.8 -1.8

1.6+ F1l6

1.4+ F1l.4

1.2+ 1.2

1.0+ F1.0

0.8 4 -0.8

0.6 Lo.s

0.4+ Lo

0.24 0.2

0.0 0.0

el 1-20f 200

< e

File Content Violation File Content: \fiolations Any yes [ @]~ ¥]
Error on filesystem File Content: Errors Any dium) | yes [ m ]| =] ¥]
VApply to page contents ¥ B0
(Applied fiter: sort=nvt first=1 rows=10) 1-20f2
Example

Here (policy_file_content_example.xml'®) is an example scan configuration with all the relevant NVTs
for the file content test to download. The corresponding test file (filecontent_test') should be down-
loaded and extracted to the /tmp/ directory on the target system.

Now create an new task and start it for the target system where you saved test files. Please note that
this has to be an authenticated scan with the appropriate SSH Credentials.

The overrides can be created either before or after a scan. The latter is easier since you can create the
appropriate reference through a simple click in the result page.

11.1.2 Registry Content

The registry is a database in Windows that contains important information about system hardware,
installed programs and settings, and profiles of each of the user accounts on your computer. Windows
continually refers to the information in the registry ''°.

16 http://download.greenbone.net/scanconfigs/policy_file_content_example.xml
7 http://download.greenbone.net/misc/filecontent_test
M0 http://windows.microsoft.com/en-ca/windows-vista/what-is-the-registry
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Due to the nature of the Windows registry every program/application installed under windows will
register itself in the Windows registry and as such has a registry entry. Even malware and other ma-
licious code usually leaves traces within the windows registry. The registry now can be utilized to
search for specific application or malware related information such as version levels and numbers.
Also missing or changed registry settings could point to a potential security policy violation on an
endpoint. GSM provides a policy auditing module to verify registry entries on target systems. This
module checks for the presence or absence of registry settings as well as registry violations. Since
the registry is unique to Windows systems this check can only be run on Windows systems. To access
the registry on the target system the check needs to authenticate on the target system.

5

il Peer-To-Peer File Sharing 0of21 2 0= [~ ' ]
Policy k 40f42 20/= ] [
Port scanners 0ofl2 2 0= [~

Fig. 11.4: The NVTs are in the ,Policy" family.

Four different NVTs provide the registry content check:
- Windows Registry Check: This NVT performs the actual registry content check on the files.

« Windows Registry Check: OK: This NVT shows the registry setting which passed the registry
check (registry content OK).

- Windows Registry Check: Violations: This NVT shows the registry content which didn't pass the
registry check (wrong registry content).

- Windows Registry Check: Errors: This NVT shows the registry entries where some error occurred
(e.g. registry content not found on the target system).

The plugin Windows Registry Check must be selected for a registry check since it performs the actual
tests. The other three plugins may be selected according to the needs. E.g. just entries with wrong
registry content are of concern then only the plugin Windows Registry Check: Violations should be
additionally selected.

Registry Content Pattern

A file with the reference registry content must be created: Following is an example:

Present |Hive|Key|Value|ValueType|ValueContent

TRUE | HKLM | SOFTWARE\Macromedia\FlashPlayer\SafeVersions|8.0|REG_DWORD |33

TRUE | HKLM | SOFTWARE\Microsoft\Internet Explorer

TRUE | HKLM | SOFTWARE\Microsoft\Internet Explorer|Version|REG_SZ[9.11.10240.16384

TRUE | HKLM | SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\system|LocalAccountToker
FALSE | HKLM| SOFTWARE\Virus

TRUE | HKLM | SOFTWARE\ ShouldNotBeHere

TRUE | HKLM | SOFTWARE\Macromedia\FlashPlayer\SafeVersions|8.0|REG_DWORD | *

nFilterPolicy

This file must contain the row Present |Hive |Key|Value|ValueType | ValueContent. The sub-
sequent rows contain each a test entry. Each row contains a registry entry to be checked. Each row
contains six elements which are separated by |. The first field sets if aregistry entry should be present
or not, the second the hive the registry entry is located in, the third the key, the fourth the value, the
fifth the value type and the sixth the value content. If a star * is uesd in the last column any value is
valid and accepted for existance or non-existance.

Select the file with Browse and select Upload file. The file upload will be started by clicking Save
Config.

By clicking on the Ediconitis possible to download the already uploaded reference file. Select Replace
existing file with: to upload a new reference file. The option to change is only available if the scan
configuration is not in use. This is done to ensure immutable audit-compliant scan results.

11.1. Generic Policy Scans 161



Greenbone Security Manager with Greenbone OS 4, Release 4

SSLITLS: Certlssuer Policy Check 1.36.1.41.25623.1.0140032 |ECE cefault 3 O
SSLITLS: CertIssuer Policy Check Failed 1.36.1.41.25623.1.0.140040 |ECEEE cefault O
SSLTLS: CertIssuer Policy Check Passed 136.14125623.1.0140039 |ECENE cefault O
SSLITLS: Policy Check 1.36.1.41.256231.0105772 |ECCENEE cefault 3 O
SSLITLS: Policy Check OK 1.36.1.41.25623.1.0105781 |EEEE cefault o
SSLTLS: Policy Check Violations 1.36.1.41256231.0105780 “ default [}
Windows Registry Check 1.36.1.41.256231.0105982 |ELCEE cefault 1 v
Windows Pegistry Check: Errors 136.14125623.1.0105991 |EEECEREN ce=fault %4
Windows Pegistry Check: 0K 136.1.4125623.1.0105989 |EEECENEN cefault [
Windows Pegistry Check: Violations 136.1.4125623.1.0105990 |NEEECEREN cefault [w
Windows file Checksums 136.1.4125623.1.096180 | cefault 4 o
Windows file Checksums: Errors 136.141256231.096182 |ECENE cefault o
Windows file Checksums: Matches 136.14125623.1.096181 |EEECENE cefault o
Windows file Checksums: Violations 136.14125623.1.096183 |EECENE cefault o
e

Fig. 11.5: Afterwards import this file in the properties of the NVT.

Edit Scan Config NVT [ 3¢

MNotes: 0
Overrides: 0

Summary
Checks the presens of specified Registry keys and values.

Vulnerabhility Scoring

cssbase  EEECENE

CVSS base vector: AV:NIAC:LIAWNIC: M/MNIA

Preferences
New Value Default Value m
':.!.:'Apply default imeout
Timeout IJ-\I[ l
Palicy registry file |_lupload file:‘ Browse... k—l Mo file selected.

Fig. 11.6: The mask will change if there is already a file uploaded.
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Severity

The severity of the NVTs depend on the GOS version used. Since GOS 4.2 the violation NVTs have a
default score of 10. In the past these NVTs had a default score of 0 (log message) and overrides were
required for different scores. The new default score of 10 can be changed using overrides as well.

By sectioning the reporting plugins in three different NVTs it is now possible to create distinct over-
rides on the severity according your needs.

In the figure Severity overrides applied for Windows registry checks. (page 163) the severities of
Registry Content: Violations and Registry Content: Errors have been changed which will be shown
in the reports accordingly.

P \
;.J Overrides (2 of 2) %
- Overrides by active days (Total: 2) ~ Overrides by creation time (Total: 2) Overrides text word cloud
. — Overrides /f day -~ Total Overrides
Active
(unlimited)
2.0 4 o r2.0
1.8 -1l8
1.6 -1l6
1.4 14
1.2 12 Check
1.0 -1l0 5
0. Los Registry
0.6 0.6
0.4 0.4
0.2 0.2
0.0 0.0

o 1-20f2 00

. — 21 T—( = = =

Windows Registry Check Violations Windows Registry Check: Violations Any yes (|~ 4]
Windows Registry Check Errors Windows Registry Check: Errors Any dium) | yes [ g ] ~]=] 4]
VApply to page contents w B

(Applied fiter: sort=nut first=1 rows=10) 1-20f2

Fig. 11.7: Severity overrides applied for Windows registry checks.

Example

Here (policy_registry_ScanConfig.xml'®) is an example scan configuration with all relevant NVTs for
the registry test to download.

Now create a new task and start it for the target system where you saved test files.

The overrides can be created either before or after a scan. The latter is easier since you can create the
appropriate reference through a simple click in the result page.

11.1.3 File Checksums

File checksum checks belong to policy audits which don't explicitly test for vulnerabilities but rather
test the integrity of files. GSM provides a policy auditing module to verify file integrity on target sys-
tems. This module checks the file content by MD5 or SHA1 checksums. In general this is an authen-
ticated check, i.e. the scan engine will have to log into the target system to perform the check. The
file checksum check can only be performed on systems supporting checksums. Normally this means
Linux or Linux-like systems. GSM provides however as well a module for checksum checks for Win-
dows systems (see Windows (page 166)).

18 http://download.greenbone.net/misc/policy_registry_ScanConfig.xml
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S
i Peer-To-Peer File Sharing 0of21 Ll ad ] |

Policy * 4of42 -

|
£
i

Port scanners Oofl2 s /]
Fig. 11.8: The NVTs are in the ,Policy” family.

Four different NVTs provide the file checksum check:
+ File Checksums: This NVT performs the actual checksum check on the files.

- File Checksums: Matches: This NVT shows the files which passed the checksum check (check-
sum matches).

« File Checksums: Violations: This NVT shows the files which didn't pass the checksum check
(wrong checksum).

- File Checksums: Errors: This NVT shows the files where some error occurred (e.g. file not found
on the target system).

The plugin File Checksums must be selected for a file checksum check since it performs the actual
tests. The other three plugins may be selected according to the needs. E.g. just files with wrong
checksums are of concern then only the plugin File Checksums: Violations should be additionally se-
lected.

Checksum Patterns

A file with the reference checksums must be created. Following is an example:

Checksum|File|Checksumtype
6597ecf8208cf64b2b0eaa52d8169c07|/bin/login|md5
ed3ed98cb2efa9256817948cd27e5a4d9%e2bdb8| /bin/bash|shal
7¢59061203b2b67f205¢c51e0d0d01c0d| /bin/pwd|md5

This file must first contain the row Checksum|File|Checksumtype. The subsequent rows contain
each a test entry. Each row contain three elements which are separated by |. The first field contains
the checksum in hex, the second field the path and file name and the third field the checksum type.
Currently MD5 and SHAT checksums are supported.

Note: Checksums and checksum type must be lowercase.

Select the file with Browse and select Upload file. The file upload will be started by clicking Save
Config.

By clicking on the kdiconitis possible to download the already uploaded reference file. Select Replace
existing file with: to upload a new reference file. The possibilities to changeis only available if the scan
configuration is not in use. This is done to ensure immutable audit-compliant scan results.

Severity

The severity of the NVTs depend on the GOS version used. Since GOS 4.2 the violation NVTs have a
default score of 10. In the past these NVTs had a default score of 0 (log message) and overrides were
required for different scores. The new default score of 10 can be changed using overrides as well.

By sectioning the reporting plugins in three different NVTs it is now possible to create distinct over-
rides on the severity according your needs.

In the figure Severity overrides applied for file checksum checks. (page 166) the severities of File
Checksum: Violations and File Checksum: Errors have been changed which will be shown in the re-
ports accordingly.
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LISCD VD CUOITIRNEANCE WNECEK

Cisco 105 Compliance Check: Error
Cisco 105 Compliance Check: Failed
Cisco I0S Compliance Check: Passes
Docker Compliance Check

Docker Compliance Check: Error
Docker Compliance Check: Failed
Docker Compliance Check: Passed
Docker Compliance Check: Skipped
File Checksums

File Checksums: Errors

File Checksums: Matches

File Checksums: Violations

File Content

File Content: Errors

L.5.0.1.4, L £00£3, L. L0045
1.36.1.41.25623.1.0.106434
1.36.1.41.25623.1.0.106433
1.36.1.41.25623.1.0.106432
1.3.6.1.41.25623.1.0.140121
1.36.1.41.25623.1.0.140124
1.3.6.1.41.25623.1.0.140122
1.36.1.41.25623.1.0.140123
1.36.1.41.25623.1.0.140125
1.3.6.1.41.25623.1.0.103940
1.3.6.1.41.25623.1.0.103943
1.3.6.1.41.25623.1.0.103941
1.36.1.41.25623.1.0.103942
1.36.1.41.25623.1.0.103944
1.3.6.1.41.25623.1.0.103947

Edit Scan Config Family [ 5]

[ LI E-1¥11%
default
default
default
default
default
default
default
default
default
default
default
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default

default
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Fig. 11.9: Afterwards import this file in the properties of the NVT.

Preferences

'-:.?.:"ﬁpply default timeout
Timeout ‘ |
Listall and notonly the first100 entries ' yes'® no
Target checksum File '-_-|Upload Tile:‘ Browse...

‘ Mo file selected.

no

Fig. 11.10: The mask will change if there is already a file uploaded.

11.1. Generic Policy Scans
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e -
l .J Overrides (2 of 2) %
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Fig. 11.11: Severity overrides applied for file checksum checks.

Example

Here (policy_file_checksums_example.xml'?) is an example scan configuration with all relevant NVTs
for the checksum test to download. The corresponding testfiles (policy_file_checksums_testfiles??)
should be downloaded and extracted to the /tmp/ directory on the target system. This can be done
eg.bytar —xvC /tmp/ —-f policy_file_checksums_testfiles.tar.gz.

Now create a new task and start it for the target system where you saved test files. Please note that
this has to be an authenticated scan with the appropriate SSH Credentials.

The overrides can be created either before or after a scan. The latter is easier since you can create the
appropriate reference through a simple click in the result page.

Windows

GSM provides a similar module for Windows systems for checksum checks. Since Windows doesn't
provide an internal program for creating checksums it has to be installed one either manually or au-
tomatically by the NVT. GSM uses ReHash (http://rehash.sourceforge.net/) for creating checksums
on Windows systems.

As for Linux systems the NVTs for checksum checks are located under the Policy family.

Please note the two operating modes for these checks: Either a before manually on the target system
installed tool will be used or the tool ReHash will automatically be installed and if requested as well
deinstalled on the target system during the checking routine.

Through the preferences it can be set if the checksum program ReHash should be deleted after the
check or not. The program can be left on the target system to e.g. speed up recurring tests and
therefore don't have to be transferred each time. It can further be set if the checksum program
should be installed automatically on the target system. If not it has to be manually installed (under
C:\\Windows\\system32 on 32-bit system) or C:\\Windows\\SysWOW64 (on 64-bit systems))
and has to be executable for the authenticated user. The file with the reference checksums must
be uploaded in the preferences as it is done for the Linux checksum check. The file has the same
structure as the one for Linux.

19 http://download.greenbone.net/scanconfigs/policy_file_checksums_example.xml
20 http://download.greenbone.net/misc/policy_file_checksums_testfiles.tar.gz
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Edit Scan Config Family

SILM LD RIL DU FUILY gLk L0 L3 L 200La LU L3UNID ugiduit &l

QOO0 0D000DO0DO0o0OCcC
ﬂ SRR EEEERN N

SSLTLS: Certissuer Policy Check Failed 136.1.41.25623.1.0.140040 defallt

SSLTLS: CertIssuer Policy Check Passed 1.3614125623.1.0140039 default

SSLTLS: Policy Check 136.14125623.1.0105778 default

SSLTLS: Policy Check OK 136.14125623.1.0105781 efault

SSLTLS: Policy Check Violations 136.1.41.25623.1.0.105780 default

Windows Registry Check 1.3614125623.1.0105988 default

Windows Reqgistry Check; Errors 1.3614125623.1.01059491 default

Windows Registry Check: OK 136.1.41.25623.1.0.105989 default

Windows Registry Check: Violations 1.3614125623.1.0105990 default

Windows file Checksums 1361.41.25623.1.096180 default

Windows file Checksums: Errors 136.1.41.25623.1.0.96182 defallt

Windows file Checksums: Matches 13614125623.1.086181 default

Windows file Checksums: Violations 13614125623.1.096183 default

Selected 4 of 42 total NWTs

Fig. 11.12: Four NVTs are responsible for the checksum checks under Windows

Edit Scan Config NVT [ 5]

Vulnerability Scoring
CVSS base:
CVSS base vector: AV:MNIACLIAWNMIC: MIMNIAMN
Preferences
e Jlewiaue [Defutvae [Acions
'f.i.:'AppIy defaulttimeout
Timeout I l
Delete hash test Programm after the test ' yes':-:-:' no yes
Install hash test Programm aon the Target yes@' no no
Listall and not only the first 100 entries yes':é:' no no
Target checksum File |:.|Upload file: Browse... kLNO file selected.

Fig. 11.13: The preferences must be set then in the ,Windows file Checksums" NVT.
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Example Windows

A sample configuration (sample_config-Windows_file_Policy.xml?" ) with all needed NVTs for the
Windows checksum check can be downloaded here. The corresponding example files (win-
dows_checksums_testfiles.zip??) can be downloaded and must be saved and extracted on the target
system on filesystem C..

For Tasks and Overrides please proceed as described above.

11.1.4 CPE-based

CPE stands for Common Product Enumeration??. It is a structured naming scheme for information
technology systems, platforms, and packages.

In other words: CPE provides a unique identifier for virtually any software product that is known for a
vulnerability.

The CPE dictionary is maintained by U.S. National Institute for Standards and Technology (NIST)%* and
was developed by the MITRE Corporation (MITRE)?> and NIST. Close to the end of 2014 MITRE an-
nounced that all intellectual property associated with CPE has been transferred to NIST. MITRE still
maintains CVE (Common Vulnerability Enumeration) and other relevant security standards.

Common Product Enumeration (CPE) Version 2.2:

A CPE Name is a URI with each name starting with the prefix (the URI sheme name) "cpe:".
cpe:/{part}:{vendor}:{product}:{version}:{update}:{edition}: {language}

Part Vendor Additional Components

Each platform can be broken The second component of a CPE The last five components represent

down into three distinct parts. Name is the supplier or vendor product, version, update, edition, and

A CPE Name specifies a single of the platform element. For CPE, language information. These components

part and is used to identify any the name used for a supplier are optional. A CPE can be written at

platform that matches the should be the highest organization- different levels of specificity. A name can

description of that part. specific label of the organization's define product in general, a specific

The three distinct parts are: DNS name. version of a product, or even a certain
edition of that product.

h = hardware

0 = operating system

a = application Examples cpe:/o:redhat:enterprise_linux:5

cpe:/a:sun:jre:1.6.0

cpe:/a:microsoft:ie:7

cpe:/a:apache:tomcat:5.5.29

Copyright 2015 Greenbone Networks GmbH, www.greenbone.net 20151125

CPE-based, simple checks for security policies

With any executed scan, CPEs for the identified products are stored. This happens independently of
whether the product actually reveals a security problem or not. On this basis it is possible to describe
simple security policies and the checks for compliance with these. With the Greenbone Security Man-
ageritis possible to describe policies to check for the presence as well as for the absence of a product.
These cases can be associated with a severity to appear in the scan report.

21 http://download.greenbone.net/scanconfigs/sample_config-Windows_file_Policy.xml
22 http://download.greenbone.net/misc/windows_checksums_testfiles.zip

23 http://scap.nist.gov/specifications/cpe/

24 http://www.nist.org

25 http://www.mitre.org/
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Checking policy compliance

This example demonstrates how to check the compliance of a policy regarding specific productsin a
IT infrastructure and how the reporting with the corresponding severity can be done.

1.

The information about whether a certain product is present on the target system is gathered by
a single Network Vulnerability Test (NVT) or even independently by a number of special NVTs.
This means that for a certain product you can specify an optimized scan configuration that only
concentrates on this product and does not do any other scan activity. The advantage of such
a special scan configuration is a considerably faster execution of the scan compared to a com-
prehensive scan configuration such as Full and Fast. The disadvantage of a special scan con-
figuration is that some experience is required to select the right set of NVTs to maximize the
probability of success. Initially it is easier to apply a comprehensive scan configuration. In this
caseitis not necessary to care about the product character, you just enter its CPE identifier. This
example follows the simple approach. First, a copy of Full and Fast is created. This is necessary
because Full and Fast is a pre-configured scan configuration and thus can not be modified.

mfirratine farmnlata ) ar M- md M bl DTE

" (x]

MName CPE-based compliance
Comment

Base Empty, static and fast
«) Full and fast

- Create ]

= ™ ™ T L L= =¥

On the overview page for this scan configuration you will find a section Network Vulnerability
Test Preferences. You will need to unfold this section using L. Here, all NVTs that allow special
configuration are listed. With && you can jump directly to the edit dialog for a specific NVT. This
short-cut avoids having to click through the family structures to get to the desired NVT (the here
used NVTs are in the family Policy).

1200 Switch found  Use complete password list (not only vendor specific passwords) no =
with default password I
n CPE Paolicy Check Single CPE cpe:l E‘k
CPE Policy Check CPE List -]
|l CPE Policy Check Check for present -]
CPE-bhased Policy .
i Check Single CPE cped =
| CPE-based Palicy .
l Check CPE List -]
CPE-based Pol .
!'T Checkase oliey Severity High -]
!'T EEEE[;Eased Policy Severily upon present e
lrr e for e ione  Listall and notonly the first 100 entries no ]
Check for File
81 ChecksumViolations  1rgetchecksumFile e
L
| Save
F
3. You can either specify a single CPE directly or a list of CPEs in a file which must be imported

afterwards (through clicking on Browse to select the file and selecting Upload file). Below is an
example for checking for Internet Explorer 9 and ClamAV 0.98:

cpe:/a:microsoft:ie: 9
cpe:/a:clamav:clamav:0.99
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For this example we have a policy where the stated CPEs must be present to comply. This means we
want to know especially if there are some installations which violate this policy (e.g. missing or not
wrong products/versions).

Confirm your changes with Save.

1q
d

=il
1
Fil
1Y

Preferences

m New Value Default Value m

10

Timeout

Single CPE cped cpelf

CPE List Upload file: Browse... o file selected.

Check far present

* Apply default timeout

® 'present

missing

Save

_

The severity of the NVTs depend on the GOS version used. Since GOS 4.2 the violation NVTs have
a default score of 10. In the past these NVTs had a default score of 0 (log message) and overrides
were required for different scores. The new default score of 10 can be changed using overrides
as well. If you want to change this you have to create an override. In this example violations of
the policy should be reported with different severity.

For this a new override has to be created through the Scan Management. The OID in this case
will be “1.3.6.1.4.1.25623.1.0.103964" (for the NVT CPE-based Policy Check Violations) and a new
severity of 5.0 (Medium) will be set.

In case the detection efficiency should be increased by applying local security checks it is re-
quired to configure remote access via the Credentials feature. If not done yet, create a corre-
sponding user account on the Windows systems (a low privileged user account is sufficient).

Define the target systems (targets) and, if applicable, choose the respective credentials.

Now you can create the actualtask. This means to combine the newly created scan configuration
with the newly created targets.

The scan is started by clicking on L= of the respective task. It can take a while for the scan to
complete. To update the view with the current progress, click on B

As soon as the status changes to Done the complete report is available. At any time you can
review the intermediate results. To only show the results of the CPE-based policy checks,
you can apply a suitable filter (search text “cpe”).

In this example ClamAV 0.99 was found on one of the target systems and reported as a log mes-
sage.

Internet Explorer 9 on the other hand haven't been found on the target system which will be reported
as a medium risk as defined in the override.
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NVT OID [ 13614125623.1.0103964 l
Active (4 yes, always
O yes, for the next days
o no
Hosts @ Any
L : O : }
ocation @ Any
Q
Severity

@ﬁnyko =00 () Log

(e) | 5.0 (Medium)

HNew Severity

v] () Other. :]

Task (&) Any ()| MASScan v
Result < any O uuml I
Text Elevated severity for missing product

New Override [ 3¢ |

New Credential [%]

Name Scan User
Comment Low privileged
Type [ Username + Password -
Allowinsecureuse () Yes () Mo
Auto-generate () Yes (s) Mo
Username scanuser
Password sasssens kr
eisaie)

Edit Target

Iame [ CPE-based compliance Targets ]

Comment [ Targets for CPE-based compliance tests ]

(=) Manual [ 192.168.222.6, 192.168.222.84

) From file Mo file selected.

Exclude Hosts
Reverse Lookup Only
Reverse Lookup Unify
Fort List k’

Alive Test

Credentials for authenticated checks

SSH

SME

[ )

O ves @ Mo
) Yes (®) No

| AllIANA assigned TCP 20... = |

-]

[ Scan Config Default

[Scan User

A ]on purt[ 22

a

[Scan User
-

11.1. Generic Policy Scans
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_H

Hame CPE-based compliance Task
Comment
Scan Targets CPE-hased compliance Targets » | |4
Addresultsto () ¥eS () N0
Assets . .
Apply Overrides e ¥ES () no
Min QoD [ 70 2| %
Alterable Task yes . no k
Auto Delete « Do not automatically delete reports
Reports =
Automatically delete oldestreports but always keep newestl 5 = reports
Scanner OpenvAs Default v
I Scan Config CPE-bhased compliance v I
Network Source Interface
Order for target hosts Sequential A
b p:
LY
Reports (1 of 5) %
- Reports by Severity Class (Total: 1) - Reports: High results timeline - Reports by Cvss (Total: 1)
— Max. High - Max. High / host
M High
10
26 o] 26 0.9
24 4 24
224 22 0.8
20 20 0.7
18 18 0.6
16 16
14 14 0.5
12 12 04
10 10 0.3
B 8 0.2
6 6
4 4 0.1
2 2 00— T T T T T T T
0 Lo 2 4 5 8 10

L 1-10f1 3

5 Scan Results

5 e CPE-based
Fri May 26 10:46:26 2017 e 26 19 Dl A [ %]
VApply to page cortents v m
(Applied fiter: task id=43fc4e54-2ca8-4602-831-486776012308 apply_overrides=1 min_qod=70 sort-reverse=date first=1 rows=10) [1-10f1
[ ID: 967411c3-53ef-4chf-a20d-e599d22451ee
@] Created: Fri May 26 11:00:22 2017
N Wodified: Fri May 26 11:00:22 2017
Result: CPE-based Policy Check OK ¥ P iy
CPE-based Policy Check OK 80% 192.168.222.84 generalftep N
Summa

Shows all CPEs which are either present or missing (depending on what to check for) from CPE-based Policy Check.
Vulnerability Detection Result
The following CPEs have been detected on the remote host

Policy-CPE|Detected-CPE
cpe:/a:clamav:clamav:0.95|cpe: /a:clamav:clamav:0.99.1

Log Method
Details: CPE-based Policy Check OK (0ID: 1.3.6.1.4.1,.25623,1.0.103963)

Version used: $Revision: 4926 §
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r 1D: 91578704-b4ad-4177-8def-04e54f25f6eb
% Cre?tad' FriMay 26 11:00:23 2017
L_] Result: CPE-based Policy Check Violations Modfiect FriMay 26 10023 2007

CPE-based Policy Check Wielations Lo 80% 192,168,222,84 generalitcp S
Summa

Shows all CPEs which are either present or missing (depending on what to check for) from CPE-based Pelicy Check.

Vulnerability Detection Result
The following CPEs are missing on the remote host

Policy-CPE
cpe:/a:microsoft:ie:9

Vulnerability Detection Method
Details: CPE-based Policy Check Violations (0ID: 1,3.6,1,4,1,25623,1.0,103964)
Version used: $Revision: 4926 §

override from Log to 5: Medium

Elevated severity for missing products

Modified: Fri May 26 11:03:03 2017,

BSEL0

Finding problematic products
This example demonstrates how the presence of a certain productin an IT infrastructure is classified
as a severe problem and reported as such.

1. Execute steps 1to 3 of the above described method for finding checking policy compliance.

Note that when choosing a general scan like Full and Fast both cases are treated the same,
presence of the product as a running service and presence of the product on a hard drive.

This essentially means that if you want to ensure the desired product indeed runs as a service
you should avoid running NVTs that check for the simple presence on the file system or in a
registry. If you don't want to go into such details right now, you still have the option to look into
the report details in order to check for false positives and false negatives.

2. This time a single CPE (Internet Explorer 6) will be searched.
In this case we have to set that the entered CPE must be “present”.

Confirm your changes with Save.

_ﬂ

Ihis MW T 1s running CFE-hased Folicy Checks.

Vulnerability Scoring

CVSS base:
CVSS base vector: AV:NIAC LA NIC: I MNIAT *

Preferences

m New Value Default Value

(2 Apply default timeout

Timeout . | |
Single CPE | cpedamicrosoftie:s | e
CPE List |_lupload file:| Browse... | Mo file selected.
'é'present
Check for 2 present
““missing
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3. The severity of the NVTs depend on the GOS version used. Since GOS 4.2 the violation NVTs have
a default score of 10. In the past these NVTs had a default score of 0 (log message) and overrides
were required for different scores. The new default score of 10 can be changed using overrides
as well. If you want to change this you have to create an override.

4. In case the pure presence of a product should be considered, you should apply local security
checks by configuring remote access via the Credentials feature. Execute step 6 to 9 in the ex-
ample above to enable local security checks, to create a new task with the target systems and
to startit.

5. As soon as the status changes to Done the complete report is available. At any time you can
review the intermediate results.

To only show the results of the CPE-based policy checks, you can apply a suitable filter (search

text "cpe").
f demel: Coi Bl !
(=)t
Filter: cpe l
Apply overrides: |/ |
Auto-FP: Trustvendor security updates
i i
») Full CVE match Partial CVE match
ShowHotes: [ :
Show Overrides: o i

Only show hosts o
that have results: k

QoD:  mustbe atleast| 70 [ 2] o—
Timezone: Coordinated Universal Time «
]
Severity (Class): |/ ISLITTNS I |
Firstresult | 1 ‘ = |
Results per page: | 100 ‘ = |
-
Sortby: Severity b Ascending '* Descending

Update

6. In this example Internet Explorer 6 was found on one of the target systems and reported as a
severe problem as defined in the override.

ID: c3543825-4b51-4828-8d59-babTdcSdcafa
Created: Wed May 31 09:32:45 2017
Modified: Wed May 31 09:33:45 2017

A_J Result: CPE-based Policy Check Violations Owner: webadmin

CPE-based Policy Check Violations 80% 152,168.,58.12 generalitcp

Summa
Shows all CPEs which are either present or missing (depending on what to check for) from CPE-based Policy Check.

Vulnerability Detection Result

The following CPEs are missing on the remote host

Policy-CPE k
cpe:/a:microsoft:ie: 6

Vulnerability Detection Method

Details: CPE-based Policy Check Violations (0ID: 1.3.6.1.4,1,25623,1.0,103964)

Version used: $Revision: 4926 §

Override from Log to 10: High

Elevated severity for problematic products.

Modified: Wed May 31 09:36:55 2017, il Y Bl Ed B
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Detecting absence of important products

This example shows how the absence of a certain product in your IT infrastructure is defined as a

severe problem and reported as such.

1. Execute steps 1to 3 of the above described method for finding problematic products.

Note that when choosing a general scan like Full and Fast both cases are treated the same,
presence of the product as a running service and presence of the product on a hard drive.

This essentially means that if you want to ensure the desired product indeed runs as a service
you should avoid running NVTs that check for the simple presence on the file system or in a
registry. If you don't want to go into such details right now, you still have the option to look into
the report details in order to check for false positives and false negatives.

2. This time the configuration of CPE-based Policy Check will be set up to check if Norton Antivirus
is present on the target system. In this case it will be reported if it is “missing”.

Preferences k
® Apply default timeout
Timeout
Single CPE cpelfasymantecnorton_antivirus cpe:f
CPE List Upload file: BErowse... Mo file selected.
* present
Check for present
missing

Save .

3. The severity of the NVTs depend on the GOS version used. Since GOS 4.2 the violation NVTs have
a default score of 10. In the past these NVTs had a default score of 0 (log message) and overrides
were required for different scores. The new default score of 10 can be changed using overrides
as well. If you want to change this you have to create an override.

4. For checking simply the availability of a product installation, local security checks can improve
the detection rate. If just running network services should be searched it normally doesn't help
but rather increase the number of false positives.

Execute step 6 to 9 in the example Checking policy compliance (page 169) to enable local security
checks, to create a new task with the target systems and to start it.

5. As soon as the status changes to Done the complete report is available. At any time you can
review the intermediate results.

To only show the results of the CPE-based policy checks, you can apply a suitable filter (search
text “cpe").

6. In this example Norton Antivirus was not found on one of the target systems.

11.2 Standard Policies

11.2.1 IT-Grundschutz

With the Greenbone Security Manager it is possible to automatically check either the German

“IT-

Grundschutz-Kataloge” or the modernized “IT-Grundschutz-Kompendium" as published and main-

11.2. Standard Policies
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Update Filter

Filter: cpe

Apply overrides: [

AutoFP: [ Trustvendor security updates
Full CVE match Partial CVE match

Show Notes:

%}
1
v

Show Overrides:

B S S S S

Only show hosts
that have results: h‘-

QoD:  musthe atleast ( | )

Timezone: | Coordinated Universal Time |
Severity (Class):  [+7 BECIFIO [ ) o] () o] () IETEE ()

Firstresult [ 1 t]

Results per page: [ 100 t]
=
Sorthy: | Severity + | ) Ascending
8 I»] B857f363c-92ed-4{52-bd4b-6d692a8d D4k
Created: Fri May 26 13:11:47 2017
Result: CPE-based Policy Check Violations Dedifed Friklay 26 131147 2017

CPE-based Policy Check Violations &= 80% 192,168.222.84 generalitcp |2 [

Summa
Shows all CPEs which are either present or missing (depending on what to check for) from CPE-based Pelicy Check.

Vulnerability Detection Result
The following CPEs are missing on the remote host

Palicy-CPE
cpe:/a:symantec:norton_antivirus

Log Method
Details: CPE-based Policy Check Wielations (0ID: 1.3.6.1.4.1,.25623.1.0.103964)

Version used: $Revision: 4926 %

override from Log to False Positive

Elevated severity for missing products

Modified: Fri May 26 13:57:32 2017. BoECO
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tained by the Bundesamt fiir Sicherheit in der Informationstechnik?® (German Federal Office for IT
Security, BSI).

The current “15. Erganzungslieferung” with tests for over 80 measures is supported for the “IT-
Grundschutz-Kataloge". That is the maximum number of measures which is possible to support with
automatic tests.

Some measures are quite comprehensive so that and actually consist of several single tests. A couple
of measures address a specific operating system ans hence will only be applied to those. The number
and type of tested systems remains irrelevant for the Greenbone Security Manager.

This makes the Greenbone Security Manager the fastest co-worker for executing a IT-Grundschutz
audit. And it opens the opportunity toinstalla check for breaches as a permanent background process.

Checking IT-Grundschutz
This example executes a check according to the German “IT-Grundschutz”, where you can select be-
tween “IT-Grundschutz-Kataloge" and “IT-Grundschutz-Kompendium”.

1. Import the scan configuration using the Upload Button L IT-Grundschutz Scan?’. For verinice
integration use the following configuration: IT-Grundschutz Scan incl. Discovery for verinice?®

WD R EMIL LS Y LU L A L - )
= (=)

Import XML config

Browse... it-grundschutz-v2 xml

' Create '

This covers the settings to execute all of the checks. The actual checks are not explicitly selected so
that rather a summary result is generated.

(Metwork Host Discovery scan configuration.) — = — < — EsedEd
IT-Grundschutz Scan Aktive Systeme 2 3

(Wersion 2) — — Rl e b B3
System Discovery = s =5

1.1. To test for “IT-Grundschutz-Kataloge", please click the Edit Button il of the scan configuration
and click again the Edit Button k& to edit the family "Compliance”. Two NVTs are selected per default
(“IT-Grundschutz, 15. EL" and “Compliance Tests").

In “Compliance Tests", turn “Launch IT-Grundschutz (15. EL)" to "yes".

1.2. To test for “IT-Grundschutz-Kompendium®, please click the Edit Button & of the scan configura-
tion and click again the Edit Button &4 to edit the family “Compliance”. Select “IT-Grundschutz, Kom-
pendium” and “Compliance Tests".

In “Compliance Tests", select "Launch latest IT-Grundschutz version” and choose the “Level of Secu-
rity" (Basis, Standard, Kern), which was introduced in the modernized “IT-Grundschutz-Kompendium”.,

Regardless if you scan for “IT-Grundschutz-Kataloge" or “IT-Grundschutz-Kompendium", you can
choose the report format by clicking the Edit Button £ of the selected NVT (“IT-Grundschutz, Kom-
pendium” or “IT-Grundschutz, 15. EL"). Select “Text" to get a textual report format, “Tabellarisch” to get
a tabular report format or “Text und Tabellarisch” to get both report formats.

The following example executes a simple check according to the German “IT-Grundschutz-Kataloge”,
but is similar to the “IT-Grundschutz-Kompendium”.

26 http://www.bsi.de
27 http://download.greenbone.net/scanconfigs/it-grundschutz-v2.xml
28 http://download.greenbone.net/scanconfigs/it-grundschutz-discovery-v2.xml
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S ——

mgm [

Config: [T-Grundschutz Scan Aktive Systeme Discovery
Family: Compliance

Edit Network Vulnerability Tests

Compliance Tests 1.36.1.4.125623.1.095882 |ECCENNN default 16 ~¥ 2
IT-Grundschutz, 10. EL 1.3.6.1.4.1.25623.1.0.95000 |EENCCENN cefault 1 0 =
IT-Grundschutz, 11. EL 1.36.1.4.1.25623.1.0.805000 |NCCENNN default 1 0 B
| mGrundschutz, 12. EL 13.6.1.4.125623.1.0.94000 |EENCCENNN cefault 1 0 =
IT-Grundschutz, 13. EL 13614.125623.1.094090 | default 1 O 9B
IT-Grundschutz, 15. EL 13614.125623.1.094171 |EECCENNNN default 1 ~¥ 2
IT-Grundschutz, Kompendium 1.3.6.1.4.125623.1.0109040 I default 1 O M
PCI-DSS Version 2.0 136.1.4.125623.1.097001 |G default 1 0 B
| PcrDss version 3.1 136.1.4.125623.1.094276 NN cefault 1 0 =
| Windows 10 /Windows Server 2016 Telemelry ) 56 4 4 4 55693.1.0.108002 default 1 0O B

Level Compliance

Selected 2 of 10 total NVTs

rn

(®)apply default imeout

Timeout A

Launch IT-Grundschutz (10. EL) @) 3,««35':5:3I no no
Launch IT-Grundschutz (11. EL) @) 3,««35':5:3I no no
Launch IT-Grundschutz (12. EL) @) yes':E:' no no
Launch IT-Grundschutz (13. EL) @) yes'@::' no no
Launch IT-Grundschutz (15. EL) ® ye5'3:3' no no
Launch PCI-DSS (Version 1.2.1) @) yes'i::' no no
Launch PCI-DSS (Version 2.0) @) yes'i::' no no
Launch latest IT-Grundschutz version @) yes'@::' no no
Launch latest PCI-DSS5 version @) yes'i::' no no
Verbose IT-Grundschutz results O yes':EZ' no no
Verbose PCI-DSS results O yes':EZ' no no
Testuser Common Mame CN CN
Testuser Organization Unit ou ou
Level of Security (IT-Grundschutz) Ustandard Basis

\_JKern
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Config: [T-Grundschutz Scan Aktive Systeme Discovery
Family: Compliance

Edit Network Vulnerability Tests

Compliance Tests 1.36.14.1.25623.1.095888 | default (w4 ]
T-Grundschutz, 10. EL 1.36.1.41.25623.1.0.85000 [N cefault 1 O
M-Grundschutz, 11. EL 1.3.6.1.4.1.25623.1.0.895000 NN cefault 1 O =
§  MGrundschutz, 12. EL 1.36.1.4.1.25623.1.0.94000 [N cdefault 1 O
M-Grundschutz, 13. EL 1.36.141.25623.1.094999 N cefault 1 O =
T-Grundschutz, 15. EL 136.1.41.25623.1.084171 [N cefault 1 O
IT-Grundschutz, Kompendium 1.3.6.1.4.1.25623.1.0.109040 NN cefault 1 « &
PCI-DSS Version 2.0 1.36.1.41.25623.1.097001 | cefault 1 O
i PCI-DSS Version 3.1 1.36.141.25623.1.094276 [N cefault 1 O =
| "indows10/Windows Server 2016 Telemety 4 g g 4 41 25623.1.0.108002 default 1 0O =

Level Compliance Yt

Selected 2 of 10 total NVTs

£

JApply default imeout

Timeout |

Launch IT-Grundschutz (10. EL) '3:::'3,»93':5:3' no no
Launch IT-Grundschutz (11. EL) @) 3,%35'35:3I no no
Launch IT-Grundschutz (12. EL) @) 3,%35'35:3I no no
Launch IT-Grundschutz (13. EL) '3::3'yes'3£3' no no
Launch IT-Grundschutz (15. EL) '3:::'3,»93':5:3' no no
Launch PCI-DSS (Version 1.2.1) Oyes® no no
Launch PCI-DSS (Version 2.0) @) 3,%35'35:3I no no
Launch latest [T-Grundschutz version ® yes'3:3' no no
Launch latest PCI-DSS version O yes'E:' no no
Verhose IT-Grundschutz results O yes'@::' no no
Verbose PCI-DSS results '3::3'yes'3:§3' no no
Testuser Commaon Name CN CN
Testuser Organization Unit ou ou

Level of Security (IT-Grundschutz) Basis
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Preferences

® Apply default imeout
Timeout

® Text und Tabellarisch
Berichtformat Text Text

Tabellarisch

2. The majority of checks for the measures is based on local security checks. For these a respec-
tive access needs to be configured. If not done yet, create a corresponding user account on the
Windows systems (the higher the privileges of this user account, the more measures can be

checked).
=]},
Name Scan User
Comment Low privileged
Type Username + Password A
Allow insecure use (s Yes Mo
Auto-generate fes (e Mo
Username scanuser
Password sssssses k

3. Define the target systems (targets) and, if applicable, choose the respective credentials.

4. Now you can create the actual task. This means to combine the imported scan configuration
with the newly created targets.

5. The search is started by clicking on Ls of the respective task. It can take a while for the scan to
complete. To update the view with the current progress, click on .

6. As soon as the status changes to “Done” the complete report is available. At any time you can
review the intermediate results. Please note, that for the textual form of the reports you need
to enable category “Low" in the filter.

With the imported scan configuration 2 versions of the results will be created: an overview
in textual form (under “general/IT-Grundschutz") and a table for further processing (under
“general/IT-Grundschutz-T"). For the latter, you need to enable category “Log" in the report filter

Import of results into a spreadsheet application
1. Choose download format “ITG" either in the report filter or in the task overview. Note: Using the
report filter it is necessary to enable the category “Log".

For this download format suitable tabular results for all target systems are automatically collected
and joined.

2. Import the ITG file as so called CSV table into your spreadsheet application.

The example above shows an import for OpenOffice 3.2. Please take care that the following settings
are adjusted for the import (if not already default):

« Charset: UTF-8
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Edit Target [ % | !
I
Mame [ IT Grundschutz Targets ] -
Comment [ l
(*) Manual [ 192.168.222.74, 192.168.222.101, 192.1
Hosts . I
./ From file Browse... Mo file selected. I
Exclude Hosts [ l
Reverse Lookup Only () ves @) o
Feverse Lookup Unify k’ '::3' Yes '@3‘ Mo |
Port List [ AllANA assigned TCP 20... ~ | [
Alive Test | Scan Config Default v |
Credentials for authenticated checks i
SSH | Scan User ~ |on port| 22 (| i
SME | Scan User v | & | i
cavi [ - . :
e |
I

VI T T T T T T T I T T F I T T I F T T T I T T T I T T T T I I T T T T FFFF 4

-
New Task ™m

Hame IT Grundschuiz Task

Comment

Scan Targets | IT Grundschutz Targets A | tj

Add results 10 .:;;. yes .:';. no
Assets B B

Apply Overrides () ves ()no

Alterable Task .::;. yes .@;. no h_

Auto Delete () Do not automatically delete reports
Reports )
" Automatically delete oldest reports but always keep newest@ reports

Scanner | OpenVAS Default | I

Scan Config [ IT-Grundschutz Scan Aktive Systeme |

Network Source Interface

Order for target hosts [ sequential +|

|_oreate |

e = e

OE:-nEE

)
Status Task Severity - Actions

Fri May 26 15:10:25 2017 IT Grundschutz

Task 82 o BNE3

| VApply to page corterts v | m

(Applisd fitter: task_id=5a1390a7-3d56-4387-9446-d07a35f81b34 and status=Done apply_ovarrides=0 min_qed=70 sart-reverse=date first=1 rows=10) - EE
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general/TT-Grundschutz

Prufergebnisse gemdk IT-Grundschutz, 11. Ergénzungslieferung:

IT-Grundschutz W4, 001: Passwortschutz for IT-Systems
Ergebnis: nicht erfollt
Details: Folgende Benutzer entsprechen nicht den Anforderungen des IT-Grumdschutz-Katalogs.

Keine Passwort: Guest, Kein Admin Passwort, Kein-Passwaort,
Unsicheres Passwort: slad, SUPPORT_388945a0, Testuser,

IT-Grundschutz M4.002: Bildschirmsperre {(Win)
Ergebnis: nicht erfillt
Details: FOr folgende Benutzer ist die Bildschirmsperrs mit Passwortschutz nicht aktiviert.

I;J.EINIPFWNB&EP?\\GSHB: LABNPPRONBESPZ\Svc COPSSH:

IT-Grundschutz M4.003: Einsatz won Viren-Schutzprogrammen
Ergebnis: nicht erfollt
Details: Das System hat einen Virenscanner istalliert, welcher lauft aber veraltet ist.

IT-Grundschutz M4, 004: Geeigneter Ungang mit Laufwerken fOr wechselmedien und externen Date
enspeichearn {Win)

Ergabnis: nicht erfillt

Details: Dienste fur Wechseldatentrager sind nicht deaktiviert.

IT-Grundschutz M4,005: Protokellierung der TK-Adeinistrationsarbedten

Ergebnis: unvollsténdig

Details: Eventlog lauft auf dem System. Bitte prifen Sie ob Ihre TE-Anlage das Eventlog zua
m dbspeichern der Events benutzt.

IT-Grundschutz M4, 006 Revision der TK-&nlagenkonfiguration
Ergebnis: Prafung dieser MaBnahme 1st nicht implementierbar.
Details: Prifung diese Mafnahme 15t nicht implementierbar

IT-Grundschutz M4.007 Anderuna voreinaestellter Passwirtar

“192, 168 HL.104" | "M4, 001" | *FAIL" | “Folgende Benutzer entsprechen nicht dem Anforderungen de.
5 IT-Grundschutz-Katalogs:

Keine Passwort: Guest. Kein Admin Passwart, Kein-Passwort.

Unsicheres Passwort: slad, SUPPORT_388945a0, Testuser, *

"192. 163, 81, 104" | "M4, 002" | "FAIL" | "Fir folgende Benutzer ist die Bildschirmsparre nit Passwe
ortschutz nicht aktiviert:

LABKPPROKEESP2Y, \WGSHE : LABXPPROXBGSP2Y \Svo COPSSH; *

"192. 163, 81, 104" | "M4, 003" | "FAIL" | "Das System hat einen Virenscanner istalliert, welcher li.
uft aber veraltet ist.®

"192, 163, 81, 104" | "M4, 004" | "FAIL" | "Dienste fir Wechseldatentrager sind nicht deaktiviert.”
"192. 168 BL.104" | "M4,005" | *NC* | "Eventlog lauft auf dem System. Bitte prifen Sie ob Ihre TH.
-dnlage das Eventlog zum Abspeichern der Events benutzt.®

"192.163. 81, 104" | "M4, 005" | "NA" | "Prifung diese MaBnahwe ist nicht implesentierbar.”

“192, 168, 61, 104 | "M4, 007" | *NL* | “Prifroutine for diese MaBnahme ist nicht werfOgbar.®

Wed Mar 31 07:37:20 2010
o | ] ] 0 4 4 5 |v| powiead | ENED
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e
Zelchensatz | Unlcode [UTF-E) ¥
= Abbrechen
Al Zeile [1 s
Trennoptionen L__tite
) Feste Breite
=) Getrenrt
|C| Tabulator \C| Eomma |%| Andere |
IC| Semlkolon ICj Leerzeichen
|C| Feldtrenner susammenfassen Texttrenner - 3
Falder
Spaltentyp Standard .
Standard [StandardStandar dText
| 1 192.168,81.100 AR Beim Testen des Systems konnte keine \J
[ 2 1192.168.81.100 Das System ist ein Server und kann nic
| 3 [152.168.81.100 Eventlog lauft auf dem System. Bitte p
[ 4 152,168, 81, 100 1 Prifroutine for diese Maknahme ist nic
[ 5 [192.168.81.100 I Prufroutine fur diese Maknahme ist nic
| & [152.168.81.100 A Prufung diese MaBnahme ist nicht .1.rr|:|1.
7 152, 168,8]1, 100 1 Prafroutine for diese Maknahme ist nl
mm @1 160 it frifenutinn £or dinca Mafnhme ict o L3
oy ]

Field separator: The “pipe” symbol (vertical line)
- Text separator: The double quote
Last column: Type “Text”

3. Now the scan results are available in the spreadsheet application:

e
Zelchensatz | Unlcode [UTF-E) ¥
= Abbrechen
Al Zeile [1 s
Trennoptionen L__tite
) Feste Breite
=) Getrenrt
|C| Tabulator \C| Eomma |%| Andere |
IC| Semlkolon ICj Leerzeichen
|C| Feldtrenner susammenfassen Texttrenner - 3
Falder
Spaltentyp Standard .
Standard [StandardStandar dText
| 1 192.168,81.100 AR Beim Testen des Systems konnte keine \J
[ 2 1192.168.81.100 Das System ist ein Server und kann nic
| 3 [152.168.81.100 Eventlog lauft auf dem System. Bitte p
[ 4 152,168, 81, 100 1 Prifroutine for diese Maknahme ist nic
[ 5 [192.168.81.100 I Prufroutine fur diese Maknahme ist nic
| & [152.168.81.100 A Prufung diese MaBnahme ist nicht .1.rr|:|1.
7 152, 168,8]1, 100 1 Prafroutine for diese Maknahme ist nl
mm @1 160 it frifenutinn £or dinca Mafnhme ict o L3
oy ]

4, From this point you can create simple (like in the screen shot below) or, of course, your individual
comprehensive analysis or report.

Import of results into IT-Grundschutz tools

A number of tools is available to help IT-Grundschutz processes with structured approach, data en-
tries and management.
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Datei Bearbeiten Ansicht Einfugen Format Extras Daten Fengter Hilfe

DcERE@S [ Fadd Ble 4 D& e BHH LY & ]

2 ([Aral #| [10 BB 0L =4S ) ) 0y oy om
B2 %] s £ = [=ZAHLENWENN{ITG Scanergebnis' . C1:C13343; 'FAIL")

A B C | 5] E &

1 |Kategorie Vorkommen

2 FAIL | 80

3 |0OK 40 WEAL

4 W OK

=

=1

r

B

s *
10 hd
I i f\_ITG Scanergebnis 3 Analyse /||« 1l | Iy |
Tabelle 2 /2 Standard 5TD |* Summe=80 & o @ IEMJ

The German federal agency for IT security (Bundesamt fiir Sicherheit in der Informationstechnik, BSI)
offers on its website an overview on IT-Grundschutz tools?®.

Foranimport of the results of a IT-Grundschutz scan into one of these tools please contact the vendor
of the corresponding tool. For additional questions please don't hesitate to contact the Greenbone
Support.

Result classes of IT-Grundschutz checks

The following result classes can occur for a check:
- Not fulfilled (FAIL): 1t was detected that the target system does not fulfill the measure.
- Fulfilled (OK): It was detected that the target system does fulfill the measure.

- Error (ERR): It was not possible to execute the test routine properly. For example, some checks
require credentials. If the credentials are missing, the check can not be executed for tech-
nical reasons. In case no credentials are provided many of the checks will have this status.

- Check of this measure is not available (NI): In general it is assumed this measure can be au-
tomatically checked for, but an implementation is not yet available. For newly released
“Erganzungslieferungen” this is initially true for a number of measures. However, the
Greenbone Security Feed is updated continuously, and eventually all measures will be im-
plemented.

- Check of the measure is not implemented (NA): A number of measures of the “IT-
Grundschutzkataloge" are kept too general to create an explicit automatic check. Other
measures describe checks that can only be done physically and thus also belong to this
class of test that can't be implemented at all.

- Check not suited for the target system (NS): Some measures refer exclusively to a special
type of operating system. If the target system runs another operating system type, the
measure does not apply and the result class is set to NS.

- This measure is deprecated (DEP): Some updates (“Erganzungslieferungen”) removed some
measures without a replacement. Old IDs of such deprecated measures are never re-used.
So, the results marked as DEP can be safely ignored but the entries remain for complete-
ness.

29 https://www.bsi.bund.de/cln_174/DE/Themen/weitereThemen/GSTOOL/AndereTools/anderetools_node.html
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Supported measures

This overview refers to the current Erganzungslieferung. The measure ID's link to the corresponding
detailed information available on the website of BSI.

The following test types are distinguished:

- Remote: For the check it is only necessary to have network connection to the target system.

- Credentials: For the check is is required to use a account on the target system.

BSI reference | Title Test type Note
M4.230 Screen lock Credentials | Windows: Can only test for lo-
cal accounts. Linux: Only de-
fault screen savers in Gnome
and KDE.
M4, 37 Use of anti virus protection | Credentials
software
M4&.432 Compliant handling of drives | Credentials
for removable media and exter-
nal data storage devices
M4.533 Logging of telecommunication | Credentials
equipment
M4 .73% Changing of default passwords | Remote Test only via SSH and Telnet.
M4.93> Use of the security mechanisms | Credentials
of XWindows
M&4.1438 Mandatory password protec- | Credentials
tion in Unix
M&4.1537 Secure login Credentials
M4.1638 Access restrictions of user IDs | Credentials
and / or terminals
M4 1739 Locking and deleting unneeded | Credentials
accounts and terminals
M4.18%0 Administrative and technical | Credentials
securing of access to monitor-
ing and single-user mode
M4.19% Restrictive allocation of at- | Credentials
tributes for UNIX system files
and directories
M&4.20% Restrictive allocation of at- | Credentials
tributes for UNIX user files and
directories
M4.21%3 Preventing of unauthorized es- | Credentials
calation of administrator rights
M4, 22%% Preventing of loss of confiden- | Credentials
tiality of sensitive data in the
UNIX system
M4.23% Safe access of executable files | Credentials
M4.33% Use of a virus scanning pro- | Credentials
gram for storage media ex-
change and data transfer
M&4.36% Disabling of certain fax receiv- | Credentials | Cisco devices can only be tested
ing phone numbers via telnet because they do not
support blowfish-cbc encryp-
tion.
Continued on next page
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http://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKataloge/Inhalt/_content/m/m04/m04014.html
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http://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKataloge/Inhalt/_content/m/m04/m04019.html
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http://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKataloge/Inhalt/_content/m/m04/m04023.html
http://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKataloge/Inhalt/_content/m/m04/m04033.html
http://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKataloge/Inhalt/_content/m/m04/m04036.html
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Table 11.1 — continued from previous page

BSlI reference | Title Test type Note

M4 3748 Disabling of certain fax sending | Credentials | Cisco devices can only be tested
phone numbers via telnet because they do not

support blowfish-cbc encryp-
tion.

M&.40% Preventing the unauthorized | Credentials | Only implemented for Linux.
use of the computer micro- Under Windows it is not pos-
phone sible to determine the status

of the microphone via reg-
istry/WMI.

M4.48°9 Password protection if Win- | Credentials
dows systems

M&4.49°7 Securing of the boot process of | Credentials
Windows systems

M4.52>2 Equipment protection under | Credentials
Windows NT-based systems

M4 57>3 Deactivation of automatic CD- | Credentials
ROM recognition

M&4.80°% Sichere Zugriffsmechanismen | Remote
bei Fernadministration

M&4.94>> Protection of web server files Remote

M4.96°° Disabling of DNS Credentials

M4.97>7 One service per server Remote

M4.98°8 Limit communication though a | Credentials | Microsoft Windows Firewall is
packet filter to a minimum being tested. For Vista and

newer any firewall that is in-
stalled comforming to the sys-
tem.

M4.106°° Activation of system wide log- | Credentials
ging

M4 13580 Restrictive assigning of access | Credentials
rights to system files

M4147% Secure use of EFS under Win- | Credentials
dows

M&4.2005? Use of USB storage media Credentials

M4.227%3 Use of a local NTP server for | Credentials
time synchronization

M4.238%% Use of a local packet filter Credentials | Microsoft Windows Firewall is

being tested. For Vista and
newer any firewall that is in-
stalled comforming to the sys-
tem.

M&4.2445> Secure system configuration of | Credentials
Windows client operating sys-
tems

M4, 277058 Securing of the SMB, LDAP | Credentials
and RCP communication of
Windows servers

M4.28457 Handling of services of Win- | Credentials
dows Server 2003

M&4.2850%8 Uninstallation of unneeded | Credentials
client services of Windows
Server 2003

M4.287%° Secure administration of VolP | Remote
middleware

Continued on next page
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http://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKataloge/Inhalt/_content/m/m04/m04097.html
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Table 11.1 — continued from previous page

BSlI reference | Title Test type Note
M4.3007° Information protection of print- | Remote
ers, copies and multi-function
equipment
M&4.3057 Use of storage quotas Credentials
M4.31072 Implementation of LDAP access | Remote
to file services
M4.3137 Providing of secure domain | Credentials
controllers
M4.3257 Deletion of swap files Credentials
M&4.3267 Providing the NTFS properties | Credentials
on a Samba file server
M4.328™ Secure base configuration of a | Credentials
Samba server
M4.3317 Secure configuration of the op- | Credentials
erating system for a samba
server
M4.33278 Secure configuration of access | Credentials
controls of a Samba server
M4.3337 Secure configuration of Win- | Credentials
bind under Samba
M&4.33480 SMB message signing and | Credentials
Samba
M4.338%1 Use of Windows Vista and new | Credentials | Only a general test if file
file and registry virtualization and registry virtualization is
enabled.
M&4.33982 Avoidance of unauthorized use | Credentials
of portable media under Win-
dows Vista and later
M&4.340%3 Use of the Windows user ac- | Credentials
count control UAC starting with
Windows Vista
M4.3418% Integrity protection starting | Credentials | Where possible technically im-
with Windows Vista plemented (active UAC and pro-
tected mode in different zones).
M4.3428° Activation of last access certifi- | Credentials
cate stamp starting with Win-
dows Vista
M4, 34480 Monitoring of Windows Vista- | Credentials
, Windows 7 and Windows
Server 2008-Systems
M&4.36887 Regular audits of the terminal | Credentials
server environment
M5.888 Regular security check of the | Remote Only a message is being dis-
network played that tests should be per-
formed with up-to date plugins.
M5.1787 Use of the security mechanisms | Credentials
of NFS
M5.18%9 Use of the security mechanisms | Credentials
of NIS
M5.197 Use of the security mechanisms | Remote
of sendmail
M5.19%2 Use of the security mechanisms | Credentials
of sendmail
Continued on next page
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Table 11.1 — continued from previous page

BSlI reference | Title Test type Note
M5.20%3 Use of the security mechanisms | Credentials
of rlogin, rsh and rcp
M5.21°% Secure use of telnet, ftp, tftp | Credentials
and rexec
M5.34% Use of one time passwords Credentials
M5.597® Protection from DNS-spoofing | Credentials
with authentication mecha-
nisms
M5.63°7 Use of GnuPG or PGP Credentials
M5.64%8 Secure shell Remote
M5.66%7 Use of TLS/SSL Remote
V15,7200 Deactivation of not required net | Credentials | Only displays the services in
services question.
M5.90™ Use of IPSec under Windows Credentials
M5.91702 Use of personal firewalls for | Credentials | Microsoft Windows Firewall is
clients being tested. For Vista and
newer any firewall that is in-
stalled conforming to the sys-
tem. On Linux systems, display-
ing if the iptables rules, if possi-
ble.
M5.109703 Use of a e-mail scanners on the | Remote
mailserver
M5.12310% Securing of the network com- | Credentials
munication under Windows
M5.13170° Securing of the IP protocols un- | Credentials
der Windows Server 2003
M5.145108 Secure use of CUPS Credentials
M5.147™7 Securing of the communication | Remote
with directory services
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11.2.2 PCI DSS

Introduction into vulnerability analysis and policy monitoring for the Payment Card Industry Data Se-
curity Standard (PCl DSS) with the Greenbone Security Manager.

Payment Card Industry Data Security Standard

The PCI DSS is a security standard for payment card transactions and is supported by the major pay-
ment systems MasterCard, Visa, AMEX, Discover and JCB.

All organizations that process card payments, store or transfer card data are required to perform
compliance validation according to PCl DSS. Non-compliance or lack of validation means the risk of
being fined or, ultimately, losing the ability to process payment cards.

The validation of compliance depends on the volume of card transactions. Here, service providers
are usually classified as Level 1 Service Provider and they must, on a quarterly basis, validate their
cardholder data environment by an independent scanning vendor approved by the PCl Security Stan-
dards Council (PCI SSC). In addition, an annual on-site PCI Security Audit has to be performed by an
independent Qualified Security Assessor (QSA), also approved by the PCI SSC.

The “Approved Scanning Vendor” (ASV) is a service provider who performs a vulnerability scan of the
cardholder data environment visible to the internet. As such the vulnerability scanners themselves
can not be classified or certified as ASVs. However, they are tools for the ASV to perform the vulner-
ability scan using the approved process.

Greenbone Security Manager and PCI DSS

According to PCl DSS (Version 3.1, Requirement 11.2) two types of vulnerability scans are to be per-
formed on a quarterly basis and after significant changes to the cardholder data environment. This
includes the vulnerability scan conducted by the ASV explained above and an internal scan of the
cardholder data environment. The latter scan may be performed by employees of the organization
and requires no approval by the PCI SSC.

The Greenbone Security Manager (GSM) can perform both of these scans. The false positive manage-
ment features help avoid significant work load of manual elimination of wrong alerts.

A merchant can use the GSM to check the security requirements prior to the ASV vulnerability scan in
order to avoid costly re-scans.

This way, a merchant can use the GSM to check for PCl compliance on an ongoing basis even between
the scans performed by the ASV.

Since security changes are stored immutable for audit compliance within the GSM, the correct security
and compliance status can even be verified at all times in between the quarterly ASV scans.
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Escalation methods can inform an external auditor as well as internal experts continuously about the
security status. Summaries are sent to the responsible parties.

Policy Monitoring
In the same way the GSM checks the technical aspects of other policies periodically it can also check
the system parameters according to the PCI DSS policy.

With a permanent background policy scan it is ensured that antivirus tools are not outdated or fire-
walls don't get deactivated without notice. Such parameters can be monitored and escalated in the
same way as software vulnerabilities.

Advantages for merchant:

- Permanent policy monitoring

- Flexible escalation

- “False Positive” management

- Internal and external vulnerability scanning

- Complete vulnerability analysis according to PCI DSS for internal scans
Advantages for the ASV:

- “False Positive" Management

- Static scan configuration for re-scans

- Complete vulnerability analysis according to PClI DSS for external scans via internet

- Flexible reporting framework for individual scan reports

Greenbone Networks GmbH as the vendor of the GSM does not act as an ASV. But among Greenbone's
business partners you will find security consultants that as an ASV at the same time and can introduce
the GSM into your security process.

11.2.3 BSI TR-03116: Kryptographische Vorgaben fiir Projekte der Bun-
desregierung

The “Bundesamt fiir Sicherheit in der Informationstechnik (BSI)" published a technical guideline TR-
03116 “"Kryptographische Vorgaben fiir Projekte der Bundesregierung”. Part &4 of this guideline de-
scribes the security requirements for services of the federal government using the cryptographic pro-
tocols SSL/TLS, S/MIME and OpenPGP.

The requirements are based on forecasts on the security of the algorithms and key length for the next
seven years including 2022.

Greenbone Networks provides a scan configuration to test the compliance of services
with the technical guideline TR-03116. The configuration may be downloaded from
http://download.greenbone.net/scanconfigs/policy_BSI-TR-03116-4.xml. This configuration needs
to be imported to the GSM subsequently.

The scan configuration has to be modified to be effective. The BSI-TR-03116-4 Policy NVT must be
configured to perform the check.

This scan configuration tests if the scanned hosts and services use SSL/TLS. If this is the case the
compliance with the guideline is tested.

At least the following ciphers must be supported to pass the test:
- TLS_ECDHE_ECDSA-WITH_AES_128_CBC_SHA256
- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
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Notes: o

Overrides: 0

Summary
This Script is a test Policy for BSI-TR-03116-4

Vulnerability Scoring

CVSS base: 0.0

CVSS base vector: Av:NIAC: LIAUN/C:N/ENIAN
Preferences N
N L I L

*)Apply defaulttimeout
Timeout
Perform check: ) yes' no no

- TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

If a preshared-key is used by the application in addition to the SSL/TLS algorithm one of the following
ciphers is required:

« TLS_RSA_PSK_WITH_AES_128_CBC_SHAZ256
+ TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256

Once the target is scanned the scan report will show either matches or violations:

10: 2d352b0E-a1f7-43fd-2740-a022achbSkaE
Created Tue Jun & 09:46:00 2017
\_J Result: BSI-TR-03116-4: Matches piodifiect e Jur & 05 4600 2017
e —— T T T
BSI-TR-03116-4: Matches 91.213.36.11 443tcp
Summa

v
List positive results frem Policy for BSI-TR-03116-4 Test

Vulnerability Detection Result
Mindestens einer der unter Pubkt 2.1.2 geforderten Ciphers wurde auf Port 443 gefunden:

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHAZSE
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256

Log Method
Details: BSITR-03116-4: Matches (0ID: 1.3,6,1.4,1.25623,1.0.96178)

Version used: $Revision: 5499 §

The severity of the NVTs depend on the GOS version used. Since GOS 4.2 the violation NVTs have a
default score of 10. In the past these NVTs had a default score of 0 (log message) and overrides were
required for different scores. The new default score of 10 can be changed using overrides as well. If
you want to change this you have to create an override.

ID: f158bb75-cad1-43a1-5f27-d7fagc05fE1a
Madified: Tue Jun & 17:46:56 2017
L_J' Report: Results (9 of 9) S e e 222308
e 1- JofJ
e ——— T Bl e i i
BSI-TR-02116-4: Violations 192,168.221.100 443jtcp |
Services 80% 192,168,221.100 443ftcp Gilfh.
Services 20% 192,168,221.100 443ftcp ik,
Senices fiox  192.168.221.100 22/tcp & [
Ping Host 20% 182.168,221.100 generalftcp 4| [
DNS Server Detection (UDP) 80%  192,168.221.100 53/udp 1 [
AE Pnbrcbine Pacenlidebine ced Bannine — T Do =

Fig. 11.14: The violation is reported with a high severity.
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11.3 Special Policies

11.3.1 Mailserver Online Test

In September 2014 the Bavarian State Office for Data Protection performed an online test “Mailserver
regarding STARTTLS, Perfect Forward Secrecy and Heartbleed'°8", The organizations that were found
to be affected by this test were asked to remove the security risks.

Using Greenbone Security Manager or OpenVAS respectively an organization can test themselves if
their own mail servers comply with the security criteria. For this follow these steps:

1. Import the following scan config: onlinepruefung-mailserver-scanconfig.xml'%,
2. Configure a new port with the port range T:25.

3. Configure a target containing the mailservers to be tested and select the port list created in the
previous step. Depending on the network settings it could make sense to use “Consider Alive"
as Alive Test.

4. Create a task with the target created above and the imported scan config.

5. Start the scan. It can take 30-40 Minutes because generally the scanner has to wait for some
data from the mailservers a bit longer.

6. Finally you will get a scan report with different log entries for each mailserver. The missing
StartTLS will initially only be displayed as a log message as it is a policy question how it should
be assessed. For Example an override for this NVT can be created defining it as a high risk. The
override can then be expanded to all hosts and possibly all tasks.

7. Should monitoring be established, a schedule for this task can be created (i.e. every week on
Sundays) as well as an alert (i.e. an email). Combined with the respective overrides an auto-
mated warning system is being created in the background.

11.4 TLS-Map

The TLS (Transport Layer Security) protocol ensures the confidentiality, authenticity and integrity of
communication in insecure networks. It establishes confidential communication between sender and
receiver, for example web server and web browser. In the past years various security holes were
detected for the often used protocol TLS 1.0 and used by attackers to actually read the communication.

With the GSM it is possible to identify systems that offer services using SSL/TLS protocols. Addition-
ally GSM detects the protocol versions and offered encryption algorithms. Further details about the
service can be achieved in case it can be properly identified.

11.4.1 Preparations

For a simplified export of your scan results we prepared a special Report Format Plugin. The resulting
data file makes it easy to further process the data.

Please download and import the TLS-Map Report Format Plugin'".

Remind that you need to activate the plugin after import for making it available. For this, click on the
wrench icon and set "Active” to “yes" in the dialog. Finally click “Save Report Format”.

108 http://www.lda.bayern.de/onlinepruefung/emailserver.html
109 http://download.greenbone.net/scanconfigs/onlinepruefung-mailserver-scanconfig.xml
™ http://download.greenbone.net/rfps/tls-map-1.0.0.xml
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11.4.2 Checking for TLS

For an overview on TLS usage in your network or on single systems we recommend to use one of the
following scan configurations:

- TLS-Map Scan Config'?

This scan configuration identifies the used protocol versions and the offered encryption algo-

rithms, but does not try to identify in-depth details of the service.
. TLS-Map with service detection'?

This scan configuration identifies the used protocol versions and the offered encryption algo-
rithms and additionally tries to identify in-depth details of the service. This identification takes
more time and produces more network traffic compared to the above simple scan configuration.

Import one or both of these scan configurations according to your needs.

Now choose a suitable list of ports to be scanned. Pay attention that all ports your are interested in
are covered by the list. The more extensive the list the longer the scan will take, but this may also
detect services at unusual ports.

Via menu “Port Lists" you can choose from the pre-configured lists or create you own.

Consider for the choice that the TLS protocol is based on the TCP protocol. A port list with UDP port
hence will slow down the scan without benefits. If you want to cover any TCP port, then you should
choose “AlLLTCP".

Next, create a target covering the systems and/or networks you want to check. Link this target with
the port list you have chosen in the “New Target” dialog.

Create a new task and configure the imported scan configuration and the target. Start the new task.

11.4.3 Exporting the scan results
As soon as the status of the started task changes to "“Done", the scan is complete and the results can
be exported.

For the export, open the report of the task, for example by clicking on the date in column “Last” in the
task overview.

Change to the “Report: Summary and Download" page via the report menu and then select the “TLS
Map" report format plugin for the “Full report” and select download.

The report will be prepared in CSV format. You can open this file with convenient application, for
example with a spreadsheet tool.

The file contains one line per port and systems where a SSL/TLS protocol is offered:

IP,Host,Port, TLS-Version,Ciphers,Application-CPE

192.168.12.34,www.local, 443, TLSv1.0;SSLv3,SSL3_RSA_RC4_128_SHA; TLS1_RSA_RC4_128_SHA,
cpe:/a:apache:http_server:2.2.22;cpe:/a:php:php:5.4.4

192.168.56.78,www2.local, 443, TLSv1.0;SSLv3,SSL3_RSA RC4_128_SHA; TLS1_RSA _RC4_128_SHA
cpe:/a:apache:http_server:2.2.22

Separated by commas, each line contains the following information:
« IP: The IP address of the system where the service was detected.
+ Host: The DNS name of the system in case it is available
« Port: The port where the service was detected.

- TLS-Version: The protocol version offered by the service. In case more than one is offered, the
versions are separated with semicolons.

12 http://download.greenbone.net/scanconfigs/tls-map-scan-config.xml
M3 http://download.greenbone.net/scanconfigs/tls-map-app-detection-scan-config.xml
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- Ciphers: The encryption algorithms offered by the service. In case more than one is offered, the
algorithms are separated with semicolons.

- Application-CPE: The detected application in CPE format. In case more than one is identified, the
applications are separated with semicolons.

11.5 Conficker Search

Conficker is a computer worm that occurred in fall 2008. It threatens Windows operating systems
and caused numerous network failures with significant financial damage. The worm takes advantage
of a security hole in the operating system and is self-updating.

Microsoft Bulletin MS08-067"" describes the most important security hole that is exploited by Con-
ficker to attack the corresponding systems.

11.5.1 Search methods for vulnerability and infection

Using the Greenbone Security Manager two methods are recommended for the search:

+ Non-invasive search for the security holes described by Microsoft in Bulletin MS08-067, includ-
ing the Conficker worm.

- Invasive search for the security holes described by Microsoft in Bulletin MS08-067, including
the Conficker worm.

The first method is able to detect the presence of the vulnerability. The second method goes as far as
exploiting the vulnerability to be certain that it is indeed present. Admittedly, this may cause outages
of the corresponding systems and thus should be executed with appropriate prudence.

11.5.2 Execute search for vulnerability and Conficker

- Import the scan configuration Conficker Search'® or, for the invasive search, the scan configu-
ration Invasive Conficker Search'”.

1 o

Import XML config

Browse... conficker-search-scanconfig-vA.xml

Create

- If the target systems do not allow anonymous access, create credentials to provide the scan
engine with access to the target systems. If not done yet, create a corresponding user account
on the Windows systems (a low privileged user account is sufficient).

- Define the target systems (targets) and, if applicable, choose the respective credentials.

- Now you can create the actual task. This means to combine the imported scan configuration
with the newly created targets.

- The search is started by clicking on [l of the respective task. It can take a while for the scan to
complete. To update the view with the current progress, click on &,

- As soon as the status changes to “Done” the complete report is available. At any time you can
review the intermediate results. Here is an example for a system where the vendor security
update for MS08-67 has not been installed.

T4 http://en.wikipedia.org/wiki/Conficker

15 http://www.microsoft.com/technet/security/Bulletin/MS08-067.mspx

16 http://download.greenbone.net/scanconfigs/conficker-search-scanconfig-v4.xml

"7 http://download.greenbone.net/scanconfigs/conficker-search-scanconfig-invasive-v&4.xml
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New Credential [x]

Name

Comment

Type

Allow insecure use

Auto-generate
Username

Password

New Target

Name

Comment

Hosts

Exclude Hosts
RFeverse Lookup Cnly
Reverse Lookup Unify
PortList

Alive Test

Scan User

Low privileged

\ Username + Password

I Conficker Targets

)

I

1

' Manual
) From file

)

I 192168.2.6,192.168.2.8

Browse.. | Mofile selected. R

I

O Yes @) No

| All'IAMA assigned TCP 20

| Scan Config Default

Credentials for authenticated checks

SSH

SMB

* on pun[ 22

(]

| Scan User

Name
Comment
Scan Targets

Add results w0

Alterable Task

Auto Delete
Reports

Scanner

Conficker Task

|' Conficker Targets

yes () no

Apply Overrides
Min QoD

() Ves (s) N0

(e Do not automatically delete reports

| OpenvAS Default
Scan Config
Network Source Interface

Order for target hosts

' Automatically delete oldest reports but always keep newest| 5

\. Sequential

reports

Mon Feb 1 10:54:02 2010
Dane

196

Chapter 11. Compliance and special scans




Greenbone Security Manager with Greenbone OS 4, Release 4

[T N T C N T R
o 1] 1] 1

192.168.2.6 1
192.168.2.9 o o o o ]
Total: 2 1 o o i] 1

Port summary for host "192.168.2.6"

Service {Port)

genaralftcp

High

Security Issues reported for 192,168.2.6

ganaralftop

lemote Code Exscution Wulnsrabikt

HSDE- 067

Overview: This host has critical security updete missing sccording to
Hicrosoft Bulletin MS0E-DET.

vulnersbility Insight
Flaw is due to an error in the Server Service, that does not properly
handle specially cratted RPC requests.

Impact: Succesaful exploitation could allow remote attackers to take
coaplete control of an affected system

variants of Conficker worn are based on the above described wulnerability.
Hore details regarding the worm and means to resolve this can be found at,
http://technet . microsoft. com/en-us /security /dddS2420. aspx

Impact Lavel: Systea

Affected Software/05:

Hicrosoft Windows 2 Service Pack 4 and prior.
Microsoft Windows P Service Pack 3 and prior.
Microsoft Windows 2003 Service Pack 2 and prior,

Fix: Fun Windows Update and update the listed hotfixes or download
and update mentioned hotfives in the advisery from the below link,
http: /fwew. microsoft.con/technet/security/bulletin/nsis- 067 . nspx

References:
http:/fwew. microsoft.con/technet/securtty oulletin/wsiE- 067 . mspx

CNSS Score:
CV55 Base Scare t 8.3 (AW:NSAC: MR NRSC: C/L: CAR: CD
CVSS Temporal Score : 7.3
Risk factor: High
CWF @ CVWF-200A- 4250
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11.6 OVAL System Characteristics

The Open Vulnerability and Assessment Language (OVAL)'""® is an approach for a standardized de-
scription of the (security) state of an IT system. OVAL files describe a vulnerability and define tests to
identify the state in which a system is vulnerable. They usually refer to specific version of software
products for which a known vulnerability exists.

This means that in order to check for vulnerabilities described in an OVAL definition, information about
the current state of the system is needed. This information is collected in a standardized format as
well — the OVAL System Characteristics (SC).

There are a number of solutions which perform checks based on OVAL definitions and SC files. OVAL
definitions are provided by various vendors'®. MITRE provides the OVAL Repository'’? with more than
13,000 entries.

11.6.1 Collecting Scan Results as OVAL SCs

During a scan the Greenbone Security Manager collects large amounts of data about the target sys-
tem. This information is managed in an optimized data pool. Parts of this information are usable as a
component of an OVAL System Characteristics.

The creation of OVAL SC files is not enabled by default but has to be explicitly enabled. The following
scan configuration can be used to achieve this: collect-oval-sc-v2.xml'?.

Import the scan configuration in the GSM:

[ )|

Import XML confi
g ! d Browse... collect-oval-sc-v2.xml L3

Create

sl

The new scan configuration is now shown in the list:

OVAL SC
(Collect OVAL System Characteristics, Version 2.0)

The most comprehensive results of a target system can be collected using authenticated scans. For
this you need to create an account on the target system. Ensure that the account has the necessary
privileges. For unixoid systems an account with low privileges is usually sufficient, for Windows sys-
tem administrative privileges are required.

[ ().
Name Scan User
Comment Low privileged
Type Username + Password -
Allow insecure use () Yes 1o
Auto-generate Yes () Mo
Username scanuser
Password  ssessess k
Create

The following example shows the creation of a Linux target. For a Windows target the credential must
be set in the SMB field instead of SSH.

8 http://oval.mitre.org/

M9 http://oval.mitre.org/repository/about/other_repositories.html

120 http://oval.mitre.org/repository/

121 http://download.greenbone.net/scanconfigs/collect-oval-sc-v2.xml
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IMame | Test Target Linux ‘
Comment [ |
(*) Manual | 182.168.11.21 I ‘
Hosts () From file | Browse... Iofile selected
Exclude Hosts ‘
Reverse Lookup Only ) Yes ‘ Mo
Peverse Lookup Unify () Yes () Mo
| Port List AllIAMA assigned TCP 20... [ * |
Alive Test Scan Config Default -
Credentials for authenticated checks
SSH | Scan User  [on port| 22 (%]
SMB B B« |

Now create the task, which you can start immediately.

Name OVAL SC TestScan E
Comment
Scan Targets Test Target Linux | kd
Addresultsto (s ¥es (N0
Assets - -
i Apply Overrides DR no *
Min QoD % )
Alterable Task () yes (s N0
Auto Delete «) Do not automatically delete reports
Reports O Automnatically delete oldest reports but always keep neweslm reports
Scanner OpenvAS Default v
Scan Config OVAL 5C hd
Network Source Interface
Order for target hosts Sequential v
'

The scan itself is quite fast because the scan configuration is optimized to collect only the specific
data needed for generating the System Characteristics file.

The results are returned a log information. By default these messages are suppressed.

If you adjust your filter you can see the OVAL System Characteristics in XML formatted for easy read-
ability:

Please note: If you have collected data from a large number of target systems this view may become
hard to read.

11.6.2 Exporting OVAL SCs

OVAL SC files are defined in a way that one file can contain only information about one system. Using
the Greenbone Security Manager you can collect a large number of System Characteristics from many
different systems in one single step.

Because of this we provide two Report Format Plugins:
- OVAL System Characteristics: Produces a single SC file in the XML format.

- OVAL System Characteristics Archive: Can be used for an arbitrary number of System Character-
istics, which will be collected in a ZIP file. The names of the individual SC files will contain the IP
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L_J' Report: Results (0 of 6)

The report is empty The filter does not match any of 6 results.

The report only contains log messages, which are currently
excluded,

\
J

Include log messages in your filter setting.

1D 1052bd79-4283-4cfa-aade-dS61eas49doe
Modifiec Wed May 31 07:00:32 2017
Created Wed May 31 06:58:45 2017

\_J' Report: S ry and Download Owner. webademin

Result of Task: OWAL SC Test Scan

Scan initiated: Wed May 31 06:58:43 2017 UTC

k
Scan started: ‘Wed May 31 06:58:45 2017 UTC
Scan ended: Wed May 31 07:00:32 2017 UTC
Scan duration: 1 minute 47 seconds
Scan status: ~Done |
Network Source Interface:
Full report: 0 o 6 sourcefire Conn... ~ |3 EJ Anonymous X... ¥ | £4
Filtered report: 0 0 [ 6 [ 6 Sourcefire Conn... = | [ 3 Anonymous X... ~ | [}

1D: 4abB4e22-02ca-4595-8d42-b14c532207F1
Crested: Wed May 31 07:00:33 2017
- = Modified: Wed May 21 07:00:33 2017
J Result: Show System Characteristics Owmer:  mebahmin

D | 7 S Y TN
Show System Characteristics

ctions
97% l9z168.11.21 = .

general/OVAL-SC
Summ

Show OVAL System Characteristics if they have been previously gathered and are available in the Knowledge Base

Vulnerability Detection Result

<oval_system_characteristics xmlns="http://oval.mitre.org/XM.Schema/oval-systen-characteristics-5" xmlns:linux-sc="http://oval mitre.org
/¥MLSchena/oval-systen-characteristics-5S#linux" xmlns:oval="http://oval.mitre org/XMLSchema/oval-common-5" xmlns:oval-
sc="http://oval.mitre.org/XM Schena/oval-systen-characteristics-5" xulns:xsi="htip://vww.w3.0rg/2001/X[LSchena-instance"
xsi:schemaLocation="http: //oval.mitre org/XM.Schema/oval-systen-characteristics-5 oval-system-charactefistics-schema.xsd

http://oval.mitre. org/XMLSchena/oval-comnon-5 oval-conmon-schena.xsd http://oval.mitre.org/XMLSchena/oval-systen-characteristics-S#linux
Tinux-systen-characteristics-schema. xsd">

<generator>

<oval:product_name>Greenbone Security Feed</oval:product name>
<oval:product_version>201705260111</oval:product_version>
<oval:schema_versions5,9</oval:schena version>

<0val; tinestanp>2017-05-31T07: 00: 32</oval: tinestanp>
<vendor>Greenbone Networks GnbHe/vendors>

</generator>

200

Chapter 11. Compliance and special scans



Greenbone Security Manager with Greenbone OS 4, Release 4

address of the target system.
Both plugins are available for download on the Report Formats page'??.

Import the report format plugins, verify the signature and activate them. For detailed information
about this process, please refer to: Report Plugins (page 152).

You can now download the results in the format you require for further processing. Select the format
“OVAL-SC" or "OVAL-SC archive” in the “Full report” line:

Report Summary B S

Result of Task: OVAL SC test scan Back to Task
Order of results: by host
Scan started: Thu Mar 24 14:21:45 2011

Scan endad: Thu Mar 24 14:21:46 2011

Scan status: —

I e i N N 2

Full repart 0 0 0 1 ] 1 I S—— | ) |
CFE

All filbered results: 1] [+] Q o Q ] HTML k3
TG

Filtered results: i 1} 0 ] o ] Laret 4]

MEE
O 51T

OVALSC Archive
FDF
TET
AL

Sorting: port ascending | port descending | threat ascending | threat descanding

[ show notes

[] only show hosts that have resutts

Oecvss»= 80 |»

Teut phrase: |

Threat: el R T TR Apply

Filtered Results

0 resulks

The ZIP archives look as follows:

Archive Edit View Help

N0 B. 8 | & B

Mew Open Extract Add Files  Add Folder
- @ @ | Location: ||":‘“,f
Mame - ‘ Size ‘ Type | Date Modifi

| 1 182.16811.21-oval-scxml 632 KE XMLdoc... 25March2...

1 object (63.2 KB), 1 object selected (63.2 KB)

11.6.3 Example: Using OVAL SCs with ovaldi

The MITRE organization not only provides the OVAL standard but also provides a reference imple-
mentation for local OVAL checks. The OVAL Interpreter ovaldi'?? is available under an Open Source
license.

122 http://www.greenbone.net/technology/report_formats.html
123 http://oval.mitre.org/language/interpreter.html

11.6. OVAL System Characteristics 201


http://www.greenbone.net/technology/report_formats.html
http://oval.mitre.org/language/interpreter.html

Greenbone Security Manager with Greenbone OS 4, Release 4

By using the Greenbone Security Manager to provide OVAL System Characteristics it is easy to use
ovaldi on Linux to check a Windows system — or the other way round.

Forexample, if the target system you tested above was a Debian Linux system, you can now download
the official Debian OVAL definitions 2010'%* and execute the test (“false” means that a condition was
not met, i.e. a vulnerability does not exist on the target).

Ovaldi automatically creates a HTML and XML version of the plain text output as shown below: oval-
sc-debian-squeeze-sample-ovaldi-results.html'?> (102 KByte) and oval-sc-debian-squeeze-sample-
ovaldi-results.xml('?® (4.2 MByte). To run the tests additionally download the files oval-definitions-
2010.xml'%’” and oval-sc-debian-squeeze-sample.xml'?8,

$ cd /tmp

$ ovaldi -m -o /tmp/oval-definitions-2010.xml \
-i /tmp/oval-sc-debian-squeeze-sample.xml \
-a /usr/share/ovaldi/xml/

OVAL Definition Interpreter

Version: 5.10.1 Build: 2

Build date: Sep 11 2012 07:49:59

Copyright (c) 2002-2012 - The MITRE Corporation

Start Time: Tue Sep 11 12:12:52 2012

** parsing /tmp/oval-definitions-2010.xml file.
- validating xml schema.

** checking schema version
— Schema version - 5.3

** skipping Schematron validation

** parsing /tmp/oval-sc-debian-lenny-sample.xml for analysis.
- validating xml schema.

** running the OVAL Definition analysis.

Analyzing definition: FINISHED
** applying directives to OVAL results.
** OVAL definition results.

OVAL Id Result
oval:org.debian:def:1965 false
oval:org.debian:def:1966 false
oval:org.debian:def:1967 false
oval:org.debian:def:1968 false
oval:org.debian:def:1969 false
oval:org.debian:def:1970 false
oval:org.debian:def:1971 false
oval:org.debian:def:1972 false
oval:org.debian:def:1973 false
oval:org.debian:def:1974 false
oval:org.debian:def:2124 false
oval:org.debian:def:2125 false
oval:org.debian:def:2126 false
oval:org.debian:def:2127 false
oval:org.debian:def:2128 false
oval:org.debian:def:2129 false
oval:org.debian:def:2130 false

124 http://www.debian.org/security/oval/oval-definitions-2010.xml

125 http://download.greenbone.net/misc/oval-sc-debian-squeeze-sample-ovaldi-results.html
126 http://download.greenbone.net/misc/oval-sc-debian-squeeze-sample-ovaldi-results.xml
127 http://www.debian.org/security/oval/oval-definitions-2010.xml

128 http://download.greenbone.net/misc/oval-sc-debian-squeeze-sample.xml
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oval:org.debian:def:2131 false
oval:org.debian:def:2132 false
oval:org.debian:def:2133 false

** finished evaluating OVAL definitions.

** saving OVAL results to results.xml.
** running OVAL Results xsl: /usr/share/ovaldi/xml//results_to_html.xsl.

If the target system was a Microsoft Windows system, you can use the definitions provided by
MITRE'?? and execute the test (“false” means that a condition was not met, i.e. a vulnerability does
not exist on the target).

Ovaldi automatically creates a HTML and XML version of the plain text output as shown below: oval-
sc-windows-xp-sample-ovaldi-results.html3° (23 KByte) and oval-sc-windows-xp-sample-ovaldi-
results.xml3' (159 KByte).

To run the tests additionally download the files windows.xml'*? and oval-sc-windows-xp-
sample.xml'33,

$ cd /tmp

$ ovaldi -m -o /tmp/windows.xml \
-i /tmp/oval-sc-windows—-xp-sample.xml \
-a /usr/share/ovaldi/xml/

OVAL Definition Interpreter

Version: 5.10.1 Build: 2

Build date: Sep 11 2012 07:49:59

Copyright (c) 2002-2012 - The MITRE Corporation

Start Time: Tue Sep 11 15:57:55 2012

** parsing /tmp/windows.xml file.
- validating xml schema.
** checking schema version
— Schema version - 5.10
** skipping Schematron validation
** parsing /tmp/oval-sc-windows-xp-sample.xml for analysis.
- validating xml schema.
** running the OVAL Definition analysis.
Analyzing definition: FINISHED
** applying directives to OVAL results.
** OVAL definition results.

OVAL Id Result
oval:org.mitre.oval:def:754 true

oval:org.mitre.oval:def:15339 false
oval:org.mitre.oval:def:15465 false
oval:org.mitre.oval:def:15452 false
oval:org.mitre.oval:def:15377 false
oval:org.mitre.oval:def:15346 false

129 http://oval.mitre.org/rep-data/5.10/org.mitre.oval/p/family/windows.xml

130 http://download.greenbone.net/misc/oval-sc-windows-xp-sample-ovaldi-results.html
131 http://download.greenbone.net/misc/oval-sc-windows-xp-sample-ovaldi-results.xml
132 http://oval.mitre.org/rep-data/5.10/org.mitre.oval/p/family/windows.xml

133 http://download.greenbone.net/misc/oval-sc-windows-xp-sample.xml
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oval:org.mitre.oval:def:15173 false
oval:org.mitre.oval:def:15057 false
oval:org.mitre.oval:def:15546 false
oval:org.mitre.oval:def:14566 false
oval:org.mitre.oval:def:720 false
oval:org.mitre.oval:def:627 false
oval:org.mitre.oval:def:286 false
oval:org.mitre.oval:def:748 false
oval:org.mitre.oval:def:684 false
oval:org.mitre.oval:def:396 false
oval:org.mitre.oval:def:1205 false
oval:org.mitre.oval:def:679 false
oval:org.mitre.oval:def:165 false
oval:org.mitre.oval:def:565 false
oval:org.mitre.oval:def:289 false
oval:org.mitre.oval:def:730 false
oval:org.mitre.oval:def:1162 false
oval:org.mitre.oval:def:2041 false
oval:org.mitre.oval:def:1946 false
oval:org.mitre.oval:def:1815 false
oval:org.mitre.oval:def:1282 false
oval:org.mitre.oval:def:1804 false
oval:org.mitre.oval:def:1469 false
oval:org.mitre.oval:def:718 false
oval:org.mitre.oval:def:347 false
oval:org.mitre.oval:def:283 false
oval:org.mitre.oval:def:282 false

** finished evaluating OVAL definitions.

** saving OVAL results to results.xml.
** running OVAL Results xsl: /usr/share/ovaldi/xml/results_to_html.xsl.
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CHAPTER 12

Greenbone Management Protocol

The entire control of the GSM appliance is done via the Greenbone Management Protocol (GMP). The
web interface is an GMP client as well and accesses the GSM functions via GMP.

GMP is formerly known as OMP. Greenbone provides new tools to use the features of the GMP pro-
tocol. While the gvm-tools (see section GVM-Tools (page 243)) may be used to connect to both GOS
4 and older GOS 3.1 appliances the older omp.exe (see http://docs.greenbone.net/GSM-Manual/gos-
3.1/en/omp.html) tool is not compatible with GOS 4.

The GMP protocol is documented at the Greenbone TechDoc portal:
http://docs.greenbone.net/APlI/OMP/omp-7.0.html

This chapter covers the activation and use of the protocol by third party applications.

12.1 Activating the GMP Protocol

To be able to use the GMP protocolit first needs to be activated on the GSM appliance. The web inter-
faces uses the GMP protocol only locally on the appliance and not through the network. Activating the
GMP protocol can either be performed directly through a variable on the command line (see section
GMP (page 34)) or via the GOS-Admin-Menu under Remote and then GMP. It is important that in both
cases the GSM appliance needs to be rebooted to activate this setting. Access to the GMP protocolis
done in general SSL encrypted and authenticated. The same users as in the web interface are being
used. The users are subject to the same restrictions and have the exact same permissions.

12.2 Access with gvm-cli.exe

While with the help of the documentation of the GMP protocol your own application for access can be
developed, Greenbone has developed a command line application for easy access and a Python shell
and makes both available on the website for Linux and Windows. The tooland the download locations
are described in section GVM-Tools (page 243).

The GMP protocol is XML based. Every command and every response is a GMP object.

The command linetoolgvm—-cli . exe supplied by Greenbone Networks offers for one the direct send-
ing and receiving of XML commands and XML responses.

The tool supports the following connections:
. tls
- ssh
- socket

The commandline tool supports several switches. These can be displayed using:
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$ gvm-cli -h
usage: gvm-cli [-h] [-V] [connection_type]

gvm-cli 1.2.0 (C) 2017 Greenbone Networks GmbH

This program is a command line tool to access services via
GMP (Greenbone Management Protocol) .

Examples:
gvm-cli —--xml "<get_version/>"
gvm-cli —-xml "<commands><authenticate><credentials><username>myuser</username><paf

ssword>mypass:

While the tool supports more switches the additional options are only displayed when the connec-
tion_type is specified:

$ gvm-cli ssh -h

usage: gvm-cli ssh [-h] [-c [CONFIG]] [--timeout TIMEOUT]
[--log [{DEBUG, INFO, WARNING, ERROR, CRITICAL}]]
[-—gmp—-username GMP_USERNAME] [-—-gmp-password GMP_PASSWORD]
[-X XML] --hostname HOSTNAME [--port PORT]
[-—ssh-user SSH_USER]
[infile]

positional arguments:
infile

optional arguments:
-h, —--help show this help message and exit
—-c [CONFIG], —--config [CONFIG]
Configuration file path. Default: 7 /.config/gvm-
tools.conf

While the current GSM Appliances (GOS 4) use ssh to protect the GMP protocol, older appliances used
TLS and Port 9390 to transport the GMP protocol. The gvm tools may be used with both the older and
the current Greenbone 0S.

The tools are mostly helpful for batch mode (batch processing, scripting).

With this tool the GMP protocol can be used in a simple way:

gvm-cli —--xml "<get_version/>"
gvm-cli —--xml "<get_tasks/>"
gvm-cli < file

12.2.1 Configuring the Client
To use the gvm—-c1i command you need to log into the appliance. For this the required information is
supplied either using command line switches or a configuration file (~/.config/gvm-tools.conf).
To provide the GMP user using command line switches use:
+ ——gmp-username
+ ——gmp-password

Alternatively a configuration file ~/.config/gvm-tools.conf containing these informations may be cre-
ated:

[Auth]
gmp :f:'—;erny?,m%:webadmin

gmp_password=kennwort
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This configuration file is not read be default. You will have to add the commandline switch -—config
or —c to read the configuration file.

12.2.2 Starting a Scan using gvm-cli

Atypicalexample for using the GMP protocolis the automatic scan of a new system. Below we assume
that an Intrusion Detection System is in use that monitors the systems in the DMZ and immediately
discovers new systems and unusual TCP ports not used up to now. If such an eventis being discovered
the IDS should automatically initiate a scan of the new system. This should be done with the help of
a script. For the this gvm-c1i can be used although the gvm-pyshel1l or using self written python
scripts might be more suitable. The processing of the XML output is better supported by python then
by using the shell. This is explained in the following sections.

Starting point is the IP address of the new suspected system. For this IP address a target needs to be
created in the GSM.

Under http://docs.greenbone.net/APl/OMP/omp-7.0.html#command_create_target the command
create_target is described.

If the IP address is saved in the variable TPADDRESS the respective target can be created with the
following command:

$ gvm-cli ssh —--gmp-username webadmin --gmp-password kennwort \
——hostname 192.168.222.115 \

--xml "<create_target><name>Suspect Host</name>\
<hosts>$IPADDRESS</hosts></create_target>"

<create_target_response status="201" status_text="0K, resource
created" 1d="4574473f-a5d0-494c-be6f-3205be487793"/>

Now the task can be created.

$ gvm-cli ssh —--gmp-username webadmin --gmp-password kennwort \

——hostname 192.168.222.115 \

—-—xml "<create_task><name>Scan Suspect Host</name> \

<target 1id=\"4574473f-a5d0-494c-be6f-3205be4d87793\"></target> \

<config id=\"daba56c8-73ec-11df-a475-002264764cea\"></config></create_task>"

<create_task_response status="201" status_text="OK, resource created" id="ce225181-c

The output us the ID of the task. It is required to start and monitor the task.

The other IDs used by the command may be retrieved using the following commands displaying the
available targets and scan configs:

$ gvm-cli ssh —--gmp-username webadmin -—-gmp-password kennwort \
——hostname 192.168.222.115 —--xml "<get_targets/>"

$ gvm-cli ssh —--gmp-username webadmin --gmp-password kennwort \
—--—hostname 192.168.222.115 —--xml "<get_configs/>"

The output of the above commands is XML.

Now the task needs to be started:

$ gvm-cli ssh —-—-gmp-username webadmin —--gmp-password kennwort \
——hostname 192.168.222.115 \
——-xml '<start_task task_id="ce225181-c836-4ecl-b83f-a6fcba70el7d"/>"

The connection will be closed by the GSM.

Now the task is running. The status of the task can be displayed with the following command:
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$ gvm-cli ssh —--gmp-username webadmin -—-gmp-password kennwort \
--hostname 192.168.222.115 \
--xml '<get_tasks task_id="ce225181-c836-4ecl-b83f-a6fcba70el7d"/>"

<get_tasks_response status="200" status_text="OK"><apply_overrides>
...<status>Running</status><progress>98<host_progress>
<host>192.168.255.254</host>98</host_progress></progress>.../>

As soon as the scan is completed the report can be downloaded. For this the ID that was output when
the task was started is required. Also a meaningful report format must be entered. The IDs for the
report formats can be displayed via:

$ $ gvm-cli ssh —-—-gmp-username webadmin --gmp-password kennwort \
——hostname 192.168.222.115 —-xml '<get_report_formats/>"'

Now the report can be loaded:

$ gvm-cli ssh —--gmp-username webadmin -—-gmp-password kennwort \
-—hostname 192.168.222.115 \

—-xml '<get_reports report_id="23a335d6-65bd-4be2-a83e-be330289%ecef7" \
format_id="35ba7077-dc85-42ef-87c9-b0eda7e903b6"/>"

For a complete automatic processing of the data the task could be combined with an alert that could
send out the report automatically at a specific severity level.

12.3 gvm-pyshell

The command line tool gvm-pyshell.exe supplied by Greenbone Networks offers for one the di-
rect sending and receiving of XML commands and XML responses using python commands. These
commands take care of the generation and parsing of the XML data.

The tool supports the following connections:
. tls
- ssh
- socket

While the current GSM Appliances (GOS 4) use ssh to protect the GMP protocol, older appliances used
TLS and Port 9390 to transport the GMP protocol. The gvm tools may be used with both the older and
the current Greenbone OS.

The tools are mostly helpful for batch mode (batch processing, scripting).

The authentication configuration of the gvm-pyshel1 can be stored in a file in the home directory of
the user. The syntax is explained in section Configuring the Client (page 206).

The Python implementation follows the GMP API. Under http://docs.greenbone.net/APlI/OMP/omp-
7.0.htmlthe APl is described. Optional arguments in the APl are identified by a ?. The following exam-
ple explains the usage of the Python functions:

’gmp.create_task("Name","Config","Scanner","Target",comment:"comment") ‘

While mandatory arguments may be supplied in the correct order and are identified automatically
they may also be specified using their identifier:

‘gmp.create_task(nameZ"Name",config_idZ"Config",scanner_id:"Scanner",target_id="Targe¢",commentZ"c
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12.3.1 Starting a Scan using gvm-pyshell

A typical example for using the GMP protocol is the scan of a new system. Below we assume that an
Intrusion Detection System is in use that monitors the systems in the DMZ and immediately discovers
new systems and unusual TCP ports not used up to now. If such an event is being discovered the IDS
should automatically initiate a scan of the new system. This should be done with the help of a script.
For the this the gvm-pyshell is very suitable. The processing of the XML output is better supported
by python then by using the shell.

Starting point is the IP address of the new suspected system. For this IP address a target needs to be
created in the GSM.

Under http://docs.greenbone.net/APl/OMP/omp-7.0.html#command_create_target the command
create_target is described.

The following lines will first step through the required commands using the interactive python shell:

$ gvm-pyshell ssh \

—-—gmp-username webadmin —-—-gmp-password kennwort\

——hostname 192.168.222.115

GVM Interactive Console. Type "help" to get information about functionality.
>>> res=gmp.create_target ("Suspect Host", True, hosts="192.168.255.254")

>>> target_id = res.xpath('@id") [0]

The variable target_id contains now the id of the created target. This id can now be used to create the
corresponding task.

The task creation requires the following input:
- target_id
- config_id
- scanner_id
- task_name
- task_comment

To display all available scan configurations the following code may be used:

>>> res = gmp.get_configs()

>>> for i, conf in enumerate (res.xpath('config')):
id = conf.xpath('@id") [0]
name = conf.xpath ('name/text ()"') [0]
print('\n({O}) {1}: ({2})'".format (i, name, id))

The scanners can be discovered using the same technique. But if only the built in scanners are used
the following id are hard-coded:

- OpenVAS 08b69003-5fc2-4037-a479-93b440211c73
- CVE 6acd0832-df90-11e4-b9d5-28d24461215b

To create the task use the following command:

>>> res=gmp.create_task (name="Scan Suspect Host",
config_id="daba56c8-73ec-11df-a475-002264764cea",
scanner_id="08b69003-5fc2-4037-a479-93b440211c73",

... target_id=target_id)

>>> task_id = res.xpath('@id') [0]

To start the task use:

>>> gmp.start_task (task_id)

The current version of the GSM (4.1.7) closes the connection in the gyvm-pyshell imediately. Further
commands are not possible.
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All these commands may be put in a python script which may be invoked by the gvm-pyshell:

len_args = len(args.script) - 1
if len_args is not 2:
message = """

This script creates a new task with specific host and nvt!
It needs two parameters after the script name.

First one is name of the target and the second one is the
chosen host. The task is called target-task

Example:

$ gvm-pyshell ssh newtask target host
print (message)
quit ()

target = args.script[l]
host = args.script[2]
task = target + " Task"

# Full and Fast
myconfig_id = "daba56c8-73ec-11df-a475-002264764cea"

# OpenVAS Scanner
myscanner_id = "08b69003-5fc2-4037-a479-93b440211c73"

res=gmp.create_target (target, True, hosts=host)
mytarget_id = res.xpath('@id") [0]

res=gmp.create_task (name=task,
config_id=myconfig_id,
scanner_id=myscanner_id,
target_id=mytarget_id)
mytask_id = res.xpath('@id') [0]

gmp.start_task (mytask_id)

12.4 Example Scripts

The gvm-tools come with a collection of example scripts which may be used by the
gvm-pyshell.exe tool. Currently the following scripts are shipped in the Bitbucket repository:

- application-detection.gmp
This script will display all hosts with the searched application.
- cfg-gen-for-certs.gmp
This script creates a new scan config with nvts based on a given CERT-Bund Advisory.
+ clean-slave.gmp
This script removes all resources from a slave except active tasks.
- create-dummy-data.gmp
This script generates dummy data.
- DeleteOverridesByFilter.gmp
This script deletes overrides using a filter.

« monthly-report2.gmp
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This script will display all vulnerabilities based on the reports of a given months. Made for GOS
4.x.

« monthly-report.gmp

This script will display all vulnerabilities based on the reports of a given months. Made for GOS
3.1

+ nvt-scan.gmp
This script creates a new task with specific host and nvt using hardcoded base config.
- startNVTScan.gmp
This script interactively creates a new task with specific host and nvt.
+ SyncAssets.gmp
This script will upload assets to the asset db.
- SyncReports.gmp
This script will pull reports and upload these to a second GSM using container tasks.

These scripts may serve as a starting point for the development of private scripts.

12.4.1 Status Codes

The GMP protocol uses status codes for communication. These status codes can be displayed in the
web interface.

Results of last operation

Operation: Start Task
Status code: 503
Status message: Scanner loading nvts (8100/38246)

Fig. 12.1: The GMP protocol uses status codes and alerts to display statuses.

The status codes are similar to HTTP status codes. The following codes are being used:
2xx: The command was sent, understood and accepted successfully.

- 200: OK

+ 201: Resource created

« 202: Request submitted
4xx: Ausererror occurred.

400: Syntax error This could be different syntax errors. Often elements or attributes in the
OMP command are missing. The status text shows additional information. Currently this
status code is also used for missing or wrong authentication.

401: Authenticate First This is the error code that is being used for missing or wrong authen-
tication. Currently the value 400 is still being used.

403: Access to resource forbidden This is the error code that is being used for having not
enough permissions. Often 400: Permission denied will be displayed instead as
well.

404: Resource missing The resource could not be found. The Resource ID was empty or wrong.

409: Resource busy This error code happens, for example, if the feed synchronization is being
started while it is already in progress.

Sxx: A server error occurred
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500: Internal Error This could be entries that exceed an internal buffer size.
503: Scanner loading NVTs The scanner is currently busy loading the NVTs from its cache. Try
again later.

503: Service temporarily down Possibly the scanner daemon is not running. Often the problem
could be expired certificates.

503: Service unavailable: The OMP command is blocked on the GSM.
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CHAPTER 13

Master Setup

The Greenbone Security Manager allows for the building of a distributed scan system. Hereby it is
possible that one GSM remotely controls another GSM for this purpose.

Thereby the controlling GSM is called a master device and the controlled GSM a remote scanner. As
soon as two GSMs are configured as master and remote scanner a user can individually configure a
scan for the remote scanner via the web interface of the scan master depending on requirements and
permissions. Every GSM starting from the midrange models upwards can be used as scan master and
control one or more scanners. Every GSM can function as a remote scanner.

The remote scanners are independent GSMs. This is why the administrator must configure the feed
updates and release updates locally on the remote scanners as well and ensure their execution. A
remote scanner also provides their own graphical interface and own management. This allows for it
being able to be used completely independently, however some scans being executed from the mas-
ter.

Additionally the remote scanner can be configured as sensor. A scan sensor is a GSM that exclusively
is being used for the function of scan slave and also completely being managed by the assigned mas-
ter. This management includes automatic updates of the feeds as well as the automatic updates of
release updates. A sensor does not require any network connectivity other than to a sensor master
and after initial setup no further administrative tasks.

Remote scanners and slaves can be integrated into a scan master, in order to test those network
segments for vulnerabilities that are not accessible in any other way.

Basically the master establishes the connection to the delegated remote scanners. The connection is
established by using the Greenbone management protocol (GMP) which uses TCP port 22 (ssh). The
feed and release updates send to sensors use the port 22/tcp (ssh) as well. Thus only this one port is
required for remote scanners and sensor setup.

But it is very important to distinguish these two features:

- Remote Scanners: This feature requires the enabling of the GMP protocol on the remote scanner
via the console and the setup of the remote scanner via the web GUI on the master. This feature
then support the execution of scans via the remote scanner.

- Sensors: This feature requires the setup of the master-sensor relationship via the console on
both the master and the sensor. This feature then supports the synchronization of the feed and
GOS updates from the master to the sensor and the sensors management.

13.1 Setup of the remote scanner

Like with any other GSM the basic setup of a remote scanner is being performed via the serial port. In
addition to the network configuration and the administrative access two other basic parameters for
the use as slave are required:
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Name gsm-dmz-sensor
Comment

Host 192.168.255.61

Type GMP Scanner -

Credential dmz-scan-admin v

Fig. 13.1: Configuring the remote scanner on the master

- Configuring of a scan administrator on the slave that allows the master to control the slave.
This scan administrator is configured using the console menu. It is being enabled on the remote
scanner GSM using Setup/User/Users followed by Admin User.

- Activation of the remote GMP features. This can be enabled in the menu using Setup/Services
followed by GMP.

Afterwards the remote scanners can be set up on the master and a task may be delegated to the
remote scanner.

- To setup the remote scanner on the master navigate to Configuration/Scanners. Create a new
remote scanner using ki,

+ Choose GMP-Scanner in the Overlay and enter the IP address and the credentials of the scan
user generated on the remote scanner.

+ When configuring a new task on the master the new scanner may be chosen to run the task.

- Verify the scanner using the & button. If the setup was correctly it will be successfully verified.

Auto Delete ») Do not automatically delete reports
Reporty =
Automatically delete oldest reports but always keep newest| 5 % | reports
Scanner gsm-dmz-sensor M
Scan Config Full and fast -

Network Source Interface

Fig. 13.2: Running a task on the remote scanner

B

Scanner has been verified.

k 3

Fig. 13.3: Successful verification of the scanner

13.2 Sensor

For security reasons often it is not possible to scan network segments directly. Most of the time direct
access of this segment to the Internet is not desired. In order for a sensor to have the latest NVTs
available, the Greenbone Security Feed from the master may be pushed to the sensor and as such
allow for a feed synchronization with the sensor. After the initial setup this occurs automatically.
As soon as the master synchronized itself with the feed server it will transfer the information to the
sensor as well.
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To achieve this the master uses the SSH protocol. The following steps are required to setup the com-
munication between the master and the sensor.

- First login to the console of both the master and the sensor

- On the master navigate to Setup/Master/Master Identifier followed by Download.

Greenbone 0S Administration

Download Ssh Public Key
Open your web-browser, and go to the following address:

http://192.168.222.115:43043/ 1

There, you will be able to download the SSH Public Key.

(Press Ctrl-C to abort the process.)

Fig. 13.4: Download the master identifier.

- Enter the URL in a browser and download the public ssh key of the master (id.pub). Once the key
is downloaded the master displays the fingerprint in the console. Do not confirm the fingerprint
before uploading the key to the sensor.

- On the sensor navigate to Setup/Sensor/Configure Master followed by Upload.

- Enter the URL shown on the console within a browser and upload the file downloaded from
the master. After the successful upload the fingerprint of the uploaded key is displayed on the
console of the sensor. Compare this fingerprint with the fingerprint displayed on the master. If
the fingerprints match confirm the fingerprint both on the master and the sensor.

- Save the pending modifications on the sensor.

« Check whether the SSH service is already enabled. On the GSM25V this service is disabled by
default. Enable the SSH service by navigating to Setup/Services/SSH followed by State. Save
the pending modifications.

- On the master navigate to Setup/Master.
« Choose Sensors followed by Add a new sensor.
- Enter the IP address of the sensor.

- The master requires the identifier of the sensor. This identifier may either be entered manually
or retrieved automatically. To automatically retrieve the identifier choose Auto in the sensor
configuration menu on the master. The master will now connect to the sensor and retrieve and
display the identifier.

- Compare the identifier displayed on the master with the identifier on the sensor. The identifier
on the sensor may be displayed using Setup/Sensor followed by Fingerprint. If the strings match
confirm the identifier on the master.

- Save the pending modification on the master.

+ Check the successful configuration of this sensor by choosing the appropriate menu option. If
any warning is displayed enable the appropriate settings on the sensor.
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Greenbone 0S Administration

Failure
Got no answer from remote manager daemon.

Is public access to GMP enabled on the
sensor ?

< 0K

Fig. 13.5: If GMP is not enabled on the sensor a warning is displayed.

13.2.1 Communicating with the Sensors

The remote scanners and sensors communicate using SSH. This protocol must be allowed through
possible existing firewall systems. Hereby the master always establishes the connection to the sen-
sor. For backward compatibility the master also tries to connect to the sensor using the port 9390/tcp.
The availability of the port may be switch on the sensor.

The feed update of the delegated scan sensors is being performed selectively either directly from the
Greenbone Update Servers or through the master. For updates from the master to the scan sensor
SSH (TCP per 22) is being used. If this option is not being used it has to be remembered that a possible
firewall situated between the master and the scan sensor blocks this connection without notification
(Drop or Deny setting). Instead the establishing of the connection should be allowed (Accept or Per-
mit) or rejected (Reject) with notification as the master will always try to transfer the feed updates
to the scan sensor.
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CHAPTER 14

Performance

When operating the Greenbone Security Manager a considerable amount of data can be transmitted
by the target systems. The available scan results are also being analyzed, filtered and processed
by the GSM. On larger GSM models this occurs generally at the same time and by many users and
processes.

This chapter covers the diverse questions regarding performance and discusses optimization options.

14.1 Scan Performance

The speed of a scan depends on many parameters This section points out the most important settings
and makes some recommendations.

14.1.1 Selecting a Port List for a Scan

Which port list being configured for a target and as such for the tasks and the scans has a big impact,
for one on the discovery performance and on the other hand regarding the scan duration.

One needs to weigh up between those two aspects when planning the vulnerability testing.

About Ports

Ports are the connection points of network communication whereby each port of the one system con-
nects with the port port on another system.

Every system has 65535 TCP ports and 65535 UDP ports. To be precise there is one more namely the
special port 0. In a connection between two ports data transmission occurs in both directions for UDP
only in one direction. Due to the fact that data received by UDP are not necessarily confirmed, the
testing of UDP ports usually takes longer.

Ports 0 to 1023 need to be highlighted as so called privileged or system ports and usually can not be
opened by user applications.

At the IANA (Internet Assigned Numbers Authority) standard protocol ports can be reserved that then
are assigned a protocol name like port 80 for ht tp or port 443 for https.

At IANA over 5000 ports are registered. However it is absolutely possible for software to use one of
these ports for different purposes if the port is not being used on the respective system.

From analysis, in which all ports of all systems of allinternet accessible systems were analyzed, lists
of the most used ports were created. Those do not necessarily reflect the IANA list because there is
no obligation to register a specific service type for a respective port.
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Typically desktop systems have fewer ports open than servers. Active network components such
as routers, printers and IP phones in general have only very few ports open, namely only those they
require for their actual task and for their maintenance.

Which Port List for which Scan Task

The choice of the port list always needs to be weighed up between discovery performance and scan
duration.

The duration of a scan is mostly determined by the amount of ports to be tested and the network
configuration. For example, starting with a certain amount of ports to be tested, throttling by the
network elements or the tested systems could occur.

For the discovery performance it is obvious that services that are not bound to ports on the list, are
not being tested for vulnerabilities. Additionally malicious applications that are bound to such ports
won't be discovered of course. The malicious application mostly open ports that are usually not being
used and are far form the system ports.

Other criteria are the defence mechanisms that are being activated by often exhaustive port scans
and initiate counter measures or alerts. Even with normal scans firewalls can simulate that all 65535
ports are active and as such slow down the actual scan of those ports that are being scanned for
nothing, with so called time outs.

Also to remember that for every port that is being queried the service behind it reacts at least with
one log entry. For organizational reasons some services possibly should be scanned or at at least at
a specific time only.

The following table outlines which port list could be most meaningful for which task.

Task/Problem Port List

Initial Suspicion, Penetration Test, High Security,
First scan of unknown systems in limited num-
bers

- ALLTCP and AlLLUDP

Background test of an environment with known
or defined environment (servers) in large num-
bers or with high frequency

- Specific List of Known Services
- AWLIANATCP

First scan of unknown systemsin large numbers

or with high frequency - AUWLIANATCP

« Nmap Top 1000 TCP and Top 100 UDP

The final decision needs to be made by the person(s) responsible for the scans. There should be at
least documentation of the targets or problem to justify the selection of the ports.

On the one hand one can play it safe, meaning always scan all ports, will not achieve the desired
outcome because all systems simply can not be scanned in time or because it will interrupt business
operations.

On the other hand super fast, meaning only scan all privileged ports, will seem inadequate for un-
known systems with high security requirements if during a later incident a vulnerability is being dis-
covered that was rather easy to be identified. Examples for this are database services.

Also to be remembered, some systems do not use a static port allocation rather than constantly
changing them even during operation. This, of course, makes it more difficult for a specific port list.

Scan Duration

In some situations with port throttling scanning all TCP and UDP ports can take 24 hours or more for
a single system. Since the scans are being performed in parallel two systems will of course only take
marginally more time than a single system. However the parallelizing has its limits due to system
resources or network performance.
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However all IANA TCP ports do usually take no more than a couple of minutes.

Since some counter measures can increase the duration of a scan there is the option to prevent throt-
tling by making configuration changes on the defense system.

Allin all at the end one will learn over time network ranges to be scanned and how they will react to
scans and routine tasks can be optimized in that regard.

In suspected cases of a compromise or highest security breaches a fully inclusive scan is unavoidable.

Total Security

For port scans the basic principle that no total security exists is also true. This means that even when
All TCP and All UDP are being used the pre set timeout of the port testing can be too short to
coax a hidden malicious application into a response.

Or especially with a large amount of ports it comes directly down to defense through infrastructure.
Less could sometimes even mean more.

If an initial suspicion exists an experienced penetration tester who combines the use of the actual
scan tools with experience and professionally related intuition and has a good command of detailed
parameterization should be consulted.

14.1.2 Scan Configuration

The scan configuration has an impact on the scan duration as well. The GSM offers four different scan
configurations for vulnerability scans:

+ Fulland fast

+ Full and fast ultimate

« Fulland very deep

+ Full and very deep ultimate

Boththe Full and fast andFull and fast ultimate scan configurations optimize their pro-
cess using already found information. This allows for the optimization of many NVTs and in doubt
do not need to be tested. The two other scan configurations ignore already discovered information
and therefore will execute all NVTs. This includes those NVTs as well that are not useful based on
previously discovered information.

14.1.3 Tasks

During the progress of a scan a progress bar is being created. This progress bar should reflect the
progress of the scan in percent. In most cases this is a rough estimate since it is difficult for the GSM
to project how the systems or services that haven't been scanned yet behave compared to the already
scanned systems and services.

This can be understood best when looking at an example. Assumed is a network 162.168.0.0/24 with
5 hosts: 192.168.0.250-254. A scan is being configured for this network. The scan will be performed
in sequence. Due to the fact that the IP addresses at the beginning of the network are not being used
the scan will run very quickly and reaches 95%. Then however, systems are being discovered that use
many services. The scan will slow down respectively and since all these services are being tested.
The progress bar only jumps very little. To adjust for this behaviour in the scanner dialog the Order
for target hosts can be adjusted. The setting Random makes sense.
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14.2 Backend Performance

The web interface accesses the GSM utilizing the OMP protocol. Some operations require more time
than others. To allow an analysis and examination of the speed of the OMP backend every web page
displays the time required to prepare the data at the bottom of the web page.

Fig. 14.1: The processing times of the backend are being displayed.

14.3 Appliance Performance

The overall performance of the GSM can be monitored with the integrated monitoring. Under Extras
the GSM provides its own Performance monitoring. Here the resource utilization of the GSM for the
last hour, day, week, month and year can be displayed.

éJ Performance

Start time ~ Sunday, 28 May, 2017 E
19 |j|h | |:‘m

End time Monday, 28 May, 2017 =
(o [ [« e

Report for last  hour | day | week | month | vear

Update
Processes
Processes

ag

B8
[
w =13
0
s
= 84

g2

p=la} *

Mon G0: 00 Mon G&: G0 Mon 12 00 Mon 18: 08

O Paging 0.0 Min, 0.0 Avg, 0.0 Max, 0.0 Last
B Blocked 0.0 Min, 1.3m Avg, 900.0m Max, 0.0 Last
B Zombies 0.0 Min, 0.0 Awvg, 0.0 Max, 0.0 Last
B Stopped 0.0 Min, 0.0 Ava, 0.0 Max, 0.0 Last

Fig. 14.2: The processing times of the backend are being displayed.

Here the following points are important:

Processes A high amount of processes is not critical. However, primarily only sleeping and running
processes should be displayed.

System Load An ongoing high utilization is critical. Hereby a load of 4 on a system with 4 cores is
considered ok.
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CPU Usage Here especially a high Wait-10 is critical.
Memory Usage The GSM uses aggressive caching. The usage of most of the memory as cache is okay.

Swap A use of the Swap memory points to a potential system overload.
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CHAPTER 15

Integration with other Systems

The Greenbone GSM appliance can be connected to other systems. This chapter covers the possible
options. Some systems have been integrated already into the GSM by Greenbone Networks. This in-
cludes the verinice ITSM system, the Sourcefire IPS Defense Center and the Nagios Monitoring System.
The following sections will instruct in these possibilities and give instructions for the configuration.

15.1 Integration with third-party vendors

The GSM has numerous interfaces that allow for the communication with third-party vendors. This
section covers the options for an integration and connection with other systems.

Hereby the GSM offers the following interfaces:

Greenbone Management Protocol (GMP) The OpenVAS Management Protocol allows to completely
remote control the GSM appliance. The protocol supports the creating of users, creating and
starting of scan tasks and downloading reports, and so on.

Connecting additional scanners via OSP The OpenVAS Scanner Protocol (OSP) is a standardized in-
terface for different vulnerability scanners. Arbitrary scanners can be integrated seamless into
the GSM vulnerability management. Controlling the scanners and handling the results works in
the same way for all scanners.

Report Format The GSM can present the scan results in any format. To do so the GSM already comes
with a multitude of pre-installed report formats. Additional report formats can be downloaded
from Greenbone or developed in collaboration with Greenbone.

Alert via Syslog, E-Mail, SNMP-Trap or HTTP.

Automatic result forwarding through connectors. These connectors are being created by Green-
bone, verified and integrated into the GSM.

Monitoring via SNMP On the web site http://docs.greenbone.net/API/SNMP/snmp-gos-3.1.en.html
provides the current MIB file (Management Information Base). MIB files describe the files that
can be queried by SNMP about the equipment.

15.1.1 OSP Scanner

The OpenVAS Scanner Protocol resembles the Greenbone Management Protocol (GMP, see chapter
Greenbone Management Protocol (page 205)). It is XML based, stateless and does not require a
permanent connection for communication. The design allows for embedding of additional scanners
seamlessly into GSM.

The open format allows to develop arbitrary own OSP scanners. Greenbone provides the protocol
documentation and a base framework for programmers, see chapter osp.
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15.2 Verinice

Verinice (see http://verinice.org/en/) is a free Open Source Information Security Management System
(ISMS), developed by the company SerNet (see http://sernet.de/en/).

Greenbone Security Manager:

Annotation of Remediation
vulnerabilities process
for verinice
.-.a"'l
;J - verinice,
G:ii;lbmli verl’hi:e repart plugins i
Sacuriby . .
Lo T verinice alert Updating security status of assets Infermation Security
Vulnerability Scanning & including Management System
Vulnerability Management recommendations for remediation (1sms}

- Vulnerability Scan:

- Automated scheduled periodic scans

- Awvtemated transfer of resulls 1o verinice
- Remediation:

- Automated repsonsibility assignment

i 1
Target-A : Target-B Target-C - Automated success verification via scan updates
" 1 h »

Vulnerability Scan

Fig. 15.1: The GSM may be integrated with verinice.

Verinice is suitable for:
- vulnerability remediation workflow
- implementing the BSI IT-Baseline Protection Catalogues
- performing risk analysis based on IS0 27005
- operating an ISMS based on ISO 27001
- performing an IS assessment per VDA specifications
- proof of Compliance with standards such as ISO 27002, IDW PS 330

The Greenbone Security Manager can support the modelling and implementation of IT Baseline Pro-
tection as well as the operation of an ISMS.

For this Greenbone offers two report plugins for the export of data from the GSM into verinice:
« Verinice-ISM containing all scan results
+ Verinice-ITG containing the scan results of a BSI IT-Baseline Protection scan

The option exists to transfer data completely automated from the Greenbone Security Manager to
verinicePRO, the server extension of verinice.

Following the manualimport of reports from the GSM in the free verinice version is covered. For sup-
port with the use of the connector please contact SerNET or Greenbone.

15.2.1 IT Security Management

The report plugin for verinice is pre-configured and is available as Verinice—-ISM.
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With this report plugin Greenbone supports the vulnerability remediation workflow in verinice.

Hereby the notes (notes objects, see section Notes (page 127)) of the scan results play a central role
for the verinice-1ISM plugin. Verinice uses the notes to create objects for processing. If there are
no notes in a task only the assets will be imported as well as the complete vulnerability report. Exclu-
sively such vulnerabilities that have a note will be imported by verinice as vulnerabilities. This allows
controlling the import in fine detail.

Note: Why are only vulnerabilities transferred where a note is attached?

Within the entire security process for vulnerabilities, there must be a single point where the decision
is made which vulnerability must be resolved and which are tolerable. This decision is made in the
vulnerability management, by tagging the vulnerabilities accordingly.

Theremediation workflow targets at solving any of the managed issues. Within the remediation work-
flow it is not allowed to decide about tolerating an issue.

Afterwards the report needs to be saved as Verinice ISM-Report.A .vna file willbe created. This
is a zip file containing the data of the GSM scan.

Start verinice to import. In verinice open the ISM perspective. Import the catalogue Implementation
Assistance for IS027001.Create an organization. Afterwards the screen should look like figure
Verinice offers an ISM perspective. (page 225).

File Edit View Help |

f = | L)€ & & & F & e u E_‘fI-QISM Pers... MIBSI [T Ba... v+Security ...
#* Catalogs =2 = 7| = Information Security Mod &2 =08 = B||&" Cheat Sheets 52 = T =8
@ EO - 0 & e o }:blg e NS SLE LS =
[ T 1 - Introduction
Catalog 15027001 an/~ o f Organization / Scope E Welcome to verinice!
&3 Assets
Filter : . .
[ Audits This tutorial will help you to

configure verinice and guide

Copyright # Controls you along the first few steps.
b @ 5. Security policy = Documents &1 Click to Begin
b @@ 6. Organizing informe E ti
9 9 4 o Exceptions » Switch to ISM perspective
b @ 7. Asset managemer = Incidents ~ Download control catalog
b @ 8. Human resources & Persons First you need to download a
b @ 9. Physical and envirg o Processes control catalog. Some free

catalogs are available from
the verinice website. You can
b @@ 11, Access control 7, Requirements also create your own catalogs
using Excel or OpenQffice

b @ 10, Communications - Records

3 12, Infi ti t
] nformation syste - Responses Y and import them into
b @ 13, Information secul A, Scenarios verinice.
b @ 14, Business continui Threats
‘ = Use your webbrowser and
b @@ 15 Compliance © Vulnerabilities open the following URL:
http://www.verinice.org/en/
@ Relations &2 1= |§ = =08 download/
Relations for: Imported Cbjects " e Y @ =
= ) & Files &2 S8 HE 8| Download the catalog
Relztion | |T|t|e Files for: Imported Objects "Implermentation Guidance for
ISC 27001" from the Section
‘ ‘ 1z |TYF’e "CATALOGS AND MORE",
Save the file on your hard
drive.
| DN || (I | |

Fig. 15.2: Verinice offers an ISM perspective.

Importing of the ISM Scan

In the verinice interface chose the import option in the Information Security Model.

Now select your ISM report. The remaining parameters can be kept with their default settings.
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« Information Security Mod 2 =08

~ - Organization / Scope

= Assets

Fig. 15.3: The import button is located in the Information Security Model window.

Operations on data set

Chose one or more operations:

insert Create new objects in verinice
update Update objects in werinice

[ delete Delete objects in verinice

[ Integrate Integrate objects (no future updates possible)

Encryption
® don't use encryption

O Decrypt with password: |

O Decrypt with certificate: | Select X.509 certificate... |

| Select private key PEM file... |

Private key password: |

File
Enter the path to the import file.
|frootfrepor‘t—dc90c0?3—f466—42e2—6633—1f6ea3 581b44.vna

Always use this directory

Cancel oK

Fig. 15.4: Select the report in the dialog.
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The results of the ISM report were imported and can be unfolded in Vernice. Thereby only the results
were imported that had notes included in the GSM report.

= Information Security Model 2 =0
BB & e o 3R ke

= pxy Imported Cbjects —

< i Serverscan [Serverscan]
¥ g Assets GSM-Scan [Serverscan]
< 192.168.155.200 [Serverscan]
= 1S Coordinator Info [Serverscan]
b % Controls GSM-Scan [Serverscan]
b & Scenarios GSM-Scan [Serverscan]
¥ & Mulnerabilities GSM-Scan [Serverscan]
& IS Coordinator Info [Serverscan]
& ProFTPD Server SQL Injection Vulnerability [Serverscan]
< fg- Organization | Scope

Fig. 15.5: Through the creation of notes the import of vulnerabilities can be controlled.

The process to track vulnerabilities for the imported organization can be separated into two sub pro-
cesses:

- Creation of tasks

- Remediation of vulnerabilities

Creation of Tasks

Before creating tasks the data for the organization must be prepared with the following steps:

- After the first import of an organization it must be moved to the top level from the group of
imported objects. Cut the organization and paste it back into the top level again.

- Information Security Model &3 =8

£23 Imported Objects
b - Organization / Scope
~ - Serverscan [Serverscan]
b oy Assets GSM-Scan [Serverscan]
b . Controls GSM-Scan [Serverscan]
3 ﬁ‘_ Scenarios GSM-Scan [Serverscan]

b & Vulnerabilities GSM-Scan [Serverscan]
Fig. 15.6: The imported organization must be moved to the top level.

+ The assets and controls must be grouped. In the context menu in the top most asset and control
group select the option Group with Tags...Infigure The assets have already been grouped.
(page 228) this has already been done.

- Allassets groups must be assigned a person responsible. Assign a person to one or more asset
groups. Hereby create the person and assign them with drag&drop. The successful assignment
is being displayed in the Relations window.

- Afterall the asset groups have been assigned to a person responsible, the process to remediate
the vulnerabilities can be started from the context menu of the organization. Select from the
context menu of an organization thetask Greenbone: Start Vulnerability Tracking.
Firstit will be verified if all asset groups are assigned to a person and controls are grouped. The
result of the verification will be displayed in a dialog. The user can continue and create tasks or
cancel the creation.
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== Information Security Model 3 =0

e [

&

i3 Imported Objects
b 15 Organization / Scope
< - Serverscan [Serverscan]

- & Assets GSM-Scan [Serverscan]

~ =3 gsm_systemn_info
=21 1S Coordinator Info [Serverscan]
¥ 3 gsm_system_ubuntu
= 192.168.155.200 [Serverscan]
= o Controls GSM-Scan [Serverscan]
£ 1S Coordinator Info [Serverscan]
& ProFTPD Multiple Rernote \ulnerabilities [Senverscan]
& ProFTPD Server SQL Injection Mulnerability [Serverscan]
b & Scenarios GSM-Scan [Serverscan]

b wdiInerabilifies GSM-Scan [Serverscan]

Fig. 15.7: The assets have already been grouped.
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=
= & Serverscan [Serverscan]
= i Assets GSM-Scan [Serverscan]
~ =3 gsm_system_info

= 15 Coordinator Info [Serverscan]

- & gsm_systerm_ubuntu

1 192.168.155.200 [Serverscan] -
e Relations 32 H5E |E ¥ =08
Relations for: gsm_systerm_ubuntu
Relation | |Tit\e Scope |Description

& | responsible {& ; P1 Spenneberg, Ra; Organization;

Fig. 15.8: The connection of individual objects can be confirmed in the in the Relations window.

Remediation of Vulnerabilities

The created tasks can be managed with the help of the task view or the web fronted of the verinice.Pro
version (under: 1SO 27000 tasks). The task to remediate vulnerabilities is called Remediate Vulnera-
bilities. A task contains controls, scenarios and assets that are connected to a control group and are
assigned to a person responsible.

This process now takes place with the following steps:
+ The person responsible must remediate the vulnerabilities for all assets.

- If the deadline for the task Remediate Vulnerabilities expires a reminder email will be sent to the
person responsible.

- After completion of a task called Remediate Vulnerabilities all connection between assets and
scenarios that were assigned to a task are being deleted.

- A control is marked as implemented if no asset is assigned to the scenario anymore. If other
connections to assets still exist the status is being marked as partly. Afterwards the process is
being completed.

15.2.2 IT Security Baseline

Greenbone provides a special configuration (IT Security Baseline scan including discovery for verinice)
as well as an IT Security Baseline report plugin (Verinice ITG), which allows for the export of a report
suited for verinice.

For optimum results the scan configuration needs to be imported. The report plugin is now shipped
with the GSM. A manual import is not required anymore.

228 Chapter 15. Integration with other Systems



Greenbone Security Manager with Greenbone OS 4, Release 4

For optimum results in the scan it is helpful to perform an authenticated scan (see section Authenti-
cated Scan using Local Security Checks (page 91)).

As soon as the scan is completed export it in the verinice ITG format. A file with the extension . vna is
being created. This is a ZIP archive in which the results of the scans are stored. This file can be loaded

by verinice directly.

Following for clarity purposes a scan is being used with only one host.

Open verinice and change into the IT Security Baseline start perspective (see figure Verinice opens the
already modelled IT bond. (page 229)). If no IT bond has been created yet the middle view will still be

empty.

File Edit View Help
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Getting started

- Introduction

‘Welcome to verinice!
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iconfigure verinice and guide you :
along the first few steps. :

#] Click to Begin

» Switch to ISM perspective

» Download control catalog

= Import control catalog

Now you have to import the
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side of the verinice workbench
= 8| you will find the "Catalogs" view.
Ig Click on the leftmost button

("Import catalog...").

Choose your downloaded
catalog file and click "OK".

+ Create a scope

Fig. 15.9: Verinice opens the already modelled IT bond.

Importing of the ITG Scan

In the verinice interface select the import function in the IT Security Baseline model.

f3-BSI Model &2

b -

= e \Ig iy _@*J -
[TWerbund

Fig. 15.10: The Import button is located in the BSI model window.

Now select the ITG report. The remaining parameters can be kept with their default settings.

The results of the ISM report were imported and can be unfolded in Vernice.

15.2. Verinice
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Operations on data set

Chose one or more operations:

insert Create new objects in verinice
update Update objects in verinice

O delete Delete objects in verinice

[ Integrate Integrate objects (no future updates possible)

Encryption
® don't use encryption

O Decrypt with password: |

O Decrypt with certificate: | Select X.509 certificate... |

| Select private key PEM file... |

Private key password: |

File
Enter the path to the import file.
/root/report-dc90c073-f466-42e2-a633-1f6ea3681b44.vna

Always use this directory

Cancel | oK

Fig. 15.11: Select the report on the dialog.

‘2 BSI Model 23 =8
2l heofElaml~
» - MVerbund
¥ g2 Imported Objects
= - [TAerbund [Serverscan]

v i [T-Systems: Servers [Serversce

+ % S- Server [Serverscan]

Fig. 15.12: The imported data can be unfolded in verinice.
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The imported objects are named by the target in the GSM or their IP address. Every imported object
has a sub-object GSM result with the activity results of the scan.

Now the IT Security Baseline modules can be added. For this select a server by right clicking on it. In
the context menu select Greenbone: Automatically assign components. Verinice now will
be choosing the appropriate components to model the system based on the tags set by the GSM.

lEBsibodeleny, # (@ ¢ o[F @[ 70
b f5- ITWerbund
~ 2y Imported Objects

v & ITVerbund [Serverscan]

= .21 [T-Systems: Servers [Serverscan]
- €@ S- Servel arverscan]

It [Serverscan]
b 3 B 3.101 Allgerneiner Server
b @ B 3.102 Server unter Unix
b @ B 5.4 Webserver

b 3B 5.17 Samba

Fig. 15.13: Now the IT Security Baseline components can be selected automatically.

Now the results of the scans can be added into the control catalogue. Hereby select the server object
and select the option Greenbone: Automatic Base Security Check from the context menu.

15.3 Nagios

Nagios can integrate the scan results in its monitoring tasks as additional test. In this case the
scanned systems are automatically matched with the monitored systems. With this the scan results
are eventually available for the alert rules and other processes of Nagios.

Greenbone Security Manager:

GSM Plugin: System Monitoring User Interface

- Pulls newest scan
results from GSM
- Download is freely Target-B: http
available Target-B: GSM Scan CRITICAL
- Simple configuration
Greenbone
Security

Manager

Vulnerability Scanning &
Vulnerability Management

System Monitoring

Vulnerability Scan "9, %W Service Availability
Monitoring

When linking Nagios with GSM, Nagios will assume the controlling role. Nagios regularly and au-
tomatically retrieves the newest scan results from Greenbone Security Manager. This is done via a
Nagios plugin (“check_omp").

Follow the step-by-step instructions to connect the GSM to Nagios as part of the Open Monitoring
Distribution’* (OMD) are covered as an example. Other products like Icinga, Centreon etc. might re-

134 http://omdistro.org/
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quire small adjustments to the described steps.

Oheckfm 1231 | Main Overview

= Tactical Ovenview s Host Prob

\

B e Senice Status detail Checked
» Hosts

» Hostwgroups

» Services

P Servicegroups

» Business Intelligence
» Problems

» Addons

» Other

Bookmarks

Fig. 15.14: The configuration is done by example on an empty sample site.

15.3.1 Configuration of the GSM User

For access the plugin requires a user used to login to the appliance. On the GSM and for this user,
a scan target (or multiple ones) must be set up with all hosts of which the security status is to be
monitored. The sample configuration used here assumes that there is only one relevant target
but technically it is possible to link complex setups with multiple targets and multiple GSMs.

The GSM user account provided for queries by the Nagios plugin must be owner of the relevant scan
targets or at least have unrestricted reading access to them. The tasks should be run as scheduled
scans regularly.

In addition network access via OMP to the GSM appliance must be possible. Therefore the OMP access
must be activated in the GOS-Admin-Menu via the command line (see sections Activating the GIMP
Protocol (page 205))

15.3.2 Configuring the Plugin

Greenbone provides the check_gmp.py plugin. This Nagios plugin may be called by the monitor-
ing solution. Further information about this plugin and the download location are located in section
check_gmp.py (page 243).

Copy the pluginto /opt/omd/sites/site/local/lib/nagios/plugins/.

First check if the plugin can reach the GSM through the network, OMP was activated and the user was
created properly. In the following command replace the IP address with the IP address of your GSM
and provide the user name and password you created.

omd-host# /opt/omd/sites/<site>/local/lib/nagios/plugins/check_gmp.py \
ssh -—gmp-username=webadmin —--gmp-password=kennwort \

——hostname 192.168.222.115 --ping

GMP OK: Ping successful
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Next check if you also have access to the data. The easiest way is to do this via the command line.

omd-host# /opt/omd/sites/<site>/local/lib/nagios/plugins/check_gmp.py \
ssh —-—gmp-username=webadmin —--gmp-password=kennwort \

--hostname 192.168.222.115 \

-F 192.168.255.254 --last-report -T "Scan Suspect Host" —--status

GMP WARNING: 2 vulnerabilities found - High: 0 Medium: 1 Low: 1

|High=0 Medium=1 Low=1

The plugin supports several commandline switches. These can be displayed using:

./check_gmp.py -h

usage: check_gmp [-h] [-V] [-I MAX_RUNNING_INSTANCES] [--cache [CACHE]]
[--timeout TIMEOUT]
[connection_typel

Check-GMP Nagios Command Plugin 1.0 (C) 2017 Greenbone Networks GmbH

To display all available commandline switches the connection_type has to be specified:

./check_gmp.py ssh -h

usage: check_gmp ssh [-h] [--timeout TIMEOUT]
[-—1log [{DEBUG, INFO, WARNING, ERROR, CRITICAL}]]
[-u GMP_USERNAME] [-w GMP_PASSWORD] [-F HOSTADDRESS]
[-T TASK] [--ping | --status] [--trend | --last-report]
[-—overrides] [-d] [-1] [--dfn] [--o0id] [--descr]
[--showlog] [-—-scanend] [--autofp {0,1,2}] [-e] [-A]
——hostname HOSTNAME [--port PORT] [--ssh-user SSH_USER]

optional arguments:
-h, --help show this help message and exit
——timeout TIMEOUT Wait <seconds> for response. Default: 60
—--log [{DEBUG, INFO, WARNING, ERROR, CRITICAL}]
Activates logging. Default level: INFO.
—u GMP_USERNAME, -—--gmp-username GMP_USERNAME
GMP username.

Edit group GSM

GSM Security Monitored

gL g
¥ ¥4 GSI-MO IMot monitored by GSM » Auxiliary tags
GSM-YES Monitored by GSM » Auxiliary tags

Fig. 15.15: The host tag labels the systems that are being monitored by the GSM.

If the tests were successful the check can be integrated into the web administration frontend WATO.
For this switch to the web interface Multisite for your OMD page (see figure The configuration is done
by example on an empty sample site. (page 232)).

First create the host tag (figure The host tag labels the systems that are being monitored by the GSIM.
(page 233)). It labels the hosts that are also being scanned by the GSM appliance. For this select Host
Tags in the left menu and here create a new task.
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Conditions

Main directory x|

ignore x|

ignore =

ignore

is ||| Monitored by GSM |
ignore x|

ignore |

Value

| GSM-Status

v

| $USER2$/check_omp -H 192.168.255.12 -u omd -w kennwort --status -T KV -Hosts --last-report -F

Additional options

Check the vulnerabhility state of the host
AT
a

Fig. 15.16: This rule checks the status in the GSM for every host with the tag Monitored by GSM.
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New create a new rule (figure This rule checks the status in the GSM for every host with the tag Mon-
itored by GSM. (page 234)), that analyzes the host tag. For this select in the left menu in Host &
Service Parameters the option Active Checks. In the next menu select Classical Active
and Passive Nagios Checks. Then create a new rule (figure This rule checks the status in the
GSM for every host with the tag Monitored by GSM. (page 234)) in the current folder (Create Rule
in Folder Main Directory). Remember to use the following command:

SUSER2S$/check_gmp.py -H <gsm —-ip> -u <user> -w <password> —--status -T <report > \
—-last-report -F S$HOSTADDRESSS

Now the host has to be created or configure in a way that it has the respective host tag (see figure
Every host scanned by the GSM now must have the tag. (page 235)).

General Properties

lwm2-hostspenneberg.net

Basic seftings

192.168.255.199

L}
L}
L
L}
L}
L}
L}
L}
L}
L}
L}

Hosttags

Monitored by GSM =l

Fig. 15.17: Every host scanned by the GSM now must have the tag.

After the changes have been activated in the multisite (Act ivate Changes) the status information
is available in the graphical interface.

kvm2-hostspenneberg.net
Status detail Checked| Perf-O-Meter
I GSM-Status  OWMP CRITICAL: 4 vulnerabilities found - High: 1 Medium: 1 Low: 2 -gg 8 sec Sec

refresh: 90 secs

Fig. 15.18: The GSM status is now being displayed in the multisite.

So that the user name and password are not being displayed in the graphical interface they can be
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saved as variables to the file /opt /omd/sites/site/etc/nagios/resource.cfqg:

B i i

# OMD settings, please use them to make your config
# portable, but dont change them
SUSER1$=/omd/sites/produktiv/lib/nagios/plugins
SUSER2$=/omd/sites/produktiv/local/lib/nagios/plugins
SUSER3$=produktiv

SUSER4$=/omd/sites/produktiv

izt sdassa AR LSRR RAEEEEEEEEEEEE

# set your own macros here:

$USER5$=omd

SUSER6S=kennwort

Now the username and the password can be replaced with the variables USER5 and USER6 in WATO.

15.3.3 Caching and Multiprocessing

The check_gmp.py supports caching. All new reports will be cached in a sqlite database. The first
call with an unknown host will take longer because the report needs to be retrieved from the GSM.
Subsequent calls to the plugin will only retrieve the current report from the GSM if the end-time of
the scan differs. Otherwise the information from the database is used. This will greatly reduce the
load both on the monitoring server and the GSM.

The cache file is written to /tmp/check_gmp/reports.db by default. A different location of the
database may be specified using the commandline switch --cache.

To further reduce the load both on the monitoring server and the GSM the plugin may restrict the
maximum number of simultaneously running plugin instances. Further started instances are stopped
and wait for their continuation. The default value of MAX_RUNNING_INSTANCES is 3. The default may
be modified using the commandline switch -1.

15.4 Firepower Management Center

The Cisco Firepower Management Center (former Sourcefire Intrusion Prevention System) (IPS) is one
of the leading solution for intrusion detection and defense in computer networks. As a Network Intru-
sion Detection System (NIDS) it is being tasked with the discovery, alerting and the defense against
attacks on the network.

For the Firepower to correctly identify and classify attacks it requires as close as possible information
about the systems in the network, the installed applications as well as their possible vulnerabilities.
For this purpose the Firepower System has its own asset database that can be augmented with in-
formation from the GSM. Additionally the Sourcefire system can start an automatic scan if it suspects
anything.

The connection methods are available:

1. Automatic data transfer from the GSM to the NIDS/IDS If the GSM and NIDS/IDS are config-
ured respectively the data transfer from the GSM to the NIDS/IPS can be utilized easily, like
any other alert functionality of the GSM. After completion of the scan it will be forwarded
as an alert to the NIDS/IPS in respect to the desired criteria. If the scan task is being run au-
tomatically on a weekly basis you get a fully automated alerting and optimization system.

2. Active control of the GSM by the NIDS/IPS In the operation of the NIDS/IPS suspected inci-
dents on systems with high risk can occur. In such a case the NIDS/IPS can instruct the
GSM to check the system '3°,

135 This control does not exist as a finalized Remediation for the Sourcefire system but it can be implemented via OMP (see
chapter Greenbone Management Protocol (page 205)).
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To use the connection in the options 1and 2 the GSM as well as the Sourcefire Defense Center must be
prepared. In the GSM a report plugin must be installed and on the Defense Center receiving the data
must be enabled.

15.4.1 Installation of the Report Plugin
The report plugin can be obtained from the Greenbone web site under
http://download.greenbone.net/rfps/sourcefire-1.1.0.xmL

Download the plug in and install it on the GSM. Remember to verify and activate the plugin after im-
porting (see section Import of additional plugins (page 154)).

"00UCT ENUMEraTIon Lsv Tanie. ) ! IMay £4 2UL/) B =

il ()i
-

li Import XML report format Browse... sourcefire-1.1.0.xml :

,

> & " 4 E html tewtihtml oSS ves [ =1 514

Fig. 15.19: The report plugin processes the data for Sourcefire.

15.4.2 Configuration of the Host-Input-API clients

Overview Analysis Policies Dewices Objects FireAMP @ Health BREGHE Help v admin v

Local » Registration Updates Licenses Maonitaring v Tools v

eStreamer Host Input Client

Create Client

Hostname * 192.168,255.12
Password ssssssnsl
Save Cancel

Last login on Friday, 2014-05-09 at 10:11:19 AM from 192,168,111, 6

Fig. 15.20: The GSM must be set up in the Defense Center.

Log into the Sourcefire Defense Center and create a Host-Input-Client. The Host-Input-APl is an inter-
face through which the Defense Center accepts data from other applications for its asset database.
This option can be found in the web interface under System->Local->Registration. There change into
the Host Input Client register. Here create the GSM appliance. It is important to enter the IP ad-
dress of the appliance that the appliance will use to connect to the Defense Center. The connection
is TLS encrypted. The Defense Center creates a private key and certificate automatically. In the cer-
tificate the IP address entered above will be used as Common Name and verified when the client is
establishing a connection. If the client uses a different IP address the connection fails.

The created PKCS12 file is optionally secured by a password.

Afterwards the certificate and the key are being created and made available as a download. Download
this file.
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FiresmpP @ Health EEPREUE Help ¥ admin v

' Local » Registration Updates Licenses Monitoring Tools

eStreamer Host Input Client

@ Create Client

@ Success x
Created client 192,168,255.12

Hostname

192.168.255.12 2 0

https: /192,168,111, 20/estreamer_adminfdownloadeert, cgitclent=192. 168, 255, 1 Z&host_input=1

Fig. 15.21: The created PKCS12 file must be downloaded.

15.4.3 Configuration of Alerts on the GSM

Now the respective Alerts must be set up on the GSM. For this switch to Configuration/Alerts. Enter
the data of the Sourcefire system and the supply the PKCS12 file.

|

Comment

T

Event () Task run status changedto | Done v

[ew b [MVTs w |arrived

Condition (=) Always

! Severity at least B I

D] Severity level | changed d I

~ ]
! Filter ¥ |matches atleast a result(s) MWT(s)
D] Filter * |matches atleast a result(s) more than previous scan

ReportResult - -
Filter
Method Sourcefire Connector v

Defense Center IP 192.168.200.17

Defense Center l 8307 ‘ = l
Port ad
PKCS12 file | Browse... depl2

Fig. 15.22: The PKCS12 file is being used by the connector for authentication.

If a password was entered when the client was created the PKCS12 must be decrypted before loading
it onto the GSM. For this you can use the following command under Linux:

$ openssl pkcsl2 -in encrypted.pkcsl2 -nodes -out decrypted.pcksl?2
Enter Import Password : password

MAC verified OK

$
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15.5 Splunk

The Greenbone Security Manager may be configured to forward the scan results to a splunk enterprise
installation for further analysis and correlation.

The Splunk integration requires the installation of the Greenbone-Splunk-App on the splunk server.
The download and installation of the app are explained in section Splunk Application (page 244).

Once the app is installed on the splunk server the GSM may be instructed to send the results to the
splunk server. This section will cover the configuration of the GSM.

15.5.1 Configuration of the Splunk Alert

To configure the GSM navigate to Configuration followed by Alerts. Create a new alert by clicking the
icon k.

Setup the alert and specify a name and a comment. Choose the event and the Condition for the for-
warding of the results to the Splunk server. The defaults are probably appropriate for most environ-
ments.

Scroll down to the option Send to host. Fill in the IP address of the splunk server and the port of the
Greenbone App. This tcp portis 7680 by default. This setting can be checked using the Splunk Web-Gui
via Settings->Data inputs->TCP (see section Splunk Application (page 244)). Choose the XML format.

Hame Splunk Connector
Comment
Event (s Task run status changedto | Done v
Mew - MW Ts > | arrived

Condition « Always

I Severity at least | 01 = | I

Severity level | changed b
Filter ¥ |matches at least | 1 ?| result(s) NWT(s)
Filter ¥ |matches atleast | 1 ?| result(s) more than previous scan
Report Result - =
Filter 1
Method Sendto host v k
Send to host 192.168.0.2 onport | 7680
Report | XML vl

Fig. 15.23: Configuration of the splunk alert.

This alert can now be added to the appropriate tasks. Navigate to Scan Management and create a new
task using the alert. The alert may even be added to already existing tasks because the alert does not
modify the scan behavior.

For testing purposes existing reports may be processed by the alert. Navigate to Scan Management
followed by Reports. Choose any existing report and switch to the Summary and Download view. Here
you can process the report using any configured alert.
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_-I_II_-I-

Full report:

e —

Splunk Connector = | [ 34 L)

Filtered report: 5 0 0 0 0 3 Splunk Connector = | [Ld

# llear Tane InAnal

Fig. 15.24: Processing an existing report using the alert.

15.5.2 Accessing the Information in Splunk

To access the information in Splunk switch to the Greenbone dashboard. The Greenbone dashboard
within the Splunk web interface will display the vulnerabilities found within the last 7 days.

splunk

Search Pivot Reports Alerts Dashboards

Greenbone Dashboard Editv | Moreinfov | | & | &

Severity Distribution (last 7 days) '(I;op 58 ste;'ns by # of Vulnerabilities Highest Severity (last 7 days)
ast 7 days;

IMedium

T
ulnerahilityResultHost
=
E’
T

il 10
. Q L i O
Highest CVSS per Host (last 30 days) a ( I days)
10 10
]
w
= 2
< o
=21 n &
Ll @
o =y
= =
— 7.0l T M hig..ss
Wed May 25 Wed Jun 1 Wed Jun&  Wed Jun 15 Wed Jun 22 Wed May 25 WedJun 1 WedJun&  Wed Jun 15 Wed Jun 22
2016 2016

Time Time

Fig. 15.25: The Greenbone dashboard provides a quick overview.

Since the information forwarded by the GSM is indexed by Splunk you can use the Search view to
search for any data.

Some supported indexes are:
- host
- source, sourcetype
- date_hour, date_minute, date_month, date_year, date_mdate, date_wday, date_zone
+ VulnerabilityResultNvtCVE
« VulnerabilityResultNvtCVSS
+ VulnerabilityResultQod
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splunk Sreenbone Administr

Search Pivot Reports Alerts Dashboards

Q. New Search SaveAsv  Close
nost="192.168.222.74" Alltime v Q
v

~ B6 events (before 6/24/16 12:04:32.000 AM)  No Event Sampling v Job v A B 4 ? Smarnt Mode v
Events (66) Patterns Statistics Visualizatih

Format Timeline » — Zoom Out 1 minute per column

._-_-_ —

List v SFormat v 20 Per Page v 1 2 3 4 Mext?>
< Hide Fields i= All Fields P SEh
> B/23116 <result id="01d60d7b-6fb4-42a7-afal-b4777b70dE72"> <name=05 Detectio
5:04:14000 PM  n</name=> <owners= <name>webadmin</name=> </owner> <Comm
Selected Fields ent /> <creation_time=2016-06-23T15:04:147</creation_time> <nodifica
a host 1 tion_time=2016-06-23T15:04:14Z</modification_time=> <lUser_tags= <C
a source 1 ount=0</count> <fuser_tags=> <host=127.0.0.1</host= <port=gene
a sourcetype 1 ral/tcp</port= <nvt oid="1.3.6.1.4.1.25623.1.0.105937"> <name=05
Detection</name=> <family=Service detection</family> <Cvss_base>
0.0</cvss_base> <cwerNOCVE=/cves <bid=NCBID=/bid= <xref
Interesting Fields ~NOXREF </xref> <tags>cvss_base_vector=AV:N/AC:L/Au:N/C:N/T:N/AN|qod_ty
# date_hour 2 pe=remote_active|summary=This script consolidates the 05 information detected b
# date_mday 1 y several NVTs and tries to find the best matching 05.</tags= <certf>
# date_minute 7 </nvt= <scan_nvi_version=$Revision: 2709 $</scan_nvt_version>
- <threat=Log=</threat=> <severity=0.0</severity= <qod= <value=
@ date_month | 95</value> <type>remote_active</type> </qod>

="

date_second 18 host = 192.168.22274  source = Greenbone Security Manager

a date_wday 1 pe = Greenbone Scan Results

# date year 1 > | 6/23/16 <result id="01d60d7b-67h4-42a7-afal -b4777h70d872" > <name=05 Detectio
# date_zone | 5:04:14.000 PM  n</name> <omners <name>webadmin</name= </owners= <comm
v indaw 1 ant {5 crraatinn timas>MTANAR-ITIRNA 147 frraatinn timas emnrl Fira

Fig. 15.26: The splunk server supports complex searches.

+ VulnerabilityResultSeverity
+ VulnerabilityResultThreat
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CHAPTER 16

Tools

This chapter presents some additional tools which may be used with the GSM appliance.

16.1 GVM-Tools

The gvm-tools implement the Greenbone Management Protocol (GMP). These tools are supplied by
Greenbone Networks for both the Linux and the Windows operating system. These tools are provided
both as a commandline tool and a Python Python Shell. You can download the tools for Microsoft
Windows at:

. CLI gvm-cli.exe'®:

- SHA256 checksum: dc1af9c7a715c738e124188a21dc02c2falc84bbc454abla2528e8f2a0a45989
- Python Shell gvm-pyshell.exe™’:

- SHA256 checksum: 9c65b595138c11f0d5e2684cf5dec73a9e4b725d1186614e231c0572ab46dc38

The listed checksums were checked and found to be valid on March 15th 2018 and may be outdated in
the future. Please contact Greenbone support for current checksums if the checksums do not match.

The toolis a statically linked executable file that should work on most Microsoft systems. Greenbone
has released all components as open source so you can build the tool for other systems like Linux as
well:

- https://bitbucket.org/greenbone/gvm-tools

Please be aware of the fact, that the tools require Python3 to work. To install the tools first clone the
repository and then install the tools using:

$ hg clone https://bitbucket.org/greenbone/gvm-tools
$ cd gvm-tools
$ sudo python3 setup.py install

Greenbone has already developed a small collection of scripts using these tools they may be found in
the scripts directory at the BitBucket repository.

The usage of the tool is explained in section Greenbone Management Protocol (page 205).

16.2 check_gmp.py

Greenbone provides the check_gmp.py plugin for integration of the GSM appliance into net-
work monitoring solutions like Nagios, Icinga and Check_MK. The tool may be downloaded from
http://download.greenbone.net/tools/check_gmp.py.

136 http://download.greenbone.net/tools/gvm-cli.exe
137 http://download.greenbone.net/tools/gvm-pyshell.exe
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The SHA256 checksum is:
« SHA256: 7d483bd2ad304872c5f4487a492ef6e4357b58aecd68f51fc7b363fa8273a9bb.

This checksum was validated on Sept 6th 2017. If the checksum of the downloaded file differs, please
contact Greenbone Networks Support.

The toolis a python script that requires the installation of the gvm-tools. Greenbone has released all
components as open source so you can build the tool for other systems as well

Download the plugin to your monitoring system and make it executable:

omd-host :7# wget —-g http://download.greenbone.net/tools/check_gmp.py
omd-host :7# chmod 755 check_gmp.py

omd-host :7# $ /tmp/check_gmp.py —--version

check_gmp 1.0

The usage of the plugin is described in section Nagios (page 231).

16.3 Splunk Application

Greenbone Networks offers a smallapplication for the integration with Splunk. The applicationis cur-
rently available at http://download.greenbone.net/tools/Greenbone-Splunk-App-1.0.1.tar.gz. If you
have problems downloading or testing the application please contact Greenbone Support.

The installation of the splunk app is quite simple. The following guide uses the splunk enterprise
version 6.4.3. The installation of the app in splunk light is not supported.

To install the app first login to your splunk server. Navigate to Splunk->Apps->Manage Apps.

splunk> | Apps -

Search & Reporting >
M anage&pps

Find More Apps

Install app from file | Create app

Showing 1-16 of 16 items

Name = Folder name = v
SplunkForwarder SplunkForwarder

SplunkLightForwarder SplunkLightForwarder

Log Event Alert Action aler_logevent [
‘Webhaok Alert Action aler_webhook 6

Apps Browser appsbrowser 6

Fig. 16.1: Splunk support the installation of 3rd party add-ons.

Choose Install app from file. Browse to the downloaded Greenbone-Splunk-App and upload it to the
splunk server.

Choose Upload. The next screen will show the successful installation of the plugin.

Please check the port of the Greenbone-Splunk-App after the installation. You can access the port in
the Web-Gui via Settings->Data inputs->TCP.
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splunk> | Apps
Search & Reporting >
Manageﬂpps

Find I.l-:; Apps

Install app from file | Create app

Showing 1-16 of 16 items

Name = Fokier name = v
SplunkForwarder SplunkForwarder

SplunkLightForwarder SplunkLightForwarder
Log Event Alert Action aler_logevent

]
‘Webhook Alert Action aler_webhook 6
Apps Browser appsbrowser 6

Fig. 16.2: 3rd party add-ons may be installed from file.

Install app from file | Create app
.3
Shawing 1-17 of 17 ftems

Name 3 Folder name 3 Version & Update checking 3 Visible & Sharing 3
Greenbene Greenbene-Splunk-App 101 Ves

SplunkForvarder Yes No
splunkLightForwarder SplunkLightForwarder

Status &

Actions
SplunkForwarder

Enabled | Disable Launch app | Edit properties | View objects

Disabled | Enable

No Disabled | Enable

Fig. 16.3: Splunk lists the add-on after successful installation.

TCP

Settings » Data inputs » TCP

k
Showing 1-1 of 1 item

Results per page = 25 j

TCP port = Host Restriction = Source type ¥

Status ¥
7680

Actions
Greenbone Scan Results

Enabled | Dizable Clone | Delete

Fig. 16.4: The port of the app is required for the configuration on the GSM.
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CHAPTER 17

Setup Guides

This chapter provides specific setup guides and trouble shooting for the different GSM appliances:

- GSM ONE (page 247)
- GSM 25V (page 250)
- GSM 25 (page 253)

- GSM 100 (page 255)

- GSM 500/510/550 (page 257)

. GSM 400/600,/650 (page 259)

- GSM 5300/6400 (page 261)

17.1 GSM ONE

This setup guide will show the steps required to put the GSM ONE appliance in to operation. You can

use the following checklist to monitor your progress.

Step

Done

VirtualBox installed

Integrity verification (optional)

Import of the OVA

Resources: 2 CPUs, 2GB Ram

Keyboard layout

IP address configuration

DNS configuration

Password change

Web admin account

SSL certificate

Readiness

17.1.1 Requirements

This section lists the requirements for the successful deployment of the GSM ONE appliance. Please
ensure that all requirements are met.

Resources

The virtual appliance requires at least the following resources:

« 2 virtual CPUs
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- 2GB RAM

Supported Hypervisor
While the GSM ONE may be run on different hypervisors, only the following two hypervisors are cur-
rently supported:

- Oracle VirtualBox on GNU/Linux

« Oracle VirtualBox on Microsoft Windows

Verification of Integrity

The integrity of the virtual appliance may be verified. On request the Greenbone support provides
an integrity checksum. To request the checksum please contact the Greenbone support via email
(emailto:support@greenbone.net). Include your subscription number in the email. The integrity check-
sum may be provided via phone or via support portalat https://support.greenbone.net. Please specify
the preferred channel in the email.

The local verification of the checksum depends on the host operating system.

On Linux systems use the following command to calculate the checksum:

’sha256sum GSM-ONE-3.1.19-18-gsf201599999.0ova

On Windows systems you first have to installan appropriate program. You may use rehash which can
be found at http://rehash.sourceforge.net. To calculate the checksum, use:

’rehash.exe —-none —-sha256 C:\<path>\GSM-ONE-3.1.19-18-gsf201599999.0ova

If the checksum does not match the checksum provide by the Greenbone support the virtualappliance
has been modified and should not be used.

Deployment

Each GSM ONE is activated using a unique subscription key. You may not clone the GSM ONE and use
several instances in parallel. This may result in inconsistencies and unwanted side effects.

17.1.2 Importing of the Virtual Appliance

The virtual appliances are being provided by Greenbone in the Open Virtualization Appliance (OVA)
format. These files are easily imported into VMWare or VirtualBox. The following scenarios are sup-
ported by Greenbone:

- GSM ONE: Oracle VirtualBox (Linux and Microsoft Windows)
- GSM 25V: ESXi 5.1 or higher

Import into VirtualBox

Install Oracle VirtualBox for your operating system. VirtualBox is often included with Linux distribu-
tions. Should this not be the case and for the different versions of Microsoft Windows, VirtualBox is
available directly from Oracle http://virtualbox.org/wiki/Downloads.

Once installed, start VirtualBox. Now you can import the OVA-file via File -> Import Appliance (see
figure Import of the OVA-Appliance (page 249))

Confirm the configuration of the virtual machine in the following window (see figure Accepting the
hardware configuration (page 249)). If possible, select 4096 MB RAM (memory) for optimal configu-
ration of the virtual appliance. Accept the remaining hardware settings.
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Appliance to import

virtualBox currently supports importing appliances saved in the
Open Virtualization Format (OVF), To continue, select the file to
import below.

fivbox-vms/GSMImages/GSM-ONE-3.1.11-gs5f201504082.0va| [

Hide Description| < Back | Next = | Cancel

Fig. 17.1: Import of the OVA-Appliance

The actual import can take up to 10 minutes. Once imported you can start the virtual appliance.

Appliance settings

These are the virtual machines contained in the appliance and the
suggested settings of the imported VirtualBox machines. You can
change many of the properties shown by double-clicking on the
items and disable others using the check boxes below.

Description |Conﬁguration -
Virtual System 1

&2 Name GSM ONE 3.1,11 gsf201504...

E Guest 05 Type [ Linux 2.6 [ 3.1 (32 bit)

{4} crPU )

i raM 2048 MB

@ pvp

=P Network Adapter ] Intel PRO/1000 MT Deskt... =]

I Reinitialize the MAC address of all network cards

Restore Defaults| = Back | Import Cancel |

Fig. 17.2: Accepting the hardware configuration

General system setup

AlLLGSM appliances share the same way of basic configuration and readiness check.
Please follow the steps described in chapter System Administration (page 17) and then continue with
the next sections for logging in or for troubleshooting.

17.1.3 Login to the Webinterface

The main interface of the GSM is the web gui. To access the web gui use a current web browser and
access https://<ip-of-the-gsm>/.

The IP address of the GSM is displayed at the login prompt of the console.

Login using the web admin you created during the setup.
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17.1.4 GSM ONE troubleshooting

The following warnings and problems are known and depend on your environment:

+ On Linux host systems VirtualBox may warn during the import that the Host-1/0-Cache is ac-
tivated if the virtual image is stored on a xfs partition. This warning is expected and may be
accepted.

+ On Llinux host systems the warning “Failed to attach the network LUN
(VERR_INTNET_FLT_IF_NOT_FOUND)" is displayed if the virtual machine does not discover
any network card. The network card within the VirtualBox hypervisor needs to be configured.
Usually the default can be accepted.

= General Network
] System ;
Display Adapter 1 | Adapter 2 | Adapter 3 | Adapter 4
Storage  Enable Network Adapter
B pudio Attached to: Bridged Adapter v
Name: |em1 =
¢ Serial Ports -
& usB B Advanced
[ Shared Folders
k
Hslp Cancel oK

Fig. 17.3: Choose the correct network card in VirtualBox

- If the warning “AMD-V is disabled in the BIOS. (VERR_SVM_DISABLED)." is displayed, you need to
enable the option “VT-X/AMD-V" in the BIOS of your host. An alternative solution is disabling of
the acceleration in the system configuration of the virtual machine.

5 General System

]
Display Motherboard = Processor = Acceleration
Storage Hardware Virtualization: & Enable VT-x/AMD-V

¢ Audio ~ Enable Nested Paging

& Network
@ Serial Ports
& use

(& Shared Folders k

Help Cancel oK

Fig. 17.4: Disabling the hardware acceleration in VirtualBox

17.2 GSM 25V

This setup guide will show the steps required to put the GSM 25V virtual appliance in to operation.
You can use the following checklist to monitor your progress.
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Step

Done

VMware ESXi 5.1 or higher

Download of the ISO image

Resources: 2 CPUs, 4GB Ram

Keyboard layout

IP address configuration

DNS configuration

Password change

Scan user account

SSL certificate

Master key download

Sensor setup on the master

Readiness

17.2.1 Requirements

This section lists the requirements for the successful deployment of the GSM 25V appliance. Please
ensure that all requirements are met.

Resources

The virtual appliance requires at least the following resources:

« 2 virtual CPUs
- 4 GB RAM

Supported Hypervisor

The GSM 25V is only supported for the following hypervisor:

« VMware ESXi 5.1 or higher

Deployment

You will receive the GSM 25V as a IS0 image for installation. Usually the image does not include the
latest updates. Feeds are never included. You will need to update and synchronize the current feed
using the sensor or the master GSM after deployment.

Each GSM 25V requires a unique subscription key. This key is not pre-installed and needs to be in-
stalled manually before using the GSM 25V. You may not clone the GSM 25V and use severalinstances
in parallel with the same subscription key. This may result in inconsistencies and unwanted side ef-

fects.

17.2.2 Installation of the GSM 25V

The virtual appliances are being provided by Greenbone as ISO images for easy installation from a
virtual CD drive. The following scenarios are supported by Greenbone:

+ GSM 25V: ESXi 5.1 or higher

To install the GSM 25V setup a virtual machine using the following characteristics:

- 4GB RAM
- 2CPUs
.« 20GB harddisk
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+ Choose the GSM 25V ISO image for the installation
Start the installation of the virtual machine.

+ On the first screen choose Setup.

Greenbone Security Mamager Setup - Build #2707

Welcome to the Greenbone Security Manager Setup.

Select ’Sctup’ to start setting up your Greenbone
Security Manager.

Wipe Erase the content of the disk
Quick Wipe Erase the metadata from the disk
Shell Start a minimal shell

Reboot Reboot the GSM

Poweroff Shutdown the GSM

Fig. 17.5: Setup menu

+ Confirm the warning message.

Greenbone Security Mamager Setup - Build #2707

Warning
You are about to install a GSM-25U.

During this process your disk is going to be formatted
and all current data will be lost.

Do you want to continuc?

< ves >

Fig. 17.6: The installation will overwrite the existing disk.

- Theinstallation will take a few minutes to complete.

- Aftertheinstallation of the operating system the username of the console user must be entered.

Admin user
Please choose the username
for the administrative
user

admin_

AT Cancel>

Fig. 17.7: Enter the name of the console user, e.g. admin.

- Enter the password of the console user.
- Now remove the virtual ISO image and reboot the virtual appliance.

- Do not login to the virtual appliance after the first reboot. The appliance will continue the setup
of the system and will automatically reboot a second time within a few minutes.

- After the second reboot you may login to the virtual scan sensor using the configured console
user and password.
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Admin password
Please enter the password for
the administrative user. If you
leawve it empty, a random one
will be generated for you.

[

<o ] <Cancel>

Fig. 17.8: Enter the password of the console user.

Success
You successfully setup your GSM.
You need to reboot to finish the installation.
puring the process the machine will reboot once
more.

Do you want to reboot now?

o ves ] <o >

Fig. 17.9: Reboot the virtual appliance.

General system setup

AlLLGSM appliances share the same way of basic configuration and readiness check.
But being a sole sensor the GSM 25V differs in some steps from the other appliances:

+ You do not add a web admin but a scan admin user account using Setup/User/Users followed
by Admin User.

- You need to exchange the ssh keys with the master.

Please follow the steps described in chapter System Administration (page 17). Please remember to
add the scan user account instead of a web admin account and then continue with the section Sensor
(page 214) to exchange the keys with the master.

The GSM 25V sensor does not offer any web interface. You can login to the sensor using the console
and SSH from the master. The sensor is solely managed from the master.

If the communication between the master and the sensor fails, you might need to adjust the rule-set
of any internal firewall governing the network connection.

17.3 GSM 25

This setup guide will show the steps required to put a GSM 25 sensor appliance in to operation. You
can use the following checklist to monitor your progress.
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Step Done
Powersupply

Serial console cable / USB converter
Putty/Screen setup

Keyboard layout

IP address configuration

DNS configuration

Password change

Scan user account

SSL certificate

Master key download

Sensor setup on the master
Readiness

17.3.1 Installation

The appliance GSM 25 is 19" mountable and requires 1 rack unit (RU). The optional RACKMOUNT25 kit
provides the racking brackets for installation in a 19" rack. For stand-alone operation you will find 4
self-sticking rubber pads to be mounted on the corresponding bottom side embossments.

For cabling the GSM 25 appliance has corresponding connectors at the back:
- back:

Power supply +12V DC (one), external power supply and suitable cable enclosed

Network access (LANT)

RS-232 console port, suitable cable is enclosed

Reset button

For the installation you have to use a terminal application and a serial cable to establish a connection.

17.3.2 Serial Port

To utilize the serial port use the enclosed console cable. Alternatively you can use a blue Cisco console
cable (rollover-cable).

Should your system not come with a serial port you will require a USB-to-Serial adapter. Ensure the
use of a quality adapter. Many cheap adapters can cause errors with the serial protocol. Additionally
such adapters might not be compatible with the drivers that come with Microsoft Windows operating
systems.

To access the serial port you require a terminal application. The application needs to be configured to
a speed of 9600 Bits/s (Baud).

In Linux the command line command screen can be used. Itis sufficient to run the command providing
the serial port.

screen /dev/ttyS0 #(for serial port)
screen /dev/ttyUSBO # (for USB adapter)

Sometimes it does not work with the first serial port. You have to experiment with the number (0,
1 or 2). You can quit the command by entering CTRL-a \. When starting the command it might be
necessary to hit RETURN several times to get a command prompt.

In Windows you can use the Putty'*® application. After starting putty you will select the options as

per Figure fig:putty-serial. Select the appropriate serial port also.

138 http://www.chiark.greenend.org.uk/~sgtatham/putty/
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xq
Cabegory:
=] Segon Basic ophions for pour PuT T sesson
L Tesmid Spﬂyhﬂm&mmmmamncilo )
Kaspboand eleroners
Bed | oM [3600
Features Conmechon type:
=1 Windowe C Raw  Tebet © Rlogn C SSHL_® Sena |
Appesrance ; :
Bahawicu Liad, sawe of delebe a sioeed setmon
Teacslation Saved Sessong
Sslection |
Colowrs [Ted ek Ereationns = ]

Fig. 17.10: Setting up the serial port in Putty

17.3.3 Startup

Once the appliance is fully wired and you are connected to the appliance via the console cable and
have setup the terminal application (putty, screen or similar) you can power on the appliance. The
appliance will boot and depending on the exact model the first messages will be displayed in the
terminal application after a short time period.

General system setup

AlLGSM appliances share the same way of basic configuration and readiness check.
But being a sole sensor the GSM 25 differs in some steps from the other appliances:
- You do not add a web admin but a scan user account.
+ You need to exchange the masterkey with the sensor.

Please follow the steps described in chapter System Administration (page 17). Please remember to
add the scan user account instead of a web admin account and then continue with the section Sensor
(page 214) to exchange the keys with the master.

The GSM 25 sensor does not offer any web interface. You can login to the sensor using the console
and SSH from the master. The sensor is solely managed from the master.

If the communication between the master and the sensor fails, you might need to adjust the rule-set
of any internal firewall governing the network connection.

17.4 GSM 100

This setup guide will show the steps required to put a GSM 100 appliance in to operation. You can use
the following checklist to monitor your progress.

Step Done
Powersupply

Serial console cable / USB converter
Putty/Screen setup

Keyboard layout

IP address configuration

DNS configuration

Password change

Web admin account

SSL certificate

Readiness
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17.4.1 Installation

The appliance GSM 100 is 19" mountable and requires 1 rack unit (RU). The optional RACKMOUNT100
kit provides the racking brackets for installation in a 19" rack. For stand-alone operation you will find
4 self-sticking rubber pads to be mounted on the corresponding bottom side embossments.

For cabling the GSM 100 appliance has corresponding connectors at the back:
- back:

Power supply +12V DC (one), external power supply and suitable cable enclosed

Network access (LANT)

RS-232 console port, suitable cable is enclosed

Reset button

For the installation you have to use a terminal application and a serial cable to establish a connection.

17.4.2 Serial Port

To utilize the serial port use the enclosed console cable. Alternatively you can use a blue Cisco console
cable (rollover-cable).

Should your system not come with a serial port you will require a USB-to-Serial adapter. Ensure the
use of a quality adapter. Many cheap adapters can cause errors with the serial protocol. Additionally
such adapters might not be compatible with the drivers that come with Microsoft Windows operating
systems.

To access the serial port you require a terminal application. The application needs to be configured to
a speed of 9600 Bits/s (Baud).

In Linux the command line command screen can be used. ltis sufficient to run the command providing
the serial port.

screen /dev/ttyS0 #(for serial port)
screen /dev/ttyUSBO # (for USB adapter)

Sometimes it does not work with the first serial port. You have to experiment with the number (0,
1 or 2). You can quit the command by entering CTRL-a \. When starting the command it might be
necessary to hit RETURN several times to get a command prompt.

In Windows you can use the Putty'*® application. After starting putty you will select the options as
per Figure fig:putty-serial. Select the appropriate serial port also.

]
Cabegony:
=1 Session Basic options for your PuT T session
Logging

N Specily the destination pou wand bo cormect lo

(=4 i
Keyboard Jolodoandd
Bed | [EiT [3600

Feastures Connechon type:

=1 Windowe © Raw © Tebet © Rlogin © SSH_& Sena |
Appearance ) :
Bahawicus Linad, awe of delebe a sioeed sesmon
Trarskataon Saved Sessions
Sedaction |
Cotonrs [Tiei sk Eoilmnne =i | |

Fig. 17.11: Setting up the serial port in Putty

139 http://www.chiark.greenend.org.uk/~sgtatham/putty/
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17.4.3 Startup

Once the appliance is fully wired and you are connected to the appliance via the console cable and
have setup the terminal application (putty, screen or similar) you can power on the appliance. The
appliance will boot and depending on the exact model the first messages will be displayed in the
terminal application after a short time period.

General system setup

AlLLGSM appliances share the same way of basic configuration and readiness check.

Please follow the steps described in chapter System Administration (page 17) and then continue with
the next sections for logging in.

17.4.4 Login to the Webinterface

The main interface of the GSM is the web gui. To access the web gui use a current web browser and
access https://<ip-of-the-gsm>/.
The IP address of the GSM is displayed at the login prompt of the console.

Login using the web admin you created during the setup.

17.5 GSM 500/510/550

This setup guide will show the steps required to put a GSM 500, 510 or 550 appliance in to operation.
You can use the following checklist to monitor your progress.

Step Done
Powersupply

Serial console cable / USB converter
Putty/Screen setup

Firmware check (>= 2.0)

Keyboard layout

IP address configuration

DNS configuration

Password change

Web admin account

SSL certificate

Readiness

17.5.1 Installation

The appliances GSM 500, GSM 510 and GSM 550 are 19" mountable and require 1 rack unit (RU). For
installation in a 19" this equipment comes with the respective racking brackets.

For cabling GSM 500, GSM 510 and GSM 550 appliances have corresponding connectors at the front
and back:

- back:

Power supply (one)

VGA-monitor
Keyboard via USB

Serial Console
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- front:
- Keyboard via USB
- Network port ethO
- RS-232 console port (|0]0|0), Cisco compatible, suitable cable is enclosed

For the installation you have to use a terminal application and a console cable to establish a connec-
tion.

17.5.2 Serial Port

To utilize the serial port use the enclosed console cable. Alternatively you can use a blue Cisco console
cable (rollover-cable).

Should your system not come with a serial port you will require a USB-to-Serial adapter. Ensure the
use of a quality adapter. Many cheap adapters can cause errors with the serial protocol. Additionally
such adapters might not be compatible with the drivers that come with Microsoft Windows operating
systems.

To access the serial port you require a terminal application. The application needs to be configured to
a speed of 9600 Bits/s (Baud).

In Linux the command line command screen can be used. Itis sufficient to run the command providing
the serial port.

screen /dev/ttyS0 #(for serial port)
screen /dev/ttyUSBO # (for USB adapter)

Sometimes it does not work with the first serial port. You have to experiment with the number (0,
1 or 2). You can quit the command by entering CTRL-a \. When starting the command it might be
necessary to hit RETURN several times to get a command prompt.

In Windows you can use the Putty'“C application. After starting putty you will select the options as

per Figure fig:putty-serial. Select the appropriate serial port also.

x|
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=1 Session Basic options for your PuT T session
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= Tﬁw M (=4 ° "l
Kaspboand —_—
Bed | [EiT [3600
Feastures Connechon type:
= Window © Raw (" Teet O Rlogn C S5H[_* Seial |
Appearance : :
Bahawicus Linad, awe of delebe a sioeed sesmon
Trarslaton Saved Sesnong
Sedaction |
Cobowrs [Tied ek Grpttionns =il |

Fig. 17.12: Setting up the serial port in Putty

17.5.3 Startup

Once the appliance is fully wired and you are connected to the appliance via the console cable and
have setup the terminal application (putty, screen or similar) you can power on the appliance. The
appliance will boot and depending on the exact model the first messages will be displayed in the
terminal application after a short time period.

140 http://www.chiark.greenend.org.uk/~sgtatham/putty/
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Firmware Notice

The appliances GSM 500, GSM 510 and GSM 550 are first generation devices. These devices were
shipped with older firmware images which needs to be upgraded before the appliances are put
into production. If the displayed flash version is < 2.0 please contact the Greenbone support
(mailto:support@greenbone.net'') before continuing!

General system setup

AlLLGSM appliances share the same way of basic configuration and readiness check.

Please follow the steps described in chapter System Administration (page 17) and then continue with
the next sections for logging in.

17.5.4 Login to the Webinterface

The main interface of the GSM is the web gui. To access the web gui use a current web browser and
access https://<ip-of-the-gsm>/.
The IP address of the GSM is displayed at the login prompt of the console.

Login using the web admin you created during the setup.

17.6 GSM 400/600/650

This setup guide will show the steps required to put a GSM 400, 600 or 650 appliance in to operation.
You can use the following checklist to monitor your progress.

Step Done
Powersupply

Serial console cable / USB converter
Putty/Screen setup

Keyboard layout

IP address configuration

DNS configuration

Password change

Web admin account

SSL certificate

Readiness

17.6.1 Installation

The appliances GSM 400, GSM 600 and GSM 650 are 19" mountable and require 1 rack unit (RU). For
installation in @ 19" this equipment comes with the respective racking brackets.

For cabling GSM 400, GSM 600 and GSM 650 appliances have corresponding connectors at the front
and back:

- back:

Power supply (one)
VGA-monitor
Keyboard via USB

Serial Console

41 support@greenbone.net
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- front:
- Keyboard via USB
- Network port ethO
- RS-232 console port (|0]0|0), Cisco compatible, suitable cable is enclosed

For the installation you have to use a terminal application and a console cable to establish a connec-
tion.

17.6.2 Serial Port

To utilize the serial port use the enclosed console cable. Alternatively you can use a blue Cisco console
cable (rollover-cable).

Should your system not come with a serial port you will require a USB-to-Serial adapter. Ensure the
use of a quality adapter. Many cheap adapters can cause errors with the serial protocol. Additionally
such adapters might not be compatible with the drivers that come with Microsoft Windows operating
systems.

To access the serial port you require a terminal application. The application needs to be configured to
a speed of 9600 Bits/s (Baud).

In Linux the command line command screen can be used. Itis sufficient to run the command providing
the serial port.

screen /dev/ttyS0 #(for serial port)
screen /dev/ttyUSBO # (for USB adapter)

Sometimes it does not work with the first serial port. You have to experiment with the number (0,
1 or 2). You can quit the command by entering CTRL-a \. When starting the command it might be
necessary to hit RETURN several times to get a command prompt.

In Windows you can use the Putty'“? application. After starting putty you will select the options as

per Figure fig:putty-serial. Select the appropriate serial port also.
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Fig. 17.13: Setting up the serial port in Putty

17.6.3 Startup

Once the appliance is fully wired and you are connected to the appliance via the console cable and
have setup the terminal application (putty, screen or similar) you can power on the appliance. The
appliance will boot and depending on the exact model the first messages will be displayed in the
terminal application after a short time period.

142 http://www.chiark.greenend.org.uk/~sgtatham/putty/
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General system setup

ALl GSM appliances share the same way of basic configuration and readiness check.

Please follow the steps described in chapter System Administration (page 17) and then continue with
the next sections for logging in.

17.6.4 Login to the Webinterface

The main interface of the GSM is the web gui. To access the web gui use a current web browser and
access https://<ip-of-the-gsm>/.
The IP address of the GSM is displayed at the login prompt of the console.

Login using the web admin you created during the setup.

17.7 GSM 5300/6400

This setup guide will show the steps required to put a GSM 5300 or 6400 appliance in to operation.
You can use the following checklist to monitor your progress.

Step Done
Powersupply (2 connectors)

Serial console cable / USB converter
Putty/Screen setup

Keyboard layout

IP address configuration

DNS configuration

Password change

Web admin account

SSL certificate

Readiness

17.7.1 Installation

The appliances GSM 5300 and GSM 6400 are 19" mountable and require 2 rack units (RU). For instal-
lation in a 19" this equipment comes with the respective racking brackets.

For cabling GSM 5300 and GSM 6400 appliances have corresponding connectors at the front and back:
- back:

Power supply (two)
VGA-monitor

. front:

Keyboard via USB
Network port labeled "“MGMT" (eth0)

- RS-232 console port (|0]0|0), Cisco compatible, suitable cable is enclosed

For the installation you have to use a terminal application and a console cable to establish a connec-
tion.
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17.7.2 Serial Port

To utilize the serial port use the enclosed console cable. Alternatively you can use a blue Cisco console
cable (rollover-cable).

Should your system not come with a serial port you will require a USB-to-Serial adapter. Ensure the
use of a quality adapter. Many cheap adapters can cause errors with the serial protocol. Additionally
such adapters might not be compatible with the drivers that come with Microsoft Windows operating
systems.

To access the serial port you require a terminal application. The application needs to be configured to
a speed of 9600 Bits/s (Baud).

In Linux the command line command screen can be used. Itis sufficient to run the command providing
the serial port.

screen /dev/ttyS0 #(for serial port)
screen /dev/ttyUSBO # (for USB adapter)

Sometimes it does not work with the first serial port. You have to experiment with the number (0,
1 or 2). You can quit the command by entering CTRL-a \. When starting the command it might be
necessary to hit RETURN several times to get a command prompt.

In Windows you can use the Putty'“® application. After starting putty you will select the options as

per Figure fig:putty-serial. Select the appropriate serial port also.
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Fig. 17.14: Setting up the serial port in Putty

17.7.3 Startup

Once the appliance is fully wired and you are connected to the appliance via the console cable and
have setup the terminal application (putty, screen or similar) you can power on the appliance. The
appliance will boot and depending on the exact model the first messages will be displayed in the
terminal application after a short time period.

General system setup

AlLLGSM appliances share the same way of basic configuration and readiness check.

Please follow the steps described in chapter System Administration (page 17) and then continue with
the next sections for logging in.

143 http://www.chiark.greenend.org.uk/~sgtatham/putty/
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17.7.4 Login to the Webinterface

The main interface of the GSM is the web gui. To access the web gui use a current web browser and
access https://<ip-of-the-gsm>/.

The IP address of the GSM is displayed at the login prompt of the console.

Login using the web admin you created during the setup.
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CHAPTER 18

Architecture

This chapter covers the architecture and the communication protocols used by the Greenbone Secu-
rity Manager. Some protocols are mandatory and some protocols are optional. Some protocols are

only used in specific setups.

18.1 Protocols

The GSM requires several protocols to fully function. These protocols provide the feed updates, DNS
resolution, time, etc. The following protocols are used by a stand alone system or a GSM master to

initiate connections being a client:

Greenbone 0S:

Greenbone @ Internet

Feed l 443/tcp . -
ssh 24/tcp ssh Cisco L — LAN
or443/tcp .

D N S 53/udp

53 /¢, o

( ) 123/udp
NTP
68 JudP

DHCP

 Cleartext Encrypted
(s (—

« GSM is client

- DNS - Name resolution

Proxy

Firepower

Backup
smtp 25/tcp optional ‘ Ma |I.
s
Gr?fc'?,ﬁt‘;"e o (SNMP Trapsw
636/tcp { Syslog
optiona )
LDAP (

verinice.PRO

activ directory

Fig. 18.1: GSM acting as client

* connecting to 53/udp and 53/tcp

* mandatory

* not encrypted
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* may use internal DNS server
- NTP - time synchronization
* connecting to 123/udp
* mandatory
* not encrypted
* may use internal NTP server
- Feeds (see below)
* direct
- connecting to 24/tcp or 443/tcp
- direct Internet access required
* via proxy

- connecting to internal HTTP-Proxy supporting CONNECT method on configurable
port

* connecting to apt.greenbone.net and feed.greenbone.net
mandatory on stand-alone and master appliances
* Protocol used is SSH
* encrypted and bidirectionally authenticated via SSH
- Server: public key
- Client: public key
- DHCP
* connecting to 67/udp and 68/udp
* optional
* not encrypted
- LDAPS - User authentication
* connecting to 636/tcp
* optional
* encrypted and authenticated via SSL/TLS
- Server: certificate
- Client: username/password
- Syslog - Remote Logging and alerts
* connecting to 512/udp or 512/tcp
* optional
* not encrypted
- SNMP Traps for alerts
* connecting to 162/udp
* optional
* just SNMPv1
* not encrypted
- SMTP for E-Mail alerts
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* connecting to 25/tcp
* optional
* not encrypted
- SSH for Backup
* connecting to 22/tcp
* optional
* encrypted and bidirectionally authenticated via SSH
- Server: public key
- Client: public key
- Cisco Firepower (Sourcefire) for IPS integration
* connecting to 8307/tcp
* optional
* encrypted and bidirectionally authenticated via SSL/TLS
- Server: certificate
- Client: certificate
- verinice.PRO
* connecting to 443/tcp
* optional
* encrypted via SSL/TLS
- Server: optionally via certificate
- Client: username/password

The following connection are accepted by a GSM acting as a server.

Greenbone 0S:

( Cleartext i Encrypted ]

Greenbone
Security
Manager

[Administration Control

Fig. 18.2: GSM acting as server

18.1. Protocols 267



Greenbone Security Manager with Greenbone OS 4, Release 4

- GSM is server
- HTTPS - Web interface
* 443 /tcp
* mandatory on stand-alone and master appliances
* encrypted and authenticated via SSL/TLS
- Server: optionally via certificate
- Client: username/password
- SSH - CLI access and GMP
* 22/tcp
* optional
* encrypted and authenticated via SSH
- Server: public key
- Client: username/password
- SNMP
* 161/udp
* optional
* optionally encrypted when using SNMPv3

In a master/sensor setup the following additional requirements apply. The master (client) initiates
two additional connections to the sensor (server):

Greenbone 0S:

Scan Control: ssh/GMP to 22/tcp

| Feed Update: ssh/rsync to 22/tcp

Greenbone
Security Manager

Greenbone

Security > |
Manager SENSOR

[ Cleartext Encrypted j
__J _

Fig. 18.3: GSM master and sensor

- SSH for Updates and Feeds and GMP
- 22/tcp

- mandatory
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- encrypted and bidirectionally authenticated via SSH
* Server: public key

* Client: public key

18.2 Security Gateway Considerations

Many enterprises deploy security gateways to restrict the Internet access. These security gateways
may operate as packet filters or application layer gateways. Some products support deep inspection
and try to determine the actual protocol used in the communication channels. They might even try to
decrypt and analyze any encrypted communication.

18.2.1 Standalone/Master GSM

While many protocols used by the GSM are only used internally, some protocols require access to the
Internet. These might be filtered by such a security gateway. When deploying the GSM as standalone
appliance or master the GSM needs to be able to access the Greenbone security feed. The Greenbone
security feed may be access directly via port 24/tcp or 443/tcp or using a proxy. In all cases the actual
protocol used is SSH. Even when using the port 443/tcp or a HTTP proxy the protocol used is SSH.

A deep inspection firewall might detect the usage of the SSH protocol running on port 443/tcp and
could drop or block the traffic. If the security gateway would try to decrypt the traffic using man-in-
the-middle techniques the communication of the GSM and the Feed server will fail. The SSH protocol
using bidirectional authentication based on public keys will prevent any man-in-the-middle approach
by terminating the communication.

Additional protocols which might need Internet access are DNS and NTP. Both DNS and NTP may be
configured to use internal DNS and NTP servers.

18.2.2 Sensor GSM

If security gateways are deployed between the master and the sensor the security gateway must
permit SSH (22/tcp) and GMP (9390/tcp) connections from the master to the sensor.
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CHAPTER 19

Frequently Asked Questions

This section collects frequently asked questions with answers.

19.1 What is the difference between a scan sensor and a scan
slave?

A scan slave is controlled by a scan master for doing vulnerability scans. Scans for scan slaves are
configure on the scan master by each user as needed and permitted. GSMs from midrange upward
can act as a master and control one or many scan slaves. Any GSM can act as a scan slave. Any scan
slave has to take care on its own to update the feed and release.

A scan sensor is a GSM that solely works as scan slave but is also fully managed by the master unit.
This managementincludes automatic feed and release updates. Essentially, a sensor does not require
any other connection than to its master and, once installed, does not require any administrative works.

19.2 Scan process very slow

The performance of a scan depends on various aspects.
- Several port scanners were activated concurrently.

If your are using a individual Scan Config please take care to select only a single port scanner in
the family “Port Scanner”. Of course “Ping Host" can still be activated.

-+ Unused IP addresses are scanned very time-consuming.

In a first phase for each IP address it is detected whether a active system is present. In case it is
not, this IP will not be scanned. Firewalls and other systems can prevent a successful detection.
The NVT “Ping Host" (1.3.6.1.4.1.25623.1.0.100315) offers to fine-tune detection.

19.3 Scan triggers alarm at other security tools

For many vulnerability tests the behaviour of real attacks is applied. Even though a real attack does
not happen, some security tools will issue an alarm.

Known examples are:

- Symantec reports attack regarding CVE-2009-3103 if the NVT “Microsoft Win-
dows SMB2 ‘_Smb2ValidateProviderCallback()) Remote Code Execution Vulnerability”
(1.3.6.1.4.1.25623.1.0.100283) is executed. This NVT is only executed if “safe checks" is ex-
plicitly disabled in the Scan Configuration because it can affect the target system.
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19.4 On scanned target systems appears a VNC dialog

When testing port 5900 or configured VNC port, a window appears on scanned target system that
asks the user whether to allow the connection. This was observed for UltraVNC Version 1.0.2.

Solution: Exclude port 5900 or other configured VNC port from target specification. Alternatively
upgrade to a newer version of UltraVNC would help (UltraVNC 1.0.9.6.1 only uses balloons to inform
users).

19.5 After Factory Reset neither Feed-Update nor System-Upgrade
works

(This is not relevant for virtual appliances where no factory reset is integrated anyway)

A Factory Reset deletes the whole system including the subscription key. The key is mandatory for
Feed-Update and System-Upgrade.

1. Reactivate subscription key:

A backup key is delivered with each GSM appliance, usually stored on a USB Stick and labelled
with the key ID. Use this key to reactivate the GSM. The activation is described in the SetUp Guide
of the respective GSM type.

2. Update system to current version:

Depending on the age of the factors emergency system you now need to execute the respective
upgrade procedure.
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CHAPTER 20

Glossary

This section defines relevant terminology which is consistently used across the entire system.

20.1 Host

A Host is a single system that is connected to a computer network and that may be scanned. One or
many hosts form the basis of a scan target.

Ahostis also an asset type. Any scanned or discovered host can be recorded in the asset database.

Hosts in scan targets and in scan reports are identified by their network address, either an IP address
or a hostname.

20.2 Quality of Detection (QoD)

The Quality of Detection (QoD) is a value between 0% and 100% describing the reliability of the exe-
cuted vulnerability detection or product detection.

This concept also solves the challenge of potential vulnerabilities. Such are always recorded and kept
in the results database but are only visible on demand.

While the QoD range allows to express the quality quite fine-grained, in fact most of the test routines
use a standard methodology. Therefore QoD Types are associate with a QoD value. The current list of
types might be extended over time.
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QoD | QoD Type Description
100% | exploit The detection happened via an exploit and there-
fore is fully verified.
99% | remote_vul Remote active checks (code execution, traversal

attack, sqgl injection etc.) where the response
clearly shows the presence of the vulnerability.

98% | remote_app Remote active checks (code execution, traversal
attack, sqgl injection etc.) where the response
clearly shows the presence of the vulnerable ap-

plication.

97% | package Authenticated  package-based checks  for
Linux(oid) systems.

97% | registry Authenticated registry-based checks for Windows
systems.

95% | remote_active Remote active checks (code execution, traversal

attack, sqgl injection etc.) where the response
shows the likely presence of the vulnerable appli-
cation or of the vulnerability. “Likely” means that
only rare circumstances are possible where the de-
tection would be wrong.

80% | remote_banner Remote banner check of applications that offer
patch level in version. Many proprietary products
do so.

80% | executable_version Authenticated executable version checks for

Linux(oid) or Windows systems where applica-
tions offer patch level in version.

75% This value was assigned to any pre-qod results
during system migration. However, some NVTs
eventually might own this value for some reason.

70% | remote_analysis Remote checks that do some analysis but which
are not always fully reliable.
50% | remote_probe Remote checks where intermediate systems such

as firewalls might pretend correct detection so
that it is actually not clear whether the application
itself answered. This can happen for example for
non-TLS connections.

30% | remote_banner_unreliable Remote banner checks of applications that don't
offer patch level in version identification. For ex-
ample, this is the case for many Open Source prod-
ucts due to backport patches.

30% | executable_version_unreliable | Authenticated executable version checks for
Linux(oid) systems where applications don't offer
patch level in version identification.

1% | general_note General note on potential vulnerability without
finding any present application.

The value of 70% is the default minimum used for the default filtering to display the results in the
reports.

20.3 Severity

The Severity is a value between 0.0 (no severity) and 10.0 (highest severity) and expresses also a
Severity Class (None, Low, Medium or High).

This concept is based on CVSS but is applied also where no full CVSS Base Vector is available. For ex-
ample, arbitrary values in that range are applied for Overrides and used by OSP scanners even without
a vector definition.
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Comparison, weighting, prioritisation is possible of any scan results or NVTs because the severity
concept is strictly applied across the entire system. Not a single severity is just expressed as “High"
for example. Any new NVT is assigned with a full CVSS vector even if CVE does not offer one and any
results of OSP scanners is assigned a adequate severity value even if the respective scanner uses a
different severity scheme.

The severity classes None, Low, Medium and High are defined by sub-ranges of the main range 0.0-
10.0. Users can select to use different classifications. The default is the NVD classification which is
the most commonly used one.

Scan results are assigned a severity while achieved. The severity of the related NVT may change over
time though. Users can select Dynamic Severity to let the system always use the most current severity
of NVTs for the results.

20.4 Solution Type

This information shows possible solutions for the remediation of the vulnerability. Currently three
different variants are available:

- © Workaround: Information is available about a configuration or specific deployment scenario
that can be used to avoid exposure to the vulnerability. There may be none, one, or more
workarounds available. This is typically the “first line of defense” against a new vulnerability
before a mitigation or vendor fix has been issued or even discovered.

Mitigation: Information is available about a configuration or deployment scenario that helps
to reduce the risk of the vulnerability but that does not resolve the vulnerability on the affected
product. Mitigations may include using devices or access controls external to the affected prod-
uct. Mitigations may or may not be issued by the original author of the affected product, and they
may or may not be officially sanctioned by the document producer.

+ kd Vendor-Fix: Information is available about an official fix that is issued by the original author
of the affected product. Unless otherwise noted, it is assumed that this fix fully resolves the
vulnerability.

«+ = None-Available: Currently there is no fix available. Information should contain details about
why there is no fix.

- B WillNotFix: There is no fix for the vulnerability and there never will be one. This is often the
case when a product has been orphaned, end-of-lifed, or otherwise deprecated. Information
should contain details about why there will be no fix issued.
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Maintenance, 17, 45-48

Master, 215

Master ldentifier, 215

Network, 22, 24, 25, 27

Password, 20, 50

PKCS12, 30, 31

Power, 48
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Host Access, 66

Hosts (Classic), 136
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Roles (optional), 66
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Scans, 79, 87
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Send to host, 239
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Task Wizard, 81
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Windows Registry Check, 161

Windows Registry Check: Violations, 161
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GSM 5300, 5

GSM 550, see GSM 650

GSM 600, 6

GSM 6400, 5

GSM 650, 6

GSM CE, 8

GSM ONE, 8

Guest, 68

H

Host, 273
hostname, 25
HTTP proxy, 269
HTTP-Proxy, 266
HTTPS, 268

Information Systems Audit and Control Associa-
tion, 157

International Organization for Standardization,
157

IPS, 236

IPv6, 23

ISACA, 157

ISMS, 224

IS0, 157
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