SUPERVISION DE RESEAU AVEC NAGIOS
Auteur : Henri TSOUNGUIL®© H.T. Lille, dec. 2006
Utilitaires : nagios 1.4 pour le premier superviseur,
nagios 1.1 et nagat 1.02 pour le 2°™ superviseur
1.Contexte et objectifs
Nous travaillons dans un réseau comportant 6 hotes dont un portable, un switch adressable et un modem-routeur

ADSL.
L’objectif est de surveiller la continuité de I’activité des ordinateurs et certains services comme http, mysql,

postgresql, etc.
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2.Fichiers de configuration pour I’acces par interface web

-Fichier .htacces a placer dans /usr/local/nagios/

AuthName " Controle Acces Nagios "

AuthType Basic

AuthUserFile /usr/local/nagios/etc/htpasswd.users
require valid-user

-Fichier /usr/local/nagios/etc/htpasswd.users a créer avec la commande Apache
htpasswd —c /usr/local/nagios/etc/htpasswd.users nagios
-Fichier nagios.conf a inclure dans /etc/httpd/conf/httpd.conf ou ajouter a la fin :
#Section pour securisation Nagios
ScriptAlias /nagios/cgi-bin/ "/usr/local/nagios/sbin/"
<Directory "/usr/local/nagios/sbin/">
AllowOverride All
order allow,deny
allow from all

Options ExecCGI
</Directory>
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Alias /nagios/ /ust/local/nagios/share/
<Directory "/usr/local/nagios/share/">
AllowOverride All

order allow,deny

allow from all

</Directory>

*Faire attention de placer ScriptAlias avant Alias.
3.Configuration du premier serveur de supervision
Parametres TCP-IP :

Nom : amadeus.linux.tme

IP: 192.168.1.2/255.255.255.0

Config dans le fichier /usr/local/nagios/etc/hosts.cfg :

# 'amadeus' host definition
define host{

use generic-host ; nom de 1I’hote générique
host_name amadeus

alias Linux Server #1

address 192.168.1.2

check_command check-host-alive

max_check_attempts 10

notification_interval 480

notification_period 24x7
notification_options d,u,r
parents netgear-sw

}

Dans le fichier des groupes d’hotes /usr/local/nagios/etc/hostgroups.cfg , amadeus fait partie du groupe des
serveurs linux :

# 'linux-boxes' host group definition

define hostgroup{
hostgroup_name linux-boxes
alias Linux Servers
contact_groups linux-admins
members lancelot,amadeus
}

En cas de probleme un message est envoyé au contact linux-admins défini dans les fichiers des contacts
/usr/local/nagios/etc/contacts.cfg :

# 'nagios' contact definition
define contact{

contact_name nagios

alias Nagios Admin
service_notification_period 24x7
host_notification_period 24x7
service_notification_options w,u,C,I

host_notification_options du,r
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service_notification_commands  notify-by-email,notify-by-epager

host_notification_commands host-notify-by-email,host-notify-by-epager
email nagios-admin @localhost.localdomain
pager pagenagios-admin@localhost.localdomain

}

Signification des options de notification w =>warning u=>unknown c=>critical r=>recovering d=>down
Définition de groupe de contacts /usr/local/nagios/etc/contacts.cfg :

# 'linux-admins' contact group definition
define contactgroup{

contactgroup_name linux-admins
alias Linux Administrators
members nagios,root

}

11 faut ensuite configurer au moins un service a surveiller dans /usr/local/nagios/etc/services.cfg . Le service a
configurer, comme les autres, peut hériter de la définition du service générique qui ne constitue qu’un modele,
un « template ».

# Generic service definition template
define service{

name generic-service ; The 'name' of this service template,
referenced in other service definitions

active_checks_enabled 1 ; Active service checks are enabled
passive_checks_enabled 1 ; Passive service checks are enabled/accepted
parallelize_check 1 ; Active service checks should be parallelized
obsess_over_service 1 ; We should obsess over this service (if necessary)
check_freshness 0 ; Default is to NOT check service 'freshness'
notifications_enabled 1 ; Service notifications are enabled
event_handler_enabled 1 ; Service event handler is enabled
flap_detection_enabled 1 ; Flap detection is enabled
process_perf_data 1 ; Process performance data
retain_status_information 1 ; Retain status information across program restarts
retain_nonstatus_information 1 ; Retain non-status information across program
restarts
register 0 ; on n’enregistre pas le service générique

Voici comment tester la machine amadeus avec un ping régulier :

# Service definition
define service{

use generic-service ; récup définition du service générique
host_name amadeus

service_description PING

is_volatile 0

check_period 24x7

max_check_attempts 3

normal_check_interval 5

retry_check_interval 1

contact_groups linux-admins

notification_interval 240
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notification_period 24x7
notification_options c,r

check _command

}

check_ping!100.0,20%!500.0,60%

Autre test : fonctionnement du service mysql de la machine bretagne sur le port TCP par défaut 3306 :

# Service definition

define service{
use
host_name
service_description
is_volatile
check_period
max_check_attempts
normal_check_interval
retry_check_interval
contact_groups
notification_interval
notification_period
notification_options
check _command

}

generic-service ; Name of service template to use
bretagne
TCP

0

24x7

3

2

1
nt-admins
240

24x7
w,u,c,r

check_tcp!3306

4.Test de la configuration de nagios (concerne le fichier principal nagios.cfg).

On se place dans .. /nagios/bin puis on tape la commande : ./nagios —v /usr/local/nagios/etc/nagios.cfg

[root@amadeus bin]# ./nagios -v /usr/local/nagios/etc/nagios.cfg

Nagios 1.4.1

Copyright (c) 1999-2006 Ethan Galstad (nagios @nagios.org)

Last Modified: 05-15-2006
License: GPL

Reading configuration data...

Running pre-flight check on configuration data...

Checking services...
Checked 17 services.
Checking hosts...
Checked 7 hosts.
Checking host groups...
Checked 4 host groups.
Checking contacts...
Checked 2 contacts.
Checking contact groups...
Checked 4 contact groups.
Checking service escalations...
Checked 0 service escalations.
Checking host group escalations...
Checked 0 host group escalations.
Checking service dependencies...
Checked 0 service dependencies.
Checking host escalations...
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La configuration est réputée correcte, on n’a plus qu’a redémarrer le service nagios.

5/10

Checked 0 host escalations.
Checking host dependencies...
Checked 0 host dependencies.
Checking commands...
Checked 22 commands.
Checking time periods...
Checked 4 time periods.
Checking for circular paths between hosts...
Checking for circular service execution dependencies...
Checking global event handlers...
Checking obsessive compulsive service processor command...
Checking misc settings...

Total Warnings: 0
Total Errors: 0

Things look okay - No serious problems were detected during the pre-flight check
[root@amadeus bin]# service nagios restart
Running configuration check...done
Stopping network monitor: nagios
Starting network monitor: nagios
PID TTY TIME CMD
20319 ? 00:00:00 nagios

#service nagios restart

** NE JAMAIS REDEMARRER nagios SI DES ERREURS PERSISTENT.

Ensuite, avec un navigateur, on se connecte au serveur de supervision amadeus :

http://192.168.1.2/nagios/

-En cliquant sur le panneau sur fond noir a gauche sur le lien Service Detail, on obtient I’écran suivant. On peut

noter que le serveur w2000srv (192.168.1.14), comme par hasard, un serveur windows ne répond pas ; il est

down !
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Edition  Affichage

@ -

Histarique  Marque-pages  Qukils 7

s
fell (1 https:f[192.168.1.2/nagios!

|| Personnaliser les liens | | Hotmail [ ] ‘Windows | | Windows Media

General

% Home
% Documentation

Manitoring

# Tactical Overview
% Service Detail

* Host Detail

® Status Overview
% Status Summary
% Status Grid

® Status Map

% 3-D Status Map

% Service Problems
% Host Problems
% Network Outages

% Comments
% Downtime

® Process Info
% Performance Info
% Scheduling Queue

Reporting

® Trends

% Availability

% Alert Histogram
% Alert History

& Alert Summary
# Notifications

® Event Log

®'view Config

Terming

Current Network Status

Updated every 80 seconds
Nagios® - wwn.nagios.org
Logged in as ragios

Last Updated: Mon Dec 18 23:14:32 CET 2006

6/10

Host Status Totals

S o

Mieve History For all hoste
Miews Motifications For All Hoste
Miew Host Status Datail ForAll Hoste

amadeus PING

bretagne HTTR

TCP-MYSQL

cmt-adsl FING

lancelot ddewihdal Free Space
fdewhdbz Free Space
Current Users

HTTE

ElNg

Total Processes
meilin FING

netgearsy FPING

[ Jaid

3 Nagios - Mozilla Firefo

S| x| | ([Cl-
Linked[f1
Service Status Totals
12 0 o [El o
5 17

Service Status Details For All Hosts

oK 18-12.2006 23:12:02
oK 18-12-2006 23:13:34
ok 18-12-2006 23:07:42
oK 18-12-2006 23:14:17
oK 18-12-2006 23:13:49
oK 18-12.2006 23:07:68
ERITIEADNN 15-12-2006 23:12:33
oK 18-12-2006 23:14:05
oK 18-12-2006 23:11:14
oK 18-12-2006 23:12:45
oK 18-12-2006 23:14:20
oK 18-12-2006 23.08:28
oK 18-12-2006 23:13:03

ERITIERD 12-12-2006 23:07:11
ERITIEAEN 15-12-2006 23:09:44
ERITIEADIN 1=-12-2006 22:13:10
ERITIERIN 12-12-2006 23:11:37

17 Matching Seniice Entries Displayved

0d 2h 20m =

0d 2h 356m 49s
0d 8h 2Tm &8s
0d0h 2m 155

0d9h3m7s

0dQh 1m 17z
0d 11h 34m 498s
0dSh 2m 47
0d 8h 28m 4=
0d3h27m 11s
0d8h2m 175

0d 3h 41m 4=

0d0Oh 7m 395

0d 4h 57m 25s
0d 4h 55m 45s
0d 4h 59m 15s
0d 11h 33m 38s

23
33

23

FING OK - Paquets pardus=0%, RTA = 0.05 mz

HTTF DK HTTRAM A 200 0K - 5117 bytes in 0.032 seconds
PING OK - Paquets perdus= 0%, RTA =024 ms
TCF Ok - 0,000 second response time on port 3306

PING OK - Paquets perdus= 0%, RTA =084 ms

DISK OK- free space; [ 6012 MB (44% inode=032%)

DISK CRITIQUE - fdewhdbZ n'existe pas

UTILISATEURS Ok - 1 utilisat Auell t tés sur
HTTF OK HTTRM A 200 OK - 478 bytes in 0.003 zeconds
FING 0K - Paquets perdus= 0%, RTA=0.21 ms

PROCS OK: 56 processus avec ETAT = RSZDT

FING OK - Paquets perdus=0%, RTA = 0.50 ms
PING 0K - Paquets perdus= 0%, RTA= 1197 ms

Aucun chemin d'accés pour atteindre 'hite cible
Na route to host
CRITIQUE - Héte injoignable (192.162.1.14)

Aucun chemin d'accés pour atteindre 'hite cible

192.166.1.2 & O

5.Arborescence

Les machines a superviser dépendent toutes du switch netgear qui lui-méme dépend du routeur adsl comtrend et
du processus nagios selon I’arborescence ci-apres :

los.

Nagios Process

?

cmt-ads]
""'~~-._|_|F:I -

|
2

-
netgear—suw

Up

2 2 2 2 2

W2000sry merlin lancelot bretagne amadeus
Do Up Lp Up U

Ecran de I’ordinateur amadeus.linux.tme(192.168.1.2) ou NAGIOS a été configuré « a la main » par
modification de ses fichiers

Résultat graphique :
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Nagios - Microsoft Internet Explorer

Fichier  Edition  Affichage

() Précédente -

=

Favoris

€] [

outils

Adresse | @] http:j192.168.1.2/nagios|

W - P checkmysal

Nagios

®Home
® Documentation

®Tactical Overview
® Service Detail

% Host Detail
 Status Overview
% Status Summary
® Status Grid

% Status Map

%3.D Status Map

% Service Problems
®Host Problems
% Network Outages

% Comments
% Downtime

% Process Info
% Performance Info
% Scheduling Queue

®Trends

% Availability

% Alert Histogram
% Alert History

S Alert Summary
% Notifications

< >

&] hittpiff192.168.1.2/nagios/cgi-binjstatusmap.cqi?host —amadeusilayout=5amax_nidth=Camax_height=0aproximity_width—10008praximity_h

I‘J

?

) Rechercher

)
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-1ok

Status Information:
State Duration:
Last Status Check:
Last State Change:
Parent Host(s):
Immediate Child Hosts: 0

v B ok tens >
v |Rechercher ~ @ Misedjor E71 ~ & B~ @~ | fiTradure ~ [ ouwvrir session  =viMal B Questions/Réponses - Ed
- - o
" ~
Circular (Marked Up) v ||0.0
? Drawing Layers: Layer mode:
Harme: amadeus Linux Servers Oinclude
- o T Servers @ Exclude
Alias: Linux Server # Rauters
Address: 192.168.1.2 Switches
State: up

Supress popups:

5

(Host assumed to be up)
0d 7h 37m 32s
18-12-2006 19:20:33
18-12-2006 11:55:59

netgear-sw

rocess

Nag

Nagios

cmtaus/muieus

e S
|

Pending
lancelot
UUp

?

W20003ry
Do

bretagne
Up

& Internst

Sur nagios.linux.tme (192.168.1.20) la supervision est configurée par NAGAT. Elle est nettement plus aisée,

les résultats identiques et nous ne la détaillerons pas dans ce document.

2 SENTINIX - Mozilla Firefox

Fichier

(\_ -

Edition

Affichage

EBX

Historique  Marque-pages  Outils 7

& | B v

I_/;:_T | https:ff192,168.1.20/

L Personnaliser les liens | | Hotmail | Windows | | Windows Media Linked [
Hagios - Hagat | SnortCenter | Cacti | Hetwork Tools | Help http:/'sentinix.org

SENTIHIX.
~

Nagat - Hosts

Expotter | Importer | Magios.Cfy | CGLCTy | Verifwith Nagios

Hosts | Hostgroups | Services | Contacts | Contactgroups | Timeperiods | Commands | Service Escalations
Search :

[1-7]all]

Mame Aliag IF orFAQDM  Inheritance Registered
Edit amadeus parakle 192.168.1.2  used by 0 objects yes
Edit hretagne hretagne xp 192.168.1.6  used by 0 objects ¥es
Edit genetic-host used by 6 objects ho
Edit lancelot lancelat-linux 192168.1.3  used by 0 objects We s
Edit localhost localhast lacalhost uses generic-host kS
Edit merlin enchanteur merlin 192.168.1.21 used by 0 objects yas
Edit w2000sm Wwin2000 senver 192.168.1.14 used by 0 ohjects yes

Hew [1-71al]

b
Terming 192.168.1.20 & B2
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11 suffit de configurer tour a tour les hotes, les services, les contacts, etc, comme je 1’ai fait a la main en
manipulant les fichiers. Toutefois, il est vivement déconseillé de retoucher les fichiers modifiés par nagat sous
peine de rencontrer de nombreuses difficultés.

£ SENTINIX - Mozilla Firefox

Fichier Edition  Affichage  Historique  Marque-pages  Qubils 7
<,EI - - @ E [} hetps:jfioz.168.1.20) ;~.|'| [}-] .-| w\]
[} Persornaliser les liens [ ] Hotmail || Windows || Windaws Media Linked[[1
Magios - Magat | SnortCenter | Cacti | Metwork Tools | Help hittp:fizertinix.org

SENTINIX

Nagat - Service object ~
Exporer | Imporder | Nagios. Cfg | C&1.Cig | Werify with Nagios

Hosts | Hostgroups | Services | Contacts | Contsctgroups | Timeperiods | Commands | Service Escalstions

Search : | |

Froperties Inherits from generic-service

_ cigfile zervices. ofg W | fusrlocalinagiosiete’serices. ofg

host_name El amadeus 0

loc:alhost
rnerliv b
hostgroup_name WINZEMEN:
zenice_deseription |sewice myzql |
| check_mpsql_alive w |
check_command
Farameters: | |

name |mysql-alive | genericsenice

register O ez O Na @ dafault o

max_check_attampts

normal_ched_inteneal

retry_ched_interval 1 w

Terming 152,165,120 (& B2

Configuration de la surveillance du service mysql avec le plugin check_mysql_alive avec nagat.
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Configuration des groupes d’hotes en mode graphique

£ SENTINIX - Mozilla Firefox

Fichier  Edition  Affichage  Historique  Marque-pages Outils 2

@I - - @ ’IJ_I" ||:| https: /192, 168.1.20] g|v| [ir] |v|G.:u:.gle |u\]
|:| Personnaliser les liens |:| Hakrnail |:| Windaws |:| Windows Media Linked([
% Magios - Magat | SnortCenter | Cacti | Metwork Tools | Help http#f=ertinix.org

SENTI
”

Nagat - Hostgroup ohject
Exporer | Imparter | Hagios.Cfg | C&1.Cfg | Werify with Magios
Hosts | Hostgroups | Services | Contacts | Contactgroups | Timeperiods | Commands | Service Escalstions

Search :| |

[ Save ][ Delete ]

__cfgfile | hostaroups.cfg o |

hostgroup_name ||inu:-:-SEWEfS |

alias |Iinu:-: TEMVETD | =
name |Iinu:-:-servers |

register O ves O o @ defaurt

adminz

contact_groups

amades
bretagne

members
localbost
merlin

‘zemrice-object: template mysgl-alive
'zenice’-object: template postgresgl

|0 [

 —— -

Terming 192.168.1.20 (& B2
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Le résultat est tout aussi bien.

Fichier ~Edition  Affichage

e -»- ¢

% Home
# Documentation

® Tactical Ovendew
% Service Detail

* Host Detail

% Status Overview
% Status Summary
* Status Grid

* Status Map

% 3.D Status Map

% Service Problems
* Host Problems
% Hetwork Outages

* Comments
* Downtime

% Process Info
% Performance Info
% Scheduling Queue

Reporting

* Trends

% fvailability

% flert Histogram
% Alert History

% Alert Summany
® Notifications

% Event Log

Terminé

) Nagios - Mozilla Firefox

Hiskorique:

Marque-pages  Qutils 7

L1 https:ff192.168.1.20/nagios/

L1 Personnaliser les liens | | Hotmail | ] Windows | | Windows Media

Current Network Status

Last Updated: Mon Dec 18 23:35:37 CET
2006

Updated eveny 90 seconds

Magios® - wn.nagios.org

Logged in as nagiosadmin

Wiew History Far all hosts
Wiew Notifications For All Hosts

Wiew Host Status Detail For All Hosts

amadeus cpu oK
senvice mysql Ok
senvice postgresgl UNKNOWN
bretagne check alive Ok
host alive Ok
senvice mysql Ok

-ser\rice mysgl Ok

senvice postgresgl UNKNOWN
localhost  cpu Ok
senvice mysql Ok
senvice pop3

merlin chedk alive Ok

host alive Ok

_ check alive

host alive

Host Status Totals

Service Status Details For All
Hosts

2006-12-12 22:25:36 0d 1h 57m 562 1.2
2006-12-18 233524 1d 6h 294m 36 143

2006-12-18 23:33:25 1d 10h 22m 37= 3/3

2006-12-18 23:3339 0d Th 1m 1= 112
2006-12-18 23:35:36 0d S5h 25m 25 1/4

2006-12-18 23:34:38 0d 4h 10m 55z 143

20065-12-18 23:34:48 0d Th 33m 59z 1/3
2006-12-18 23:35:47 1d 10h 26m 17z 1/3
20065-12-18 23:35:36 0d 1h 57m 56z 1/3

2006-12-18 23:34:59 0d 6h 58m 33z 1/3

ERITERE 2006-12-18 23:36:02 1d 8h 14m 31 363

20065-12-18 23:34:39 0d 5h 23m 38z 143
2006-12-18 23:35:12 0d 5h 25m 262 1/4

ERIFIEANN z006-12-18 23:33:17 0d 5h20mds 153
ERITERI 2006-12-18 23:34:38 0d 5h 19m 96 164

K- load average: 0.05, 0.12, 017

TCP OK - 0.001 second response time on port
2306

Senrer port must be a positive integer

FING Ok - Padet losz= 0%, RTA= 0.20 ms
FING Ok - Padiet loss= 0%, RTA= 5.40 ms

TCF OK - 0.001 second response time on port
2306

TCP OK - 0.001 second response time on port
3306

Senrer port must be a positive integer

K- load average: 0.05, 0.12, 0.17

TCP OK - 0.002 second response time on port
2306

Connection refused by host

FING Ok - Padet losz= 0%, RTA = 1.60 ms
PING Ok - Packet losz= 0%, RTA = 0.60 ms

CRITICAL - Plugin timed out after 10 seconds
CRITICAL - Plugin timed out after 10 seconds

192.168.1.20 & B

& w | [ @v 4
Linkedf
-
Service Status Totals
o o . El o
5 15

v
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